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     )
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(Call to Order of the Court at 1:09 p.m.) 

(Proceedings took place that are not included 

in this Partial Transcript, after which, proceedings 

continued as follows:)

THE COURT:  I understand that perspective.  All 

right.  Thank you.  

Mr. Herz, go ahead, please.  

MR. HERZ:  Thank you, Your Honor.  And I can 

put Mr. Fischbach on if necessary, but I think I can 

summarize our position.  If the Court needs 

clarification from Mr. Fischbach, we can offer it.  

A couple of things.  I think the Government's 

issue regarding the Wireshark they have indicated is 

moot, and I think our point, or the point Mr. Fischbach 

was making about, quote-unquote, being able to take 

Torrential Downpour while Wireshark is running wasn't a 

threat, it was an illustration that the Government's 

proposed prophylactic using Wireshark just to determine 

if a copy was made is really ineffective.  

So their goal in using Wireshark would not be 

met by using Wireshark.  Essentially, unless Wireshark 

was being run each and every day of the 21 days and only 

if each day, after each day's testing the Wireshark 

packets were examined, that would be the only way the 

Government would know if a copy got made.  
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If after 21 days of testing it was never 

examined, I mean the Wireshark packets were not 

examined, then only two possibilities can occur.  The 

Government seeks to review the packet captures before 

trial, in which case they have now discovered attorney 

work product, protected information and have discovered 

attorney-client information in advance of trial, which 

they are not entitled to do.  Or the alternative is they 

wait until after the trial is complete and then they 

want Court permission to examine the packets to see if 

copying was made, at which point it's really after the 

fact.  

At that point, if there was copying done, we 

didn't do anything to prevent public dissemination of 

the software, it's really now being used as evidence to 

see if some illegal conduct occurred.  So as a 

prophylactic measure, it really doesn't serve the 

function that the Government states it would serve.  

THE COURT:  Mr. Herz, let me interrupt on that, 

because I thought I addressed this in the order as well, 

and that is that if there isn't Wireshark or another 

type of capture device used, I don't see that 

Mr. Fischbach would be able to testify because of the 

Daubert issues.  I thought I was fairly explicit on 

that, maybe in a footnote, but to establish reliability 
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-- and Mr. Fischbach has acknowledged this repeatedly.  

What I would truly hope to -- so if there is 

going to be testimony, then I do intend to order full 

discovery of the expert prior to trial, even if the 

existing rule doesn't expressly contemplate that, it 

will on December 1st I believe.  There is going to be a 

rule change to 16 that would make that clearer.  So 

that's my intent is if it's going to be used at trial, 

it is fully discoverable, just as I would expect and I 

understand the Government has made there. 

So I wanted you to have that heads-up that 

based on the evidence I have heard from both of the 

experts, it is extremely improbable that a reliability 

standard under Daubert could be established by 

Mr. Fischbach without a capture of the work product.  So 

heads up on that.  

MR. HERZ:  Okay.  I appreciate that, Your 

Honor.  And I guess we can take that up -- that issue up 

when it arises, but just as a prefatory response, there 

is no other area of science where the reliability of the 

science is dependent on audio and video recording or 

capturing of the actual testing.  

Normally the reliability standard is addressed 

simply by the expert testifying about the procedures, 

the scientific procedures that were utilized in 
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conducting the tests.  And that's true when an expert in 

DNA testifies about what procedures they used in the 

laboratory to produce their DNA results.  That's typical 

for hair and fibers.  

Nobody's audio and video recording anything.  

They are simply testifying to standard laboratory 

procedures.  And that's been the case historically even 

in computer forensics.  So I think there are a number of 

valid and different ways to establish the reliability of 

testing in computer forensics, not just using a packet 

capture program.  

THE COURT:  Well, I'm relying on the testimony 

of both experts that's been presented.  Mr. Fischbach I 

believe -- well, in any event, heads up on that.  I was 

quite persuaded by the benefits of Wireshark and I tried 

to flag that issue in the order, footnote three, page 

two of Docket 254.  

All right.  Go ahead, Mr. Herz.  

MR. HERZ:  And we did notice that.  

Mr. Fischbach and I did speak -- talk to each other 

about it, so we're well aware of the Court's leanings in 

that direction. 

Regarding computer specifications, the Court's 

procedure that it outlined actually from the defense 

perspective makes a lot of sense in that it would be 
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very helpful to know software specifications and 

installation instructions, and then we can tailor a 

defense request regarding specifications.  

At this point, what the Government sounds like 

they are doing is they are putting together a computer 

based on what their knowledge of the software is and 

basically saying that should be adequate.  So it sounds 

as though they know what the software specifications 

are.  The problem is they haven't yet shared that with 

the defense, and we would like an opportunity to be able 

to give specifications to the Government based on how 

the software operates, including both versions, not just 

version 1.23.  

And if we don't have that information by 

tomorrow, our obligation under the Court's order at 254 

is that we have to give specifications, and in the 

absence of knowing specifics about the software, we are 

very likely going to specify pretty much something very 

similar to what the Court saw in the e-mail chain and in 

Mr. Fischbach's latest declaration, because we're unable 

to specify anything else.  

And as Mr. Fischbach did point out, some of the 

specifications are not simply tailored to the software 

specifications, but also to the needs of the software 

and hardware Mr. Fischbach needs to run in order to 
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complete his tests.  

So the specifications we're using take into 

account two things:  One, the software specifications, 

and, two, the hardware and software Mr. Fischbach needs 

to use in his testing.  

So we're concerned if the Government has an 

idea about what computer specifications it thinks it 

would like to provide to us, we would like to know that 

now so we can respond to that tomorrow by our deadline, 

or perhaps the Court might want to consider a different 

schedule for trading information regarding software 

specifications and computer specifications.  

But as it stands right now, we're probably 

going to specify precisely what we have been talking 

about in the absence of any additional information 

coming from the Government. 

And so I think the Government has pretty much 

said that Wireshark is moot, so respectfully I would 

suggest that that means the motion should be denied.  On 

the other hand, our motion for partial reconsideration 

simply addresses the fact that the tests that were 

proposed and that the Court has found to be material 

cannot be completed with a single network connection and 

a single port.  

And I think Mr. Fischbach made that very clear 
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in his first declaration that was filed, and so the 

proposed order we gave the Court eliminates those issues 

and allows the testing that's been proposed to move 

forward.  

And then specifically regarding multiple 

copies, perhaps we need to clarify that.  The issue 

involving copies is once Torrential Downpour is 

downloaded onto the Government-provided computer, it 

would stay there and any additional copies would stay 

there, but it's standard computer forensic practice to 

have a, quote-unquote, "original copy" on the computer 

on which it's installed, and then to make a second copy 

or a third copy that you can work on so that you can 

always have a reference point to make sure that if there 

are any changes they can be documented, because you 

don't really want to create by accident any changes.  

You need to be able to make sure that what 

you're working with is in its original condition, so you 

need an original copy and then you need a working copy 

essentially.  And I think Mr. Fischbach can explain that 

in more detail if the Court would like, but he's not 

talking about making multiple copies outside of the 

Government-provided computer domain.  All of it stays on 

the Government computer, none of it goes anywhere else.  

It's just simply creating working copies, which is 
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standard forensic practice.

(Requested excerpt concluded, proceedings 

continued.)
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 
 

United States of America,   ) 

      ) 

   Plaintiff,  )  Case No. 3:17-cr-0095 SLG 

      ) 

vs.      ) 

      ) 

Matthew Schwier,         ) 

    )              

   Defendant.  ) 

      ) 

 

C-3 MOTION TO COMPEL DISCOVERY AND PRODUCTION OF EVIDENCE: 

TORRENTIAL DOWNPOUR SOFTWARE 

 
A period of excludable delay under 18 U.S.C.§3161(h)(1)(F) may occur as a result of the 

filing/granting/denying of this motion/pleading.  A total of 36 days remain before trial must commence 

pursuant to the Speedy Trial Act. 

 

Comes now, Defendant, Matthew Schwier, by and through counsel, Robert M. 

Herz, of the Law Offices of Robert Herz, P.C. and hereby moves this court, pursuant to 

the fifth and sixth amendment of the United States Constitution, and as well Federal Rule 

of Criminal Procedure 16, and Brady v. Maryland, 373 U.S. 83 (1963) and its progeny, 

for an order compelling the government to provide discovery and produce evidence of a 

copy of the Torrential Downpour software used by the government in its undercover 

investigation in this case between October 20 and November 24, 2016, those dates being 

approximate. 
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BACKGROUND FACTS 

A.  The Indictment.  

On April 26, 2019 the government filed a third superseding indictment in this 

case.  Mr. Schwier was arraigned on the new indictment on May 1, 2019.  Count 1 of 

the third superseding indictment reads as follows: 

On or about October 20, 2016, within the District of Alaska, 

the defendant, MATTHEW WILLIAM SCHWIER, did 

knowingly possess, and knowingly access with intent to 

view, any computer disk, and any other material that 

contains an image of child pornography, as defined  

in 18 U.S.C. § 2256(8)(a), that has been mailed, and shipped 

and transported using any means and facility of interstate and 

foreign commerce and in and affecting interstate and foreign 

commerce by any means, including by computer, and that 

was produced using materials that have been mailed, and 

shipped and transported in and affecting interstate and 

foreign commerce by any means, including by computer. 

Any image of child pornography involved in the offense 

involved a prepubescent minor and a minor who had not 

attained 12 years of age. All of which is in violation of 18 

U.S.C. § 2252A(a)(5)(B), (b)(2). 

 

Emphasis supplied. 

 

Count 2 of the third superseding indictment reads as follows: 

On or about November 22, 2016, to November 24, 2016, 

within the District of Alaska, the defendant, MATTHEW 

WILLIAM SCHWIER, did knowingly distribute any child 

pornography, as defined in 18 U.S.C. § 2256(8)(a), that has 

been shipped and transported in and affecting interstate and 

foreign commerce by any means, including by computer. 

All of which is in violation of 18 U.S.C. § 2252A(a)(2)(A), 

(b)(1). 

 

Emphasis supplied.  Of note, in this iteration of the distribution count, the government 

simply claims that Mr. Schwier did “knowingly distribute any child pornography....”  

The government does not specify an image or provide a file designation nor describe the 

number of images distributed.  However, the government will concede only one act of 

“distribution” allegedly transpired in this case when the FBI allegedly downloaded and 
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received one file alleged to contain child porn. A comparison of this iteration of the 

charge to how it was written in the Second Superseding Indictment is illustrative. Count 

2 in the Second Superseding indictment reads as follows: 

 

On or about November 22, 2016, to November 24, 2016, 

within the District of Alaska, the defendant, MATTHEW 

WILLIAM SCHWIER, did knowingly distribute, by 

any means and facility of interstate and foreign commerce, a 

visual depiction of a minor engaging in sexually explicit 

conduct, to wit: “1180842565051.jpg,” the production of 

which involved the use of minors engaging in sexually 

explicit conduct. The production of the visual depiction 

involved a prepubescent minor and minor under 12 years of 

age engaging in sexually explicit conduct and the visual 

depiction was of such conduct. All of which is in violation of 

18 U.S.C. § 2252(a)(2), (b)(1). 

 

Emphasis supplied.   

As the court can see, in the Second Superseding Indictment the government 

specifies a single and sole image as allegedly distributed, and indeed, that is the only 

file the FBI claims that it ever downloaded and received, based on all the discovery 

provided by the government to date. 

B. The Investigation 

  

 1. The October surreptitious searches. 

 

According to SA Allison’s affidavit in support of the search warrant application, 

3:17-mj-00198 DMS, dated April 28, 2017, on or about October 20, 2016 he conducted 

a surreptitious search of an IP address, later identified as being associated with Mr. 

Schwier.  The agent attempted to download data from the identified IP address, using an 

FBI modified program of the bitTorrent protocol. This FBI modified program is only 

available to law enforcement and is known as “Torrential Downpour.”   This FBI 

program has never been scientifically validated or verified to be reliable by any 
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independent third party and shown to work in the manner claimed by the FBI.  The FBI 

program attempted to download data, identified by a specific hash value, believed to 

contain child pornography. According to the agent, the hash value represents 3439 

pieces of data representing a total of 66 files.  Allegedly the target IP address 

“acknowledged” that it had 1387 pieces of data none of which were downloaded or 

received by the FBI.  In addition, the modified FBI program allegedly reported that the 

IP address “possessed” 45 of the files.  According to the SA Allison 6 of these files 

contain child porn based on a review of archived FBI files. None of those files were 

downloaded or received by the FBI. 

Later that same day, the FBI program made a second attempt to download data 

from the same target IP address.  The attempt to download data again used an 

indentified hash value believed to contain child porn.  This hash value, according to the 

agent, contains 6595 pieces of data and represents 249 files.  Of these, the FBI program 

allegedly identified the IP address as having 6474 pieces of the data and 204 complete 

files.  Based on a review conducted by SA Allison of FBI archived files, allegedly 74 of 

these files contain child porn.  However, as before during the first attempt, none of the 

6474 pieces of data were downloaded or received by the FBI, and none of the files were 

downloaded or received by the FBI.  See, paragraphs 22-23 of Affidavit of SA Allison 

filed in support of Search Warrant Application 3:17-mj-00198 DMS. 

 2.  The November surreptitious searches. The FBI again 

experienced problems downloading files just as it had during the 

October 2016 surreptitious searches. 

 

According to SA Allison’s affidavit in support of the search warrant application, 

3:17-mj-00198 DMS, dated April 28, 2017, on or about November 20, 2016 between 

7:23 p.m. and 7:27 a.m. the next day, he conducted a surreptitious search of an IP 

address, later identified as being associated with Mr. Schwier.  The agent attempted to 
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download data from the identified IP address, using an FBI modified program of the 

bitTorrent protocol. The FBI program attempted to download data, identified by 

specific hash values, believed to contain child pornography. According to the agent, the 

hash values represent 1545 pieces of data representing a total of 306 files.  Allegedly 

the target IP address “acknowledged” that it had all 1545 pieces of data none of which 

were downloaded or received by the FBI.  In addition, the modified FBI program 

allegedly reported that the IP address “possessed” all 306 of the files.  According to  SA 

Allison 28 of these files contain child porn based on his review of archived FBI files. 

None of those files were downloaded or received by the FBI. 

On that same day, the FBI program made a second attempt to download data 

from the same target IP address between 7:43 p.m. and 8:26 p.m..  The attempt to 

download data again used an indentified hash value believed to contain child porn.  This 

hash value, according to the agent, contains 543 pieces of data and represented one (1) 

file.  The FBI program allegedly identified the IP address as having all 543 pieces of the 

data and the one (1) complete file.  Based on SA Allison’s review of FBI archived files, 

allegedly the one file contained child porn.  However, as before, during the first attempt, 

none of the 543 pieces of data were downloaded or received by the FBI, and none of the 

single file was downloaded or received by the FBI.  See, paragraphs 24-25 of Affidavit 

of SA Allison filed in support of Search Warrant Application 3:17-mj-00198 DMS. 

On November 22, 2016 a third search of the identified IP address was initiated.  

This third attempt to download data began on November 22 at 8:48 p.m. and ended on 

November 24, 2016 at 9:02 p.m.  The attempt to download data again used an identified 

hash value believed to contain child porn. This hash value, according to the agent, 

contains 4861 pieces of data and represents 5616 files. Of these, the FBI program 

allegedly identified the IP address as having 4619 pieces of the data and 5309 complete 
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files.  This time two files were completely downloaded and received by the FBI.  No 

other pieces of data and no other files alleged to be “possessed” were downloaded or 

received by the FBI.  Based on SA Allison’s review of the two files received, only one 

file was determined by the agent to contain child porn.  The file designation for that file 

is 1180842565051.jpg.  See, paragraphs 26 of Affidavit of SA Allison filed in support 

of Search Warrant Application 3:17-mj-00198 DMS.  It is this one file that forms the 

basis of count 2 in the Third Superseding Indictment.  

C.  The Forensic Search Of Mr. Schwier’s Hard Drives. 

 1.  The subsequent FBI search found nothing related to any 

putative data or files from October 20, 2016 on any of Mr. Schwier’s 

computers or hard drives. 

 

The search warrant application was granted by the court on April 28, 2017 and a 

search of Mr. Schwier’s residence commenced on May 1, 2017.  A number of electronic 

media were seized, including several computers containing internal hard drives, and 

some external hard drives as well.  Subsequent to these items being seized they were 

forensically analyzed by Agent Allison.  Agent Allison reported the results of this 

forensic evaluation in two “FBI 302s” dated respectively July 7 and July 12, 2017.  

None of the data or files, and no fragments of any of these files, allegedly identified as 

being “acknowledged” or “possessed” on October 20, 2016 were found on any media 

seized from Mr. Schwier.  Moreover, AUSA Walker indicated during a hearing before 

this court on March 25, 2019, that for purposes of count 1 in the Second Superseding 

Indictment (which alleges the same conduct as in Third Superseding Indictment) that 

the government could not specify or identify the particular “matter’ or hard drive seized 

from Mr. Schwier on which any contraband alleged to be possessed on or about October 

20 was alleged to be found for purposes of count 1 of the indictment. 
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 2.  The subsequent FBI search of hard drives and computers 

seized from Mr. Schwier’s residence found nothing related to any 

putative data or files from November 20, 2016 through November 24, 

2016 on any of Mr. Schwier’s computers or hard drives, including the 

one file allegedly “distributed.” 

 

None of the data or files, and no fragments of any of these files, allegedly 

identified as being “acknowledged” or “possessed” on or about November 20 to 

November 24, 2016 were found on any media seized from Mr. Schwier.  There was no 

trace of the file allegedly downloaded and comprising the file designation 

1180842565051.jpg that is the basis for count 2. Defense requests to have access to and 

to inspect and examine the original file on the original media upon which it was saved 

by the government when it was downloaded and that comprises 1180842565051.jpg 

have been denied by the government.  The defense requires access to the original file to 

attempt to determine its actual origins and to authenticate it.  

D.  The BitTorrent Network and Torrential Downpour. 

The indictment in this cases alleges that Mr. Schwier downloaded and shared 

child pornography files using the BitTorrent file-sharing network. BitTorrent is an 

online peer-to-peer network that allows users to download files containing large 

amounts of data, such as movies, videos, and music. Instead of relying on a single 

server to provide an entire file directly to another computer, which can cause slow 

download speeds, BitTorrent users can download portions of the file from numerous 

other BitTorrent users simultaneously, resulting in faster download speeds. 

To download and share files over the BitTorrent network, a user must install a 

BitTorrent software “client” on his computer and download a “torrent” from a torrent-

search website. A torrent is a text-file containing instructions on how to find, download, 

and assemble the pieces of the image or video files the user wishes to view. The client 

software reads the instructions in the torrent, finds the pieces of the target file from 
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other BitTorrent users who have the same torrent, and downloads and assembles the 

pieces, producing a complete file. The client software also makes the file accessible to 

the other BitTorrent users in a shared folder on the user’s computer. 

Torrential Downpour is law enforcement’s modified version of the BitTorrent 

protocol. Torrential Downpour acts as a BitTorrent user and searches the internet for 

internet protocol (“IP”) addresses offering torrents containing known child pornography 

files. When such an IP address is found, the program connects to that address and 

attempts to download the child pornography. The program generates detailed logs of the 

activity and communications between the program and the IP address. Unlike traditional 

BitTorrent programs, the government claims that Torrential Downpour downloads files 

only from a single IP address – rather than downloading pieces of files from multiple 

addresses – and does not share those files with other BitTorrent users. 

E. The Investigations into Defendant’s BitTorrent Activity. 

As previously noted in October 2016, Agent Allison used Torrential Downpour 

to identify an IP address which allegedly was making known child pornography files 

available on the BitTorrent network. Agent Allison allegedly used Torrential Downpour 

to connect with this IP address to attempt to download child pornography files on 

several occasions between October 20, 2016 and November 24, 2016.  Presumably had 

he successfully downloaded any files he would have reviewed the Torrential Downpour 

activity logs to confirm that the program downloaded complete files solely from this IP 

address, and would have reviewed the files to confirm that they were child 

pornography. 

Through further investigation, Agent Allison learned the subscriber information 

for the IP address. He obtained a search warrant for the subscriber’s residence, and FBI 

agents searched the residence on May 1, 2017. They found several items of computer 
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equipment including several hard drives; all of the equipment was then seized. Mr. 

Schwier has never made any admission that he had used any computer to knowingly 

find, download, view or distribute any child pornography. As noted before forensic 

examinations of the seized media failed to find any of the files allegedly possessed on 

October 20, or on November 20, or on November 22-24.  The forensic examination 

performed by the FBI did reveal child pornography images on four of the hard drives 

seized; many of the images though were duplicative of each other.  Almost all of the 

images were thumbnails in a thumbnail cache which could not viewed, manipulated, or 

distributed by anyone unless using a forensic toolkit available to law enforcement.  

Notably the file that Torrential Downpour allegedly had downloaded from the IP 

address was not found on any hard drive or any other seized device. 

The government has charged Mr. Schwier with one count of distributing child 

pornography and three counts of possessing such material. The distribution count is 

based on the file that Torrential Downpour allegedly downloaded on or about 

November 22, 2016. The possession counts are based on the child pornography found 

on the hard drives after the search. 

ARGUMENT 

Mr. Schwier contends that the Torrential Downpour software is flawed and 

should be tested and verified by a third party. He also contends that he needs access to 

the program in order to prepare effective cross examination of Agent Allison and the 

potential presentation by his own computer expert. Mr. Schwier seeks disclosure of an 

installable copy of the software pursuant to Federal Rule of Criminal Procedure 16, 

Brady v. Maryland, 373 U.S. 83 (1963), and Giglio v. United States, 405 U.S. 150 

(1972). He also seeks disclosure of Torrential Downpour’s user and training manuals. 

He does not seek the program’s source code. 
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Under Rule 16(a)(1)(E), the government must disclose any “books, papers, 

documents, data, . . . or portions of any of these items, if the item is within the 

government’s possession, custody, or control and: (i) the item is material to preparing 

the defense[.]” To obtain disclosure under subsection (i), “[a] defendant must make a 

‘threshold showing of materiality[.]’” United States v. Budziak, 697 F.3d 1105, 1111 

(9th Cir. 2012) (citing United States v. Santiago, 46 F.3d 885, 894 (9th Cir. 1995)). 

“Neither a general description of the information sought nor conclusory allegations of 

materiality suffice; a defendant must present facts which would tend to show that the 

[g]overnment is in possession of information helpful to the defense.” United States v. 

Mandel, 914 F.2d 1215, 1219 (9th Cir. 1990) (emphasis added); see also Budziak, 697 

F.3d at 1111-12. 

A. Brady v. Maryland 

Brady v. Maryland, 373 U.S. 83 (1963), requires the government to disclose to a 

defendant any and all evidence favorable to him if the evidence is material to guilt or to 

punishment. The good or bad faith of the prosecution in withholding the evidence is 

irrelevant: it must be disclosed, even if doubtful, and failure to recognize the evidence 

does not save the prosecutor from a violation. Id. At 87; Strickler v. Greene, 527 U.S. 

263 (1999); Youngblood v. West Virginia, 547 U.S 867 (2007). Under Brady and its 

progeny the “prosecution,” which includes the prosecuting attorney as well as the 

investigating agencies, must disclose favorable information that is, or is known to be, in 

its possession. Strickler at 263; Kyles v. Whitley, 514 U.S. 419 (1995); Jackson v. 

Brown, 513 F.3d 1057 (9
th

 Cir. 2008). 

The duty of disclosure extends to evidence relating to the credibility of 

witnesses. Strickler at 263, Giglio v. United States, 405 U.S. 150, 154 (1972). The 

existence or nonexistence of a defense request for the evidence is immaterial to the 
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prosecution’s duty to produce it. Strickler at 263; United States v. Agurs, 427 U.S. 97, 

107 (1976). Even evidence the prosecutor regards as inherently improbable must be 

disclosed. In re Chol Soo Lee, 103 Cal.App.3d 615, 618-619 (1980). “Impeachment 

evidence … as well as exculpatory evidence, falls within the Brady rule.” United States 

v. Bagley, 473 U.S. 667, 676 (1985). “When the ‘reliability of a given witness may well 

be determinative of guilt or innocence’ nondisclosure of evidence affecting credibility 

falls within this general rule.” Giglio v. United States, 405 U.S. 150, 15355 (1972). 

Thus, the prosecution violates due process by “fail[ing] to disclose evidence that the 

defense might” use “to impeach the Government’s witnesses by showing bias or 

interest.” Bagley, 473 U.S. at 676. The information need not be admissible so long as it 

“is likely to lead to favorable evidence that would be admissible.” United States v. 

Sudikoff, 36 F.Supp.2d 1196, 1200 (C.D. Cal 1999).  

“The prosecution’s duty to reveal favorable, material information extends to 

information that is not in the possession of the individual prosecutor trying the case.” 

Amado v. Gonzalez, 758 F.3d 1119, 1134 (9
th

 Cir. 2014). In particular, it extends to 

police officer witnesses. See e.g., United States v. Price, 566 F.3d 900, 903 (9
th

 Cir. 

2009) (reversing and remanding where federal prosecutors failed to learn of exculpatory 

evidence in the state police’s control). The prosecution’s duty also extends to situations 

where there is a dispute between the parties about the significance of the information. 

The prosecution should not “confuse[] the weight” to be given Brady evidence “with its 

favorable tendency.” Kyles, 514 U.S. at 451. In order to qualify, the evidence need only 

have “some weight” that is “favorable” to the defense. Id. “[T]he Suprement Court has 

pronounced that if a prosecutor has doubt about certain evidence’ exculpatory value, the 

prosecutor should err on the side of disclosure.” Schledwitz v. United States, 169 F.3d 

1003, 1014 n.4 (6
th

 Cir. 1999)(citing Kyles); United States v. Agurs, 427 U.S. 97, 108 
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(1976); see also United States v. Van Brandy, 726 F.2d 548, 552 (9
th

 Cir. 1984) (“[t]he 

government, where doubt exists as to the usefulness of evidence, should resolve such 

doubts in favor of full disclosure”).  

B.  United State’s Attorney Manual 

In addition, the United States Attorney’s Manual rigorously encourages 

prosecutors “to seek all exculpatory and impeachment information from all members 

of the prosecution team. Members of the prosecution team include federal, state, and 

local law enforcement officers and other government officials participating in the 

investigation and prosecution of the criminal case against the defendant.  U.S. Dept. of 

Justice, Justice Manual, § 9-5.001, “Policy Regarding Disclosure of Exculpatory and 

Impeachment Information.” This policy guides federal prosecutors to probe carefully 

and to “disclose information that is inconsistent with any element of any crime 

charged against the defendant or that establishes a recognized affirmative defense, 

regardless of whether the prosecutor believes such information will make the 

difference between conviction and acquittal of the defendant for a charged crime.” 

Id. at 9.5001.C. The manual provides for broad interpretation of “impeachment 

information”: “A prosecutor must disclose information that either casts a substantial 

doubt upon the accuracy of any evidence—including but not limited to witness 

testimony—the prosecutor intends to rely on to prove an element of any crime 

charged, or might have a significant bearing on the admissibility of prosecution 

evidence. This information must be disclosed regardless of whether it is likely to make 

a difference between conviction and acquittal of the defendant for a charged crime” Id. 

C. Discoverability of Investigative Software. 

The Ninth Circuit has addressed the discoverability of government software 

programs used to investigate child pornography offenses.  
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Mr. Schwier relies primarily on United States v. Budziak, 697 F.3d 1105 (9th 

Cir. 2012), and cases that have adopted its reasoning. Budziak involved the FBI’s use 

of an enhanced version of the LimeWire file-sharing program called “EP2P.” Id. at 

1107. Using that program, the FBI downloaded several child pornography files from 

an IP address registered to Budziak. Id. A forensic examination of his computer 

revealed multiple child pornography files, including several images the EP2P program 

had downloaded. Id. Budziak was charged with multiple counts of distributing and 

possessing child pornography. Id. The district court denied Budziak’s motions to 

compel disclosure of the government’s EP2P program, and he was convicted on each 

count. Id. at 1107-08. 

On appeal, the Ninth Circuit held that the district court abused its discretion in 

denying Budziak’s motions to compel. It noted that he did more than assert a 

generalized need to review the EP2P program before trial; he identified particular 

defenses to the distribution charges that discovery on the EP2P program could help 

him develop. Id. at 1112. Specifically, he “presented evidence suggesting that the FBI 

may have only downloaded fragments of child pornography files from his 

‘incomplete’ folder, making it ‘more likely’ that he did not knowingly distribute any 

complete child pornography files to [the FBI].” Id. at 1112. He also presented 

“evidence suggesting that the FBI agents could have used the EP2P software to 

override his sharing settings.” Id. Given this evidence, the Ninth Circuit concluded 

that “access to the EP2P software was crucial to Budziak’s ability to assess the 

program and the testimony of the FBI agents who used it to build the case against 

him.” Id. 

Other cases have followed Budziak. For example, the district court in United 

States v. Crowe, No. 11 CR 1690 MV, 2013 WL 12335320, at *7 (D.N.M. Apr. 3, 
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2013), required the government to allow the defense expert to examine and use a copy 

of the government’s confidential Shareaza software at a secure government facility. 

The court did so because the defendant in Crowe, like the defendant in Budziak, 

presented specific evidence to suggest that access to the software was material to 

preparing the defense. See id. Specifically, the defense expert testified that “some of 

the files alleged to have been found by law enforcement in the shared space of 

Defendant’s computer, were not found there during her analysis.” Id.  See also, U.S. v. 

Gonzales, 2:17-cr-01311-DGC (D.AZ)(Order of court at Doc. 51, filed Feb.19, 2019, 

ordering disclosure of Torrential Downpour software); U.S. v. Hartman, 8:15-cr-

00063-JLS (Cen.D. Cal)(Order of court at Doc. 87, filed Nov.24, 2015, ordering 

disclosure of government proprietary software Peer Spectre and ShareazaLE). 

In United States v. Pirosko, 787 F.3d 358 (6th Cir. 2015), the court of appeals 

affirmed a district court decision denying discovery of the “law enforcement tools” 

used to locate and download child pornography from the defendant’s computer. The 

Sixth Circuit distinguished Budziak, noting that Budziak had presented the evidence 

just described supra. 787 F.3d at 365-67. The defendant in Pirosko, by contrast, “failed 

to produce any such evidence, simply alleging that he might have found such evidence 

had he been given access to the government’s programs.” Id. at 365. As a result, 

discovery was not warranted. Id.
1
 

                                        

1
 See also United States v. Jean, 891 F.3d 712, 715 (8th Cir. 2018) (affirming denial of motion 

to compel government software because the defendant was convicted of receiving and 

possessing child pornography and “the likelihood of any help to [his] defense was 

‘vanishingly small’”); United States v. Chiaradio, 684 F.3d 265, 277 (1st Cir. 2012) 

(expressing no view on whether the EP2P source code was discoverable under Rule 16 where 

the defendant “neither contradicted nor cast the slightest doubt upon” the government’s 

evidence that the FBI had downloaded child pornography from his computer); United States v. 

Blouin, 2017 WL 2573993, at *3 (W.D. Wash. June 14, 2017) (denying motion to compel 
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Budziak is, of course, binding precedent for this Court. The distinction between 

it and the Pirosko line of cases, just noted, is consistent with traditional Rule 16 

principles. As already noted, “[n]either a general description of the information sought 

nor conclusory allegations of materiality suffice [under Rule 16(a)(1)(E)(i)]; a 

defendant must present facts which would tend to show that the [g]overnment is in 

possession of information helpful to the defense.” Mandel, 914 F.2d at 1219 (emphasis 

added). In Budziak and Crowe, the defendants presented evidence to support their 

contention that discovery of the government software was material to preparing their 

defense to distribution of child pornography.  In the other line of cases, they did not.  

D.  Mr. Schwier Has Shown Materiality. 

Counts one and three allege violations of 18 U.S.C. § 2252A(a)(5)(B) and 

count two alleges a violation of 18 U.S.C. § 2252A(a)(2)(A). The latter section 

provides criminal punishment for any person who “knowingly receives or distributes, 

any child pornography ….. using any means or facility of interstate or foreign 

commerce . . . including by computer, . . .”  Evidence is sufficient to support a 

conviction for distribution under § 2252A(a)(2) “when it shows that the defendant 

maintained child pornography in a shared folder, knew that doing so would allow 

others to download it, and another person actually downloaded it.” Budziak, 697 F.3d 

at 1109. 

                                                                                                                    
where the defendant did not dispute that the government’s software downloads files from a 

single source); United States v. Maurek, No. CR-15-129-D, 2015 WL 12915605 at *3 (W.D. 

Okla. Aug. 31, 2015) (denying motion to compel where the defendant failed to present 

specific facts which would tend to show how disclosure of Torrential Downpour would be 

material to his defense);  
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Mr. Schwier disputes and certainly casts doubt on whether the government 

downloaded any child pornography from any device possessed by him, and he 

disputes that Torrential Downpour consistently works as intended and is free from 

“bugs” so that it always and reliably downloads from a single source.  Mr. Schwier 

maintains that Torrential Downpour is material to his defense because the distribution 

charge, Count 2, is based on a child pornography file that Torrential Downpour 

purportedly downloaded from his computer hard drive but that was not found on any 

hard drive or other device associated with Mr. Schwier when it was seized by the FBI.  

Torrential Downpour is also material to his defense because Count 1 specifically 

alleges he knowingly possessed child pornography on October 20 based on the 

surreptitious search conducted using Torrential Downpour. The government claims 

that the Torrential Downpour software allegedly identified and confirmed that child 

porn files were on a device using a specific IP address later found to be associated 

with Mr. Schwier. Yet none of those files or even fragments of those files were ever 

found on any device seized from Mr. Schwier’s residence.  

Mr. Schwier has presented an affidavit from his expert, Jeffrey M. Fischbach, 

confirming that the files are not on any device.  Fischbach explains in his Declaration 

that it is critical to Mr. Schwier’s defense to understand how Torrential Downpour 

functions in order to determine the program’s reliability and accuracy in identifying 

the file that Mr. Schwier is charged with knowingly distributing or possessing. Id. at ¶ 

29. He further states that based on his many years of research and testing of peer-to-

peer file sharing software, including BitTorrent, he has discovered that all of these 

programs “contain bugs, they do not always function as intended and the data reported 

by these applications is not always accurate or reliable.” Id. ¶ 22. Fischbach has 

opined that all software programs have flaws, and Torrential Downpour is no 

exception. He bases this opinion on his work in other cases involving Torrential 
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Downpour and the fact that the files the program allegedly downloaded in this case 

were not found on Schwier’s devices. Id. at ¶ 21. Fischbach also provided a plausible 

explanation for how Torrential Downpour may have erroneously identified Schwier’s 

computer as offering child pornography files over the BitTorrent network. Fischbach 

explained that, because a torrent is simply a text-file containing the hash values – or 

“fingerprints” – of the target image and video files, a BitTorrent user who downloads a 

torrent has fingerprints of the target files, even if he has not yet downloaded them. Id. 

at ¶ 15. Fischbach stated that the actual downloading of the target files occurs only 

when the client software instructs the torrent to search for those files on the BitTorrent 

network and download them to a designated folder on the user’s computer. Id. at ¶ 14. 

He further stated that a forensic examination of the device used to download the 

torrent can determine whether the torrent has been used to download the file, and his 

examination of Schwier’s devices revealed no evidence suggesting that he 

downloaded any files listed that might pertain to counts one through three.  Id at ¶ 18. 

Fischbach opined that Torrential Downpour may have obtained the files from other 

BitTorrent users, particularly in light of the fact that this is how peer-to-peer file 

sharing programs are designed to work. Id. at ¶ 17. 

This evidence brings this case squarely within the holding of Budziak. Mr. 

Schwier has done more than simply request access to the software and argue that it is 

material to his defense. He has presented evidence that calls into question the 

government’s version of events. Given his evidence, this Court must find that “the 

functions of the [program] constitute[] a ‘very important issue’ for [Schwier’s] 

defense.” Budziak, 697 F.3d at 1112 (quoting United States v. Cedano-Arellano, 332 

F.3d 568, 571 (9th Cir. 2003)); see Crowe, 2013 WL 12335320, at *7. 

Where a defendant has demonstrated materiality, the Court “should not merely 

defer to government assertions that discovery would be fruitless.” Budziak, 697 F.3d at 
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1112-13. Mr. Schwier “should not have to rely solely on the government’s word that 

further discovery is unnecessary.” Id. at 1113. Because Mr. Schwier has shown that 

the Torrential Downpour is material to his defense, he should be given access to the 

program to investigate its reliability and help him prepare for cross-examination of 

Agent Allison.
2
 

Mr. Schwier also contends that Torrential Downpour is material because the 

program “searches beyond the public domain, essentially hacking computers as it 

searches for suspect hash values, and over-rides the computer’s settings that otherwise 

would make files unavailable to be shared.  

Mr. Schwier is charged with distributing child pornography based on the 

government’s claim that the FBI, after apparently at some point identifying his 

computer as a download candidate for child pornography, infiltrated his computer on 

October 20, 2016 and attempted to download files.  According to the Torrential 

Downpour software there were allegedly numerous suspect files on the computer. Yet, 

none of these attempts were successful. The FBI infiltrated his computer again in late 

November, again according to the software there were numberous suspect files on the 

computer.  Again the FBI attempted to download files, and again all these attempts 

were unsuccessful, except for two suspect files that were successfully downloaded, 

and only one that was “verified” to be a prohibited image.  Later when the computer 

hard drive was forensically searched, none of the identified suspected files that 

                                        

2 Even if the government were to present a log file purportedly showing that Agent Allison 

used Torrential Downpour to download from Schwier’s device the child pornography file listed in count 

2 of the Second Superseding Indictment, and that presumably forms the basis for count 2 in the Third 

Superseding Indictment, this log file cannot independently confirm that Agent Allison downloaded a 

complete child pornography file solely from Schwier’s device. Since the log files were created by 

Torrential Downpour, if the program is flawed in the ways Schwier suggests, these log files would be 

flawed as well.
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Torrential Downpour identified as being on the computer were found on the hard 

drive. Moreover, the one image that was “successfully” downloaded and “verified” to 

be a prohibited image also was not found on any hard drive possessed by Mr. Schwier.  

The FBI could not find any of the files described by Torrential Downpour as 

being present and as described in the search warrant affidavit on any of the devices 

seized from Mr. Schwier. Apart from the allegation of “distribution” in the warrant 

affidavit, there is no evidence that Mr. Schwier ever physically distributed child 

pornography to another person. Mr. Schwier may defend the distribution allegation on 

the basis that he did not knowingly allow others to access files on his computer, and that 

Torrential Downpour overrode his computer’s settings which were set so as to not share 

files on the BitTorrent software client. This defense requires access to the Torrential 

Downpour program.  In identical circumstances, the Ninth Circuit ruled that defendant 

is entitled to discovery of special law enforcement software used to investigate him. 

United States v. Budziak, 697 F.3d 1105 (9
th

 Cir. 2012). The court found disclosure of 

the government software was material to the defense to show that law enforcement may 

have downloaded only fragments of files from his “incomplete folder; to show that 

“agents could have used the EP2P software to override his sharing settings”; and 

because “access to the EP2P software was crucial to Budziak’s ability to assess the 

program and the testimony of the FBI agents who used it to build the case against him.” 

Id at 1112. The Court held that “the functions of the EP2P software constituted a ‘very 

important issue’ for Budziak’s defense. Given that the distribution charge against 

Budziak was premised on the FBI’s use of the EP2P program to download files from 

him, it is logical to conclude that the functions of the program were relevant to his 

defense.” Id. 
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Here, the sole evidence of distribution arises from Agent Allison’s use of the 

Torrential Downpour program. This program has been described in testimony by one of 

its creators as follows:  

 

Torrential Downpour is a law enforcement surveillance software that is 

used exclusively by law enforcement. It is used to track, investigate, and 

eventually arrest those sharing child pornography through various P2P 

sharing networks…. Torrential Downpour is “somewhat unique” in that 

(1) it is designed to target and download files from a single IP address, as 

opposed to multiple sources, and restrict downloads to come from only 

that particular address (this is called a “single source download”): (2) 

Torrential Downpour creates a detailed log of events for evidentiary 

purposes; and (3) Torrential Downpour does not share files. 

 

United States v. Maurek, 131 F. Supp. 3d 1258, 1261 (W.D. Ok. 2015). The indictment 

puts the use of this software squarely at issue by claiming that Mr. Schwier distributed 

child pornography when law enforcement downloaded child pornography from his 

computer or that he possessed child pornography when the software claimed it was he 

had it when in fact he did not. The government claims that Mr. Schwier’s computer was 

the sole candidate for each download but acknowledges that BitTorrent software 

typically assembles a file from multiple sources. 

In addition Mr. Schwier seeks disclosure of the “pooled information” that 

enabled the government to focus on the IP address later determined to be associated 

with Mr. Schwier. 

Mr. Schwier also seeks copies of any license, training materials, user manuals, 

and instructions associated with the program, needed to effectively cross-examine the 

investigative officer and/or the government’s expert as to their ability to use the 

program correctly and to testify about it. These materials may also aid in showing that 

the program was used in a manner that violated Mr. Schwier’s rights. 
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The timing of the police investigation spanning October 2016 to April 2017 also 

strongly suggests there may have been times that police tried to download files and 

were unable to do so because sharing was precluded, either by features in the law 

enforcement software or for other reasons. Such evidence would tend to show that Mr. 

Schwier did not allow others to download from his computer. Such evidence is 

discoverable under Brady and should be disclosed. 

Mr. Schwier also requests chain-of-custody documentation for any files the FBI 

claim to have downloaded, including but not limited all meta-data for any alleged 

downloaded file. Such documentation is a routine part of the impoundment process for 

digital evidence and should be provided.  

CONCLUSION 

Given the problems the FBI had successfully downloading and receiving any 

files, it is material to the defense of these charges to determine the actual origins of the 

file with the file designation 1180842565051.jpg.  This file was not found on any 

digital media seized from Mr. Schwier’s residence.  At this time no known creation or 

access dates are known to exist for this file, and serious questions exist as to whether 

this file was ever on any media or device associated with Mr. Schwier.  Given the 

manner in which BitTorrent normally works it is entirely possible this file did not come 

any device possessed by Mr. Schwier but rather was downloaded from another source.  

It is imperative that Mr. Schwier have access to the Torrential Downpour software to 

investigate this and to have access to the actual file as well for inspection and 

examination. Mr. Schwier has a constitutionally protected right to investigate the 

Government’s claim that this file was downloaded from his computer. Production of the 

software and the file is essential to the defendant, and to properly preparing a defense 

and for proper cross-examination of the government’s witnesses. Without such access 
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Mr. Schwier is denied the right to confront the evidence of which he is accused of 

possessing and distributing. 

Respectfully, Mr. Schwier requests an order from the court compelling 

discovery and the production of the Torrential Downpour software.   

DATED at Anchorage, Alaska, this 12th day of September 2019. 

   

    THE LAW OFFICES OF ROBERT HERZ, PC 

    s/ Robert M. Herz 

    431 W. 7
th

 Avenue, Suite 107 

    Anchorage, Alaska 99501 

    Phone 907-277-7171 / Fax 907-277-0281 

    rmherz@gci.net 

    AK Bar No. 8706023 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CERTIFICATE OF SERVICE 

I hereby certify that on September 12, 2019, a copy of the foregoing C- Motion to Compel 

Discovery and Production of Evidence was served electronically on Assistant United States 

Attorney’s Office     s/ Robert Herz 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

UNITED STATES OF AMERICA, 

Plaintiff, 

v. 

MATTHEW SCHWIER,  

Defendant. 

 

 

 

Case No. 3:17-cr-95-SLG-DMS 

 

ORDER GRANTING MOTION TO DISMISS COUNTS 1 AND 2 AND 
REGULATE PRODUCED DISCOVERY 

The Court, having considered the government’s Motion to Dismiss Counts 1 

and 2 and Regulate Produced Discovery, the defendant’s response at Docket 312, 

and pursuant to Federal Rules of Criminal Procedure 48 and 16(d), ORDERS that: 

1. Count 1 and Count 2 of the Fourth Superseding Indictment at Docket 279 

are dismissed without prejudice1; 

2. By February 7, 2020, the defense shall file a certification that Mr. Herz 

and Mr. Fischbach: 

a. have deleted, and will not access in the future, the Torrential 

 
1 See United States v. Hayden, 860 F.2d 1483, 1487 (9th Cir. 1988) (“If the district court finds that 
the prosecutor is acting in good faith in making its Rule 48(a) motion [to dismiss without prejudice], 
it should grant the motion; conversely, Rule 48(a) empowers the district court to exercise its 
discretion in denying the motion when it specifically determines that the government is acting in 
bad faith.”).  The Court finds the government is acting in good faith in seeking the dismissal of the 
two TD counts.  “[W]hen the government requests a Rule 48(a) dismissal in good faith, the district 
court is duty bound to honor the request.”  Id. at 1488. 
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Case No. 3:17-cr-00095-SLG, USA v. Schwier 
Order Granting Motion to Dismiss Counts 1 and 2 and Regulate Produced Discovery 
Page 2 of 2 

Downpour manual produced in discovery, and sealed Dockets 299 

and 300; and 

b. will not access in the future the virtual machines the government 

produced to the defense at the Orange County Regional Computer 

Forensic Laboratory (OCRCFL), pursuant to the Order at Docket 231, 

and referred to by the defense at docket 297. 

DATED this 31st day of January, 2020 at Anchorage, Alaska. 

/s/ Sharon L. Gleason 
UNITED STATES DISTRICT JUDGE 
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Robert M. Herz 

Law Offices of Robert Herz, P.C. 

431 W. 7th Avenue, Suite 107 

Anchorage, Alaska 99501 

907-277-7171 Ph. / 907-277-0281 Fx. 

 

IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 

United States of America,                       ) 

 ) 

 Plaintiff, ) 

  ) 

 vs.  ) Case No. 3:17-cr-00095 SLG 

      ) 

Matthew Schwier,    )  

      )  

    Defendant. )  

 
A period of excludable delay under 18 U.S.C. 3161(h)(1)(F) may occur as a result of the filing/granting/denying 

of this motion/pleading.  As of the date of this filing 36 days remain before trial must commence pursuant to the 

Speedy Trial Act 

 

MOTION FOR PARTIAL RECONSIDERATION OF THE COURT’S ORDER AT 

DOC.254  RE: ADDITIONAL TERMS FOR PROTECTIVE ORDER  

 

 Comes now, Matthew Schwier, by and through counsel, Robert M. Herz of the Law 

Offices of Robert Herz, P.C. pursuant to L.Civ.R. 7.3(h)(1)(A), and the fifth and six amendments 

of the United States Constitution, hereby moves this court for partial reconsideration of its Order 

at Doc.254 due to a “manifest error of fact.” 

 On November 8, 2019 the court ordered the government at Doc. 243 to provide the 

defense with a copy of the government’s secret proprietary software “Torrential Downpour” used 

by the government in its surreptitious investigation of Mr. Schwier in this case, so that it could be 

subjected to independent third party testing, to test among other things the reliability and accuracy 

of the software.  The court gave the government 7 days to comply with the order.  The court also 

invited the government to propose additional terms to the protective order previously entered at 

Doc.231 if “warranted.” On the day the government was ordered to release the software, the 

government at Doc.244 filed a motion seeking to add terms to the protective order previously 

issued at Doc.231.  Following additional briefing by the parties, the court issued the Order at Doc. 
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254 which added additional terms to the protective order at Doc. 231, and from which the defense 

now seeks partial reconsideration.    

 The most significant manifest error of fact in the court’s order is paragraph 9 which limits 

the defense to the use of one port and network connection. Factually this error, as explained by 

Mr. Fischbach in his Declaration in Support of this motion filed herewith, will make it impossible 

for him to conduct any of the proposed defense tests which this court has deemed material to 

defense preparation for trial. See, Fischbach Declaration in Support of Defense Motion for Partial 

Reconsideration of Court’s Order at Doc. 254 [hereinafter “Fischbach Declaration].  See, e.g. 

paragraph 2 and 5e. 

  As Mr. Fischbach notes: this restriction prevents him from installing industry accepted 

software and hardware as well as prevents him from removing his test results from the 

government provided computer for further examination and analysis on his own equipment, 

and/or in his own forensic work environment. He would be unable to connect a screen, 

keyboard, or mouse, let alone the hardware and software that he needs for his tests.  The 

hardware and software required and vetted by industry standard forensic practice would 

insure more than any prophylactic proposed by the government that no data accidentally alter 

results or escape the system. Specifically, he writes: 

I simply must have the ability to connect my own equipment, 

install my own industry-tested and accepted software and 

hardware, and to have the ability to remove my results for further 

examination and analysis. Otherwise, I cannot complete the testing 

that has been found material in this matter. In short, I need access 

to multiple computer ports and network connections to run my 

tests. 

  

See, Fischbach Declaration at paragraph 5(e) emphasis supplied. This factual error 

in the court’s order must be corrected in order for defense testing to be 

accomplished. 

 The manifest error of fact in Paragraphs 6 and 7 of the court’s order is that these 

additional terms compromise attorney-client privilege and attorney work product by intruding 
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upon the confidential and independent defense testing process. These restrictions do not 

actually provide security to prevent the loss of TD software “into the wild,” but they do 

prevent the defense from conducting its tests properly and from implementing time-tested 

forensic-standard procedures (software and hardware) for securing sensitive data.  See, 

Fischbach Declaration at 5(a)-(c).  Moreover, requiring the government to be the sole 

possessor of the password protecting the TD test equipment, both inserts the government into 

the defense chain of custody and also makes it impossible for Mr. Fischbach to be held 

accountable for securing either the TD software or his own results as the government now has 

access to defense work product.  Indeed, the only person who should have sole access to 

defense work product is Mr. Fischbach, and as such he should have sole and exclusive 

possession of any passwords. Mr. Fischbach sets out the problems presented by these 

restrictions in detail in his declaration but a few highlights appear below. 

 While having the government start the computer each time and enter a password 

seems innocuous, it is not. First it is not consistent with RCFL standard operating procedures 

(SOP), contrary to the government’s assertion.  RCFL’s have a “hands off” policy regarding 

defense testing and equipment.  Fischbach Declaration at paragraph 5(a) and 5(b) sub (c).  If 

the government is in control and custody of the equipment containing defense work product, 

the government would be able to see the examination progress each time they log Mr. 

Fischbach back into the system. As Mr. Fischbach writes: “A technically knowledgeable 

Agent can learn a lot simply from the hardware configuration and setup and the software I am 

using to perform the tests I need to conduct.”  Id. at 5(a). Moreover, time-tested industry-

practiced methodology requires the initiation of certain hardware and applications on each 

work-station prior to testing and examination, which would necessarily make the observing 

agent privy to attorney client privilege. If this individual is technically-trained, then he/she 

can serve can as a conduit of privileged defense information to Mr. Walker. Id. at 5(b) sub (b). 

Mr. Walker has shown a proclivity for relying on information provided by observing Agents, 
Case 3:17-cr-00095-SLG   Document 256   Filed 11/25/19   Page 3 of 5



e.g. Mr. Monroe’s recent email describing defense testing personnel in this case on September 

25, or procuring a FBI-302 from the Agent observing the defense testing in the Gonzales case.  

The restrictions in paragraphs 6 and 7 of the court’s order do not actually make it less likely 

that the TD software is inadvertently disseminated but they do seriously compromise the 

security of privileged defense information and data. 

 Lastly, in paragraph 8 of the court’s order at Doc.254 the court limits the 

defense Internet connection to a single wired Ethernet connection. The factual 

error here is the assumption that TD software is less secure using a standard WiFi 

connection, and somehow more secure without the ability of Mr. Fischbach to 

install industry vetted forensic hardware and software. Were this true then Det. 

Erdely would have used a wired Ethernet connection himself when conducting his 

“validation;” but he did not.  He used a standard WiFi connection.  There is no 

valid basis to restricting the defense to a wired Ethernet connection which is 

substantially more expensive and is not available in many places. 

Conclusion 

 The court has found the TD software is material to the defense and that the defense is 

entitled to conduct independent defense testing.  This testing cannot be completed and is 

impossible without access to multiple ports and network cards.  Allowing government Agents to 

access the computer at start up, perform log in and enter passwords not only affects testing 

reliability and validity but compromises sensitive and privileged defense data. Lastly, requiring a 

wired Ethernet connection offers no appreciable security but adds expense to the defense and may 

not even be available. Attached hereto is a defense proposed Order modifying those paragraphs in 

the court’s order at Doc.254 that addresses these issues so that defense testing is actually possible 

and can be completed in a safe and secure manner for both the government and the defense.  
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 DATED at Anchorage, Alaska, this 25th day of November 2019. 

     THE LAW OFFICES OF ROBERT HERZ, PC 

 

     s/ Robert M. Herz 

     431 W. 7th Avenue, Suite 107 

     Anchorage, Alaska 99501 

     Phone 907-277-7171 

     Fax 907-277-0281 

     rmherz@gci.net 

     AK Bar No. 8706023 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CERTIFICATE OF SERVICE 
I hereby certify that on Nov 25, 2019, a copy of the foregoing  Def M for Partial Reconsideration was served electronically on Assistant United States 

Attorney’s Office     s/ Robert Herz 
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IN THE UNITED STATES DISTRICT COURT 

 
FOR THE DISTRICT OF ALASKA 

 

UNITED STATES OF AMERICA, 
 

Plaintiff, 
 

vs. 
 
MATTHEW WILLIAM SCHWIER, 
 

Defendant. 

) 
) 
) 
) 
) 
) 
) 
) 
)
) 

No. 3:17-cr-00095-SLG 
 
 
 

 
[PROPOSED] ORDER GRANTING MOTION FOR 
ADDITIONAL TERMS FOR ROTECTIVE ORDER 

 
Having duly considered the United States= Motion for Additional Terms for 

Protective Order and Notice of Compliance with Supplemental Order (the “Motion”), the 

Court grants the Motion and ORDERS that:  

1. The government will provide a computer at the Orange County 

Regional Computer Forensics Laboratory (“OCRCFL”), located at 

3800 W. Chapman Avenue, Suite 800, Orange, CA 92868. The 

computer will have one version of Torrential Downpour installed, i.e. 

version 1.23, one of the versions used in this investigation. The 

Torrential Downpour software installed will not have access to law 

enforcement’s database of hash values from known child pornography 

images. 

// 
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gt g The government
will provide a
copy of both
Torrential
Downpour
versions used in
this case, i.e. v.
1.15 and v. 1.23
to the defense
on either CD/
DVD media or
USB solid state
or mechanical
drive at the
Orange County
Regional
Computer
Forensics
Laboratory.

denies the government's motion at
Doc.244 but supplements its orders at
Doc.231 and 243 as follows:

The government shall produce at the RCFL both
versions of the TorrentialDownpour software, the
government's "validation" results, and Det. Erdley's
Report no later than November 20, 2019.



2. The only persons who will have access to the computer are Jeffrey 

Fischbach and Robert Herz (collectively “the defense”). The defense 

will have access to the computer for 21 consecutive days of testing.

3. The computer will contain one network card. The defense will not 

make any connections to this computer other than through the network 

card.

4. The defense may bring digital media, computers, and phones into the 

room with the computer. 

5. The defense will not remove the computer from the OCRCFL. The 

defense will not copy Torrential Downpour.

6. The computer will be sealed with evidence tape. Other than the 

network card, all other ports/connections to the computer will be 

sealed with evidence tape.  The defense will not tamper with or open 

the computer, nor break or remove the evidence tape.

7. The defense will not download or distribute child pornography using 

the computer. Any downloading of child pornography would 

constitute a violation of the federal criminal code.

8. All communications with the Torrential Downpour computer will be 

preserved via Wireshark. This preservation includes all 

communications with the computer containing Torrential Downpour 

during the 21 days of testing, both communications during testing and 

at all times the computer is powered up. The defense shall maintain 
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the Wireshark data pending further order of the Court.  

9. At the conclusion of testing, the FBI will “zip” all the Wireshark files, 

meaning it will use software to compress them. The FBI will “hash” 

the zipped file(s), burn the zipped file(s) to a disk(s), sign the disk(s), 

and provide the disk(s) to the defense to maintain said disk(s) until 

further order by the Court. Both the defense and the FBI will be 

provided the hash values associated with these Wireshark file(s). 

However, the government will not possess the disk(s) themselves. At 

the conclusion of this matter, the Court will order the destruction of 

all copies of the disks, under circumstances to be determined, in order 

to prevent dissemination of the data thereon.  

The government may provide the computer by November 20, 2019. The government’s 

compliance with this Order satisfies the government’s obligations under United States v. 

Budziak, 697 F.3d 1105 (9th Cir. 2012).  

Moreover, the Court reaffirms its prior protective Order (Dkt. 231), as follows: 

Defense counsel and defense expert may not disclose their notes, the information 

contained in the notes, or any other information relating to their observation of the 

Torrential Downpour validation process or subsequent forensic examination of the 

computers involved therein to any person other than each other. Any information, data, and 

notes derived from the defense’s observation of the validation process or its subsequent 

forensic examination shall be used solely for the purpose of conducting proceedings in this 

case and for no other purpose whatsoever. It shall not be disseminated to any other person 

Case 3:17-cr-00095-SLG   Document 244-1   Filed 11/15/19   Page 3 of 4



without prior order of the Court. 

Nothing herein shall prevent either the government or the defendant from 

referencing the technical specifications of the software or any other materials in connection 

with pleadings or motions filed in this case, provided the materials are filed under seal 

and/or submitted to the Court for in camera inspection. 

Violation of this protective order may be punishable by contempt of court, whatever 

other sanction the Court deems just, and/or any other sanctions which are legally available. 

DATED this ______ day of November, 2019, at Anchorage, Alaska. 
 
 
 
    __________________________________________ 

UNITED STATES DISTRICT COURT JUDGE 
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Robert M. Herz 

Law Offices of Robert Herz, P.C. 

431 W. 7th Avenue, Suite 107 

Anchorage, Alaska 99501 

907-277-7171 Ph. / 907-277-0281 Fx. 

 

IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 

United States of America,                       ) 

 ) 

 Plaintiff, ) 

  ) 

 vs.  ) Case No. 3:17-cr-00095 SLG 

      ) 

Matthew Schwier,    )  

      )  

    Defendant. )  

 
A period of excludable delay under 18 U.S.C. 3161(h)(1)(F) may occur as a result of the filing/granting/denying 

of this motion/pleading.  As of the date of this filing 36 days remain before trial must commence pursuant to the 

Speedy Trial Act 

 

RESPONSE IN OPPOSITION TO GOVERNMENT CONSOLIDATED FILING  

AT DOC. 288 

 

 Comes now, Matthew Schwier, by and through counsel, Robert M. Herz of the Law 

Offices of Robert Herz, P.C. hereby files this response in opposition to the government’s multiple 

pleadings consolidated as filed by the government at Doc. 288.  The government has filed 1) a 

status report; 2) a notice regarding proposed testing environment; 3) a response to the defense 

motion for reconsideration at Doc. 256; and 4) an responses in opposition (styled as “responses to 

objections” ) to the use of the SCIF located at the Los Angeles federal court and to defense 

computer specifications.   All these pleadings were contained in one document.1  The court invited 

the defense at Doc. 289 to file a response to the government’s filing.  Mr. Schwier will respond 

seriatim. 

 1) Government’s Status Report.  The government filed a fourth superseding indictment 

on December 18, 2019, over two years and four months since the government first indicted Mr. 

Schwier.  This iteration of the indictment, as alleged in count 4, for the first time alleges conduct 

                                                 
1
 This consolidated filing seemingly violates local court rules.  See, Local Crim Rule 1.1(b); Local Civ.Rule 

7.1(e) and 5.1(f)(2) which require separate pleadings be filed for separate issues. Case 3:17-cr-00095-SLG-DMS   Document 296   Filed 01/06/20   Page 1 of 13



of receiving images pertaining to the date of November, 2015.  No previous iteration of any 

indictment in this case alleges conduct from the year 2015.  The government offers no explanation 

for this delay.  The government gave notice to the defense on December 27, 2019 that four images 

that the government intends to rely upon were available to review at the RCFL. After receiving 

that notice, that same day the defense requested the government provide the filename, pathname, 

MAC data, and hash values for each image prior to Mr. Fischbach before making the trip to the 

RCFL.  The images themselves are of little value in the context of conducting a forensic computer 

examination.  Today, the government responded to the request but did not provide filenames, 

pathnames, MAC data and hash values as requested.  See Email Chain attached.   

 2) Government Notice of Proposed Testing Environment.  

  The government has seemingly repudiated the testing protocol as provided for in the 

Court’s orders at 231, 243 and 254 the terms of which the government previously has 

approved.  The government has twice proposed additional terms to the protective order. See, 

Doc. 244-1 and 253-5., which have largely been adopted by the court.  The only objection 

raised by the government to the court’s protocol, as indicated in its Motion for 

Reconsideration at Doc.255, was that the court did not mandate any packet capture software.  

Id. at Doc.255, page 2.   The only remaining issues to be resolved were the ones raised by Mr. 

Schwier at Doc. 256 in his Motion for Reconsideration. 

 Contrary to the government’s claim, the court did not order the government to submit 

a revised protective order protocol.
2
  The court only invited the government to respond to the 

objections raised by the defense its Motion for Reconsideration at Doc. 256.  Purportedly, the 

government needed to consult with FBI technical experts before it could offer a response to 

the technical issues raised by the defense.  Instead, the government has filed a whole new 

                                                 
2
  The government alleges that “At the hearing on November 26, 2019, the Court ordered the 

government to submit a revised protective protocol.”  Govt. Doc 288 at 2.  Mr. Schwier does not 

believe the hearing record supports this claim and certainly nothing in the court’s order at Doc.262 

does.  
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protocol proposal that is regressive nature, and makes defense testing impossible,
3
 as detailed 

by Mr. Fischbach in the attached Declaration.  This new testing protocol creates serious 

obstacles to defense testing including but not limited to the lack of internet access, dictating a 

testing environment, government monitoring of defense testing in real time, and prohibiting 

use of defense equipment and software, among others.  Comparing the Government’s prior 

proposal at Doc. 253-4 to its new proposed protocol at 288 and 288-1 should be instructive. 

 a) Internet Access 

 Det. Erdeley has made clear that Internet access is required to run and test Torrential 

Downpour (“TD”) software.  This was acknowledged by the government: “The defense may 

bring... an internet hotspot (i.e. one that is compatible to connect to the TD Computer via the 

network card) into the OCRCFL room with the TD Computer. Doc. 253-4, para. 6.  Whereas 

now:  

 “Internet access will be provided by the government for the 

limited purpose of installing uTorrent software or other software 

that requires activation/installation via the Internet on one or more 

of the test computers. All of the Internet installations/activations/ 

connections will be conducted prior to the installation of TD. Once 

the installation of defense’s software is complete, the Internet 

access will be terminated for the remainder of the testing period.” 

 

Doc. 288-1 at para. 5. Emphasis supplied.  Previously the government required the defense to 

bring its own private wireless Internet hotspot, for testing purposes. The Defense is now 

required to use a government monitored Internet connection, but only to install the software 

that Mr. Erdely used. Following that, the defense has no Internet for testing purposes, as 

required by TD, and in compliance with previously stated defense test specifications 

determined to be material by the court.  Instead of privileged defense methodology and 

testing, the government will now have monitored access to test results before counsel does. 

                                                 
3
 The defense infers that once the Office of General Counsel for the FBI and the FBI technical experts 

saw the extant terms of the protective order and testing protocol, they strenuously objected and hence 

proposed entirely new and more regressive terms that they wish to impose upon and govern what 

should otherwise be independent defense testing in this case. 
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 b) Use Of Defense Testing Equipment 

 The government previously agreed that: “the defense may bring digital media, 

computers, cell phones” into RCFL exam room for defense testing purposes.  Doc. 253-4 at 

Para. 6.  However, now the government has completely retreated from this position and states: 

No other electronic devices or storage devices may be brought 

into the testing room to include but not limited to computers, 

phones, laptops, hard drives, or tablets.  
 

Doc. 288-1 at para. 3. If the court were to adopt this provision, it would mean that the defense 

has no means of using any hardware necessary to complete its testing, nor any industry 

standard hardware necessary to insure that no software or data is unintentionally copied, nor 

the ability for the defense expert to even communicate with counsel during tests. 

 c) Use Of Defense Testing Software 

 Previously, the government agreed that:  “prior to testing, the FBI agent or Task Force 

Officer will allow Mr. Fischbach to install Torrential Downpour versions 1.15 and 1.23 onto 

the TD Computer, all while in the physical presence of the FBI agent or Task Force Officer. 

The FBI agent or Task Force Officer may observe Mr. Fischbach install the software. Doc 

253-4. at para. 5b. 

All software installed on testing computers cannot be encrypted or 

password protected and will be copied/hashed/preserved/ sealed. 

The copies will be preserved and only accessed by the government 

upon Court authorization. (Doc. 288-1 at para 1).  

 

Before defense may install any software on the testing computers 

the government will conduct virus scans on the software in the 

presence of the defense expert.  (Doc. 288-1 at para. 2) *** 

 

This installation of defense’s software will be done in a user 

account designated for Defense. Government will provide access 

to the Defense user account for this installation process.  
 

Doc. 288-1 at para 11.  Prior defense concerns were that an agent could discern privileged 

methodology by observing defense software installation. The current government proposal 

requires the defense to provide licensed and/or proprietary software to the government. The 
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defense has no authority to grant licenses to the government.  The government has not 

addressed concerns about the government observing the defense software installation and 

instead now is requiring the defense to provide the information to the government. Virus scans 

only serve to provide more information about defense methodology.  They do not serve to 

protect government computers, as the government should have no access to this equipment in 

the first place. Under the government proposal, defense software cannot access TD, yet the 

government is demanding access to examine defense software, which -- under the government 

proposal -- cannot even directly access TD software.  The defense testing methodology cannot 

work without direct access to TD, using defense software.   

 d) Wireshark Monitoring 

 Previously the government sought an Order from the court requiring the defense to use 

a packet capture technology.  The defense objected, and the court did not require that it be 

used.
4
  The government in Doc. 253-4 proposed:  “All communications with the TD 

Computer will be preserved via Wireshark. This preservation includes all communications 

with TD during testing, and at all times the computer is powered up. The defense shall 

maintain the Wireshark data pending further order of the Court. Doc. 253-4 at para. 13. Now 

the government proposes an even more onerous and invasive use of Wireshark: 

One laptop will be dedicated to capturing Wireshark files for 

the entire testing period. At the conclusion of the testing, defense 

expert may witness the government storing these files on a CD, 

hashing them, and sealing them for preservation. The government 

will not access these files unless the Court authorizes government 

access. Doc. 288-1 at para 6. 

 

Laptop 4 – Defense will not be provided any access to this 

computer. Wireshark files will be stored here during the testing 

period.  
 

                                                 
4
  The government sought reconsideration of this issue in Doc. 255 but agreed at the hearing on 

November 26, 2019 that it was moot based on the information contained in the filing by the defense at 

Doc. 256 and Mr. Fischbach’s contemporaneous declaration. The defense acknowledges that the court 

has warned the defense in writing and orally that failure by the defense to use any packet capture 

software could potentially render some of Mr. Fischbach’s testimony inadmissible under Daubert.  Case 3:17-cr-00095-SLG-DMS   Document 296   Filed 01/06/20   Page 5 of 13



Doc. 288-1 at para. 9.   

Prior defense concerns were that the government was requiring the defense to create 

and preserve discovery for the government. Now the government is requiring real-time access 

to that discovery which will be held and preserved by the government. The government has 

proposed that a switch/router will be operating in their test environment system, and that the 

defense will not have access to it, which means only the government will have access. Anyone 

from the government would be able to and can plug a computer into that router and monitor in 

real time what the defense is doing.  And in fact that is exactly what laptop 4, the proposed 

Wireshark computer, will be doing.  The defense will not have access to Laptop 4 either.  

Anyone from the government would be able to and can observe the screen/monitor of Laptop 

4 in real time to see what the defense is doing.  Moreover, as described by Mr. Fischbach the 

Wireshark log files and defense results can be manipulated by the government before the 

defense would be able to see their own results  The defense, in this case, will not even have 

access to their own discovery, as noted in 288-1 at para 9. 

 e) Testing Results 

 Previously the government agreed that the “The defense may bring digital media...” 

into the exam room at the RCFL.  253-4 at para. 6. Now the government has completely 

repudiated this:  

Defense testing may generate files that are stored on the host 

computer of Laptop 1, and/or Laptops 2 and 3. Upon conclusion of 

testing, all files will be copied/ hashed/preserved/sealed and only 

accessed by the government upon Court authorization. Doc. 288-1 

at para. 4. 
 

If requested by the defense expert, at the conclusion of testing the 

government will make a copy of the files generated by the 

defense software which were stored on Laptop 1, 2, and/or 3. This 

copy will be on a CD, which will be hashed and will remain at the 

OCRCFL to be available for the defense expert to come and 

conduct further analysis. If requested by defense, then this CD can 

be sealed and marked by the defense expert. The CD will not leave 

the OCRFL.  
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Doc 288-1 at para 11, 14. A prior concern was that while defense media could be brought into 

the exam room at the RCFL, the government sought to block the ports which prevented the 

defense from being able to remove defense results to Mr. Fischbach’s office for further 

analysis. This new proposal still blocks the ports, but now also requires results to be provided 

to the government.  The results themselves would not contain contraband and would not 

contain a copy of TD, and so attempting to restrict Mr. Fischbach from being able to analyze 

results using his own equipment and software at his office does nothing to protect TD from 

being released to the general public and only serves to make defense testing unnecessarily 

inconvenient and expensive. Under these requirements, the defense will have no ability to 

further analyze its own test results, while the government must be trusted not to access 

privileged defense work product. Furthermore, the defense cannot even bring in the hardware 

necessary to conduct the primary testing that the court has already determined to be material, 

let alone use hardware necessary to analyze its own results in a non-government environment.  

 f) Real-Time monitoring of Privileged Defense Work Product 

 Previously, nothing in any government proposal allowed the government to monitor any 

part of defense testing, including test design, methodology, use of software or hardware, or 

communications.  Now the government proposes that it be allowed to have the capability to 

engage in real-time monitoring of defense testing, as previously noted and referenced in Doc. 

288-1 paragraphs 6 and 9. 

3)  Reply to Government Response in Opposition to Defense Motion for Reconsideration 

 In its Motion for Reconsideration at Doc. 256 the defense noted that paragraph 9 of 

the court’s order at Doc. 254 limited the defense to the use of one port.  The defense noted 

that:   

this restriction prevents [Mr. Fischbach] from installing industry 

accepted software and hardware as well as prevents him from 

removing his test results from the government provided computer 

for further examination and analysis on his own equipment, and/or 

in his own forensic work environment. He would be unable to 
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connect a screen, keyboard, or mouse, let alone the hardware and 

software that he needs for his tests.  Doc.. 256 at 2.  

 

The government’s only response is that under the government designed testing environment 

Mr. Fischbach would be able to use a screen, a mouse and a keyboard, and therefore the 

objection has no merit or is moot.  Doc. 288 at 3.  The government fails to respond to the main 

point of the objection raised by the defense:  limited port access prevents Mr. Fischbach from 

installing his own testing software and hardware and from being able to remove results for 

further examination and analysis in his own forensic work environment.  

 Next, the government attempts to respond to the defense objections to paragraphs 6 

and 7 of the court’s order at Doc. 254.  The defense argued that the terms of Paragraphs 6 and 

7 of the court’s order compromise attorney-client privilege and attorney work product by 

intruding upon the confidential and independent defense testing process.  The government’s 

response is nonsensical.  The government asserts that the defense has no work-product 

privilege associated with TD.  The defense has never asserted that it did.  What is clear, 

though, is that the work of agents for the attorney in preparation of litigation is protected by 

the work product doctrine.  United States v. Richey, 632 F.3d 559, 567 (9th Cir. 2011).  The 

defense has asserted that the design of the defense testing environment, how equipment is 

configured, what software and hardware is used, which tests are run, what data is examined 

would all reveal information that is privileged at this point.  The privilege would only be 

waived if Mr. Fischbach were to testify about this subject at trial.  The government fails to 

meaningfully respond to this issue. 

 The defense has never argued that the mere presence of the computer with government 

installed contraband and government installed software located at the OCRCFL is in any way 

privileged. The defense has not argued that Mr. Fischbach’s communications with Mr. 

Monroe are privileged, only that in Mr. Fischbach’s experience the government’s intrusion 

into these communications seems to violate long standing nationwide RCFL policies to 
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maintain the sanctity of independent defense testing of contraband that must occur in a 

government facility. None of the emails written by Mr. Fischbach to the government or Mr. 

Monroe divulged anything pertaining to the design of the defense testing environment, how 

equipment is configured, what software and hardware is used, which tests are run, and what 

data is examined.  None of the emails filed by the defense in this case waived any of this 

privileged information.  

 Mr. Fischbach does, indeed utilize industry standard hardware, software, and 

procedures. As well, over the course of 25 years, Mr. Fischbach has developed and engineered 

some of his own, many of which have been taught to and utilized by others in the field. There 

are, however, numerous industry standard forensic practices, software, hardware, and 

procedures from which a forensic analyst may choose to conduct an examination, based on 

their appropriateness to the allegations and evidence in question. By way of example, any 

professional sport has rules and acceptable conduct. The mere fact that opposing teams are 

required to play from the same rulebook, and will likely choose from a limited number of 

viable playing strategies, does not negate the fact that any strategy would be thwarted if the 

opposing team were allowed to observe team meetings prior to taking the field. 

4)  Use of a more secure testing environment: the SCIF or FBI-Wilshire. 

 The government objects to moving the location of the defense testing in this case to a 

more secure location.  The government has repeatedly asserted that its overriding concern is 

for the prevention of the release of TD into “the wild,” since any release would compromise 

on-going and future investigations.  The exam room at the OCRCFL is open to various 

defense experts and attorneys working on different cases.  A piece of Mr. Fischbach’s own 

equipment disappeared from this room. Mr. Monroe acknowledged that the RCFL was not as 

secure as the SCIF or the FBI offices at Wilshire. The defense proposed each of these two 

alternative locations as more secure environments for testing the government’s sensitive 
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software.  Under the circumstances, it would seem the government would want to utilize a 

more secure location for testing of the TD software in order to protect it. 

 The government observes that this case does not involve classified information.  This 

is true.  And while the government suggests for this reason alone the request to use the SCIF 

is unusual, the government does not claim, as it cannot, that this prevents use of the SCIF in 

this case.  “Unusualness” or “appropriateness” should not be the government’s overriding 

concern considering the government’s self-imposed “level of security” that it has imparted to 

its software. Thus far, the elements which the government maintains must be kept secret it, 

the government has already exposed to the defense. Given that both parties, as well as the 

OCRCFL’s own Joseph Monroe, agree that RCFL facilities are not equipped to monitor 

against theft of hardware and software, out of an abundance of caution, the defense has simply 

attempted to provide secure alternatives, based on Mr. Fischbach’s established experience 

with more secure government facilities.  

 While Mr. Fischbach acknowledged on record that he has not had the need to renew 

his National Security Status, if necessary in order to analyze the TD software in a secure 

environment, he would be willing to undergo an expedited review, as he did in the U.S. v. Chi 

Mak case cited by the government. Furthermore, he notes that in his experience, the SCIF in 

Los Angeles simply consists of isolated single rooms, containing no access to sensitive 

information, other than that which the analyst is currently examining. Thus, while this may be 

a “inconsistent use” -case, the treatment of software as “government sensitive” is also an 

“inconsistent use”-case when compared with all other standard investigative software which 

have been openly tested and utilized by the forensic community. 

 Lastly, the defense notes that the government has not raised any objection to moving the 

testing location to the FBI-Wilshire office. This would be a more secure location than the RCFL 

and could be used for both testing of the TD software as well as for continuing evidence review.  
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5)  Government provided computer specifications are insufficient.5 

The government erroneously asserts that the defense specifications for a government 

supplied computer have been “evolving.”  The government continues to refer to an email 

dated November 19, 2019 as somehow constituting a hardware specifications request from 

the defense.  The government continues to conflate the facts, as pointed out in the email 

thread at Doc. 281-2.
6
  As the defense pointed to the government out then: “Due to the lack 

of production of any TD documentation, manuals, information pertaining to operating 

requirements, or any other materials, Mr. Fischbach is only able to render an educated 

guess as to the ability of the equipment at the RCFL to accommodate both TD versions.”  

That cannot reasonably be construed as a hardware specification request. 

 What has made the “project more difficult” has been the government’s unwillingness to 

provide the software specifications, installation instructions, and user manuals as ordered by the 

court so that the defense could make a tailored defense specifications request.  Given the 

government failure to be forthcoming about TD software specifications, the government should 

not be heard to complain now that the specifications ultimately provided by the defense are not to 

their liking.7   

                                                 
5
 Again, the government asserts that the court ordered the government to respond to defense objections 

to a government provided computer.  The record does not support this assertion. The defense had not 

made objections to any government supplied computer prior to the November 26 hearing. The court at 

Doc. 254 ordered the government first to provide to the defense TD software specifications and then 

the defense was required to provide its computer hardware specifications needed to run its defense 

tests. Only if the defense did not provide these specifications in a timely manner did the court permit 

the government to supply equipment that the government thought was “reasonable” under the 

circumstances.  

 
6
 See, Email Chain at 281-2, specifically dated December 19, 2019 addressed to AUSA 

Walker.   
 
7
 It is not accurate to describe the defense proposed computer as “state of the art or “top of the line” 

indeed the proposed specifications are for a mid-range quality computer, albeit “new in box” as the 

defense has no way of knowing what kind of used computers are in government inventory at any given 

time. 
 Case 3:17-cr-00095-SLG-DMS   Document 296   Filed 01/06/20   Page 11 of 13



 The government assumes defense testing is attempting to simulate actual investigative 

activity8, in part to justify its own test design (which they call the “testing environment”) and to 

justify the computers it has chosen.  However, the government admits it knows nothing about the 

tests the defense will run, or the software the defense plans to use, so it is presumptuous to assume 

that spreading out functions over three computers is a test design that the defense will utilize or 

that the specifications of the computers the government has chosen will be sufficient for defense 

tests that are entirely different from and whose purposes are different from anything the 

government has heretofore done. It may be true that TD can operate on less powerful computers, 

but this is not relevant as this fails to account for the defense hardware and other software that the 

defense will use for defense testing that requires more computing power than that needed for 

simply running TD software.  

 The proposed specifications of the computers the government wants to supply are 

inadequate because, Mr. Fischbach is not simply operating TD, he is testing it. Thus, the 

operating specifications the defense has requested from the government,
9
 are simply a baseline in 

order to properly specify hardware and virtual machine variables. While the government 

continuously specifies environments only suited to approximate Mr. Erdely’s validation 

procedures (minus the required Internet accesses). The defense, however, has outlined specific 

tests of the TD software which require other hardware and software to complete, demonstrate, 

and reproduce the defense tests.  In addition to that, both the government and the defense have 

                                                 
8
  The government writes: “During the actual investigation of Mr. Schwier the Torrential Downpour 

software was on a different computer than Mr. Schwier’s computer, and, therefore, keeping those 

functions on separate computers more closely simulates the actual investigative activity.”  Doc. 288 at 

11. 

 
9
 Despite the government’s claims to the contrary, the defense is unable to locate in the TD materials 

provided by the government anything that would be considered “software specifications.”  On page 7 

of the User Manual there is a paragraph titled “System Requirements.”  Its only content consists of 

two lines: “Torrential Downpour runs on Windows Vista or later, and requires Microsoft.NET 

4.0 or later. You also need sufficient disk space to hold the files that you download.”  The 

government’s claim that it provided software specifications seems disingenuous at best. 
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specified the need to use multiple “Virtual Machines (VMs).” Mr. Fischbach has already tested 

the use of just a single Virtual Machine on equipment with specifications equivalent to those 

proposed, and on the machines provided by the government, and it was entirely non-functional. 

Thus, the government’s proposed hardware simply cannot be used, even for the government’s 

own Validation. 

  

 DATED at Anchorage, Alaska, this 6th day of January 2020. 

     THE LAW OFFICES OF ROBERT HERZ, PC 

 

     s/ Robert M. Herz 

     431 W. 7th Avenue, Suite 107 

     Anchorage, Alaska 99501 

     Phone 907-277-7171 

     Fax 907-277-0281 

     rmherz@gci.net 

     AK Bar No. 8706023 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CERTIFICATE OF SERVICE 
I hereby certify that on Jan 20, 2020, a copy of the foregoing Notice of Compliance with Order at 262 was served electronically on Assistant United 

States Attorney’s Office     s/ Robert Herz 
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AFFIDAVIT OF ROBERT ERDELY 

 

1. This affidavit is regarding the motion titled “C-4 Motion to Compel Discovery and 

Production of Evidence” in United States v. Matthew Schwier, 3:17-cr-0095-SLG.  

 

2. My credentials were previously set forth in my Affidavit filed at Dkt 214-1 and 

214-2. Additionally, definitions and descriptions of the BitTorrent P2P Network 

and the ICAC Law Enforcement System were previously set forth in my Affidavit 

filed at Dkt. 214-1. I incorporate my credentials, definitions and background 

information as if fully set forth herein.  

 

3. This affidavit is a supplementation of my previously prepared affidavit filed at Dkt. 

214-1. In this affidavit I will address the declaration filed by Mr. Fischbach at Dkt. 

203-1.  

 

Analysis of Defense Expert’s affidavit 

 

4. I discussed this investigation with AUSA Jonas Walker who provided the defense 

experts declaration in this case.  The following are my responses related to 

details found in Jeffrey M. Fischbach’s declaration.  

 

5. In paragraph 3, Mr. Fischbach states: “The authenticity of the file allegedly 

downloaded by the FBI on or about November 22, 2016 remains in question. 

There has been no evidence produced, thus far, that the file used to substantiate 

the search of Mr. Schwier’s property was ever on any media or device associated 

with Mr. Schwier. Based on my review of the discovery provided by the 

government this file was not found on any digital media seized from Mr. 

Schwier’s residence. At this time, there is no known modified, accessed or 

creation (MAC) dates or times for this file. Similarly, there has been no metadata, 

typically used for the purposes of authenticating a file, its origin, dominions, and 

chain of custody. Most concerning to me, is that I have been unable to elicit from 

the government any of this forensically-crucial material, specific to the file the FBI 

claims to have downloaded remotely from Mr. Schwier -- the file which justified a 

search warrant, and subsequent arrest.” 

 
RESPONSE:  During the investigation, through the use of Torrential Downpour (TD), 

the downloaded material is saved to a directory named “download”.  The associated log 

files are contained in the “logs” directory.  The logs associated with this investigation 

detail the date and time when the investigation begins along with other details.  

Regarding Mr. Fischbach’s request, the dates and times when the file was downloaded 

is found in the “details.txt” file which is contained within the logs directory.  It is my 
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understanding that this information has already been provided in discovery.  This log will 

provide information as to the date and time the file began the downloading process, the 

dates and times which each piece of data was received during this investigation and the 

date and time the download had completed the downloading process.  The MD5 and 

SHA1 hash value of the entire file is located at the bottom of this log file.  It also 

provides information regarding the SHA1 hash verification of every piece downloaded 

from the suspect computer, where the data downloaded is compared to the values 

contained within the .torrent file (the instructions).  Through the downloading of the file, 

and this checking of each and every hash value of the pieces received, only a computer 

possessing the file could have distributed the data to the investigative computer.   

 

6. In paragraph 4, Mr. Fischbach states (in part): “The data provided in response to 

my request is a Bit Torrent log file, which does not provide any information 

sufficient to extrapolate chain of custody or determine authenticity.” 

 

RESPONSE:  Mr. Fischbach’s claim that the log file does not provide any information to 

determine the downloaded files authenticity is incorrect.  As stated above it contains not 

only the hash value of the file but each and every piece hash and the verification of 

those pieces using the SHA1 hashing algorithm.   

 

7. In paragraph 6, Mr. Fischbach states (in part): “A copy of the file stored on some 

other media provides little to no authentication information about how or when 

the file was “captured.” The original media itself contains that information.” 

 

RESPONSE:  Mr. Fischbach’s claim above is incorrect.  Given the fact that 

accompanying the file downloaded is the detailed log, the SHA1 hashing of the pieces 

along with the verification of those pieces should provide any expert the means 

necessary to verify that this is the file associated with the .torrent being investigated.  

Using the same hashing method used by the BitTorrent file sharing network, the expert 

can independently verify that this is the file relating to the download conducted.  I will 

make available all of the files associated with the .torrent being investigated and a 

SHA1 hashing report of those files, confirming that these are in fact all the files 

described by the .torrent to aid him in his analysis.  As the lead instructor of this 

investigative software and a user of the software (TD), giving a defense expert access 

to the investigative computer would provide him with access to the investigative 

software itself and potentially expose him to details of active investigations. 

 

8. In paragraph 9, Mr. Fischbach states (in part): “It is imperative for me to inspect 

and examine all metadata, as well as determine the file’s true and accurate file 
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name, file size, and file path, the means by which it was captured and preserved, 

determine a valid hash value”. 

 

RESPONSE:  Mr. Fischbach has received the details.txt (the detailed logging of the 

investigation) which includes details regarding the file, including not only the files SHA1 

hash value of any completed download, but also the hash value of every piece of data 

downloaded.  Examining the .torrent file being investigated include the following: 

 

 file names 

 file paths 

 file sizes 

 piece size 

 SHA1 piece hashes 

 

I declare under penalty of perjury under the laws of the United States that the foregoing 

is true and correct to the best of my knowledge and belief. 

 

 

 

 

 
Detective Robert W Erdely 

Date:  9-19-2019 
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Curriculum Vitae 
 

Robert William Erdely 

Pennsylvania State Police (retired) 

244 McHenry Road 

Indiana, Pa.  15701 

 

Certifications 
2009  Access Data Certified Forensic Examiner 

2009  Certified at the Federal Law Enforcement Training Center, Seized Computer Evidence 

Recovery Specialist  

2007  Certified Forensic Computer Examiner, International Association of Investigative Specialists   

2004  Certified Cisco Internetwork Professional 

2004  Certified Information Systems Security (INFOSEC) Professional. 

2004  Certified Cisco Security Professional. 

2004  Certified by ISC2 as a Certified Information Systems Security Professional  (CISSP®)  

2003  CompTIA A+ Certified Professional. 

2003  Certified a Microsoft Database Administrator 

2003  Certified as a Microsoft Systems Engineer for Windows 2003 

2003  Certified as a Microsoft Systems Engineer: Security 

2003  CompTIA i-Net+ Certified Professional. 

2003 CompTIA Network+ Certified Professional. 

2003  Certified Cisco Design Professional. 

2002  EnCase Certified Examiner 

2001  Cisco Certified Network Professional. 

2001  Certified as a Microsoft Systems Engineer for Windows 2000 

1999   Certified as an Electronic Evidence Collection Specialist, International Association of 

Computer Investigative Specialists 

 

Professional Activities 
2010-2016 Member of Interpol's Technical Working Group which is currently  working with Law 

Enforcement and Universities to develop tools to investigate the exploitation of children 

on the internet.  

2010-Present Instructor for both the International Centre for Missing and  Exploited Children and Fox 

Valley Technical College 

2009-Present Developed a system to investigate the sharing of child pornography on the internet..  

This information is used by law enforcement in over 60 countries to locate, investigate 

and prosecute these child predators.  This system has resulted in the initiation of more 

than 15,000 investigations and rescuing countless child victims. 

2007-Present Instructor for the Internet Crimes Against Children (ICAC).  Instruct online 

Investigations, including Peer-to-Peer file sharing networks. 

 

Experience 
2012-Present  Detective with the Indiana County District Attorney’s Office, Indiana County 

Pennsylvania.  Assigned to investigate child exploitation investigations.  I am currently 

assigned to the FBI Innocent Images Task Force, Pittsburgh, Pennsylvania. 
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2008-2012 Supervisor for the Pennsylvania State Police (PSP) Computer Crime Unit, Harrisburg, 

PA.  Supervised both the investigative and digital forensic sections of the PSP.  

2003-2008 Supervisor of the Southwest Computer Crime Task Force comprised of State and Local 

Law Enforcement. 

1998-2003 Assigned to Bureau of Criminal Investigations, Computer Crime Unit. Responsible for 

all aspects of proactive and reactive investigations, including evidence duplication, 

documentation and examination, regarding criminal activities utilizing technology to 

facilitate the illegal activities.  

1997-2007 Senior Computer Network Administrator for an Internet Service Provider, providing 

service to over 3000 users 

1999-2004 Instructor for the Pennsylvania Chiefs of Police Association for Federal, State and 

Municipal Police Officers along with representatives of the Attorney General and the 

District Attorneys regarding computer forensic examination processes and procedures 

and the online investigation of computer crime. 

January 2003 Speaker at the Middle Atlantic-Great Lakes Organized Crime Law Enforcement 

Network’s (MAGLOCLEN) Internet Investigation training Conference.  

October 2001 Speaker at the Pennsylvania District Attorneys Institute’s Computer Crimes Training 

course. 

1994-1998  Assigned to PSP Vice Unit, Troop A 

1992-1994 Assigned to Patrol Unit, PSP, Indiana, PA. 

 

Education and Training 
1989 Community College of the Air Force 

1990  Edinboro University of Pennsylvania 

1992 Graduated from the Pennsylvania State Police Academy 

1994  Drug Investigators Course 

1995  Narcotics in the mail, Interdiction and Clandestine Labs seminar, U.S. Department of Justice 

1995  Investigation of Computer Crime, National White Collar Crime Center 

1996  Vice Investigations Seminar 

1996  Eastern States vice Investigator training Conference 

1997  High risk Warrant Service Training 

1997  Gambling Device Examination Training 

1997  Top Gun, Undercover Drug Law Enforcement Training 

1997  Certified to Utilize Electronic Surveillance (Wiretap) 

1999  Investigation of Computer Crime, International Association of Chiefs of Police 

1999  Investigation of Computer Crime, SEARCH, the National Consortium for Justice Information  

and Statistics 

1999 Unix investigators course at FBI Academy  

2001  Guidance Forensic Software Intermediate Course 

2001 Guidance Forensic Software Advanced Course 

2002  16 hour Windows 2000 Security seminar by Computer Security Institute at FBI Pittsburgh 

2002  Fundamentals of Incident Handling course at the CERT Coordination Center (Incident Handling  

for Computer Emergency Response Teams). 

2002 High Technology Crime Investigation Conference  

2002  Advanced Data Recovery and Analysis, National White Collar Crime Center 

2004  Advanced Solaris Administration Course by FBI 

2004  FBI Symposium on Online Child Pornography/Child Exploitation  

2005  National White Collar Crime Center's Advanced Data Recovery and Analysis course 

2005  Attended NTI Forensic Examination training  
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2006  Department of Defense Cyber Crime Conference  

2006  Sun Educational Service course “Securing Solaris & Network Intrusion Detection” 

 

Publications 
Forensic Investigation of Peer-to-Peer File Sharing Networks. 

DFRWS Annual Digital Forensics Research Conference, August 2010 

 

Certified Expert 

 Certified as a computer expert including online investigations by the United States District 

Court, Western District of Pennsylvania, in United States vs. Abraham (2006) 

 Certified as a computer forensic expert by the United States District Court, Eastern District of 

Pennsylvania, in United States vs. Schade (2008). 

 Certified as a computer expert including online investigations in Middle District of Pennsylvania, United 

States vs. Doyle.  (2011) 

 Certified as a computer forensic examiner and in internet investigations in the Eastern District of 

Pennsylvania, United States vs. Fitzgerald Horton (2013) 

 Certified as an expert in the case State of New Jersey v. Julio Gomez-Marte (2015)  

 Certified as a computer forensic examiner and in internet investigations US District Court Maryland, US 

vs. Carl Javan Ross (2016) 

 Certified as a computer forensic examiner and in internet investigations State of New Mexico vs. Jeffrey 

Morrill (2016) 

 Testified as an expert in the BitTorrent file sharing network.  US v Larry O’Neal US District Court 

Bangor Maine (2019) 

 Testified as a file sharing expert in US v Matthew Lee Lane Eastern District of Washington State 
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DECLARATION OF JEFFREY M. FISCHBACH 

reb1 

 

 

 

 

Robert M. Herz 

Law Offices of Robert Herz, P.C. 

431 W.7th Avenue, Suite 107 

Anchorage, Alaska 99501 

907-277-7171 Phone 

907-277-0281 Fax 

 

 

IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 

 

United States of America,   ) 

      ) 

   Plaintiff,  ) 

      )  Case No. 3:17-cr-0095 SLG-DMS  

      ) 

vs.      ) 

      ) 

Matthew Schwier,         ) 

      )             

   Defendant.  ) 

      ) 

____________________________________) 

 

DECLARATION OF JEFFREY M. FISCHBACH  

I, Jeffrey M. Fischbach, declare as follows: 

 

1. This declaration is written in response to the government’s Dkt. 288, “Notice Regarding 

Proposed Testing Environment”, and 288-1, “Test Environment Regarding Torrential 

Downpour”. 

2. In both writing my November 25, 2019 Declaration, and at the hearing on November 26, 

2019, I attempted to articulate compromise, in order to assuage the government’s concerns for 

its proprietary software; while remaining focused on the tests deemed necessary in order to 

competently prepare counsel for trial. At the same time, I have attempted to observe and 

Case 3:17-cr-00095-SLG-DMS   Document 296-1   Filed 01/06/20   Page 1 of 5



 

DECLARATION OF JEFFREY M. FISCHBACH 

reb2 

maintain sound scientific and forensic practices -- both necessary to survive a Daubert-Frye 

challenge, as well as to assure the integrity of my results and to ensure the security of my work 

product and of the software in question. 

3. It appears that the government has almost wholly superseded its Dkt 253-4 with new, 

much more harsh restrictions proposed in Dkt 288 and 288-1. Nearly every item proposed in 

Dkt. 288 and 288-1 serves to add additional impediments to Torrential Downpour (TD) testing 

of any kind, adds several new means for the government to monitor and surveil defense testing, 

in real-time, exposing work product and privilege in the testing process. Yet, while this new 

proposal adds numerous barriers to performing the tests that the court found material, it does 

nothing to prevent TD from “escaping” into the “wild”. 

4. While the defense has objected to being forced to create discovery of its own testing 

procedures; in Dkt 288 and 288-1, the government has now gone much further than its proposal 

in Dkt 253-4.  As an expert for decades, I understand that my results will be subject to scrutiny-

- if used at trial. Hence, I understand I will have to document my work, as well as the forensic 

measures I have taken to protect assets, such that it could be independently reproduced. The 

means of doing so, however, has never been dictated to me by the government or by the court.  

5. Confirmation bias has long plagued forensics. But, in this particular circumstance, the 

capability to narrow recorded results by using Wireshark’s built-in filters was actually 

demonstrated by Mr. Erdely during his “validation” sessions. Thus, with the government 

documenting my work, not only do they see my test results before I can even report them to 

counsel, but I have no ability to audit my own discovery for accuracy. I testified on November 

26, 2019 that Dkt 253-4’s proposal that I must maintain a Wireshark log of all my work could 

be easily manipulated. As a result, it seems, the government has now proposed in Dkt 288-1 

that it must be able to record and maintain easily-manipulated Wireshark logs of all of my 

testing, as well as control the router which carries all of my testing traffic. Which, in addition to 

very realistically altering my results before I read them, or for the government to collect 

conflicting results, it also gives the government the opportunity to filter, intercept and modify 

every piece test input data from one machine, before it even reaches the other, or to return 
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modified results. Submitting to this proposal has the making of a forensic science scandal 

rivaling any of the recent FBI lab scandals. Again, I refuse to be a party to bad scientific 

practices and dangerous precedent. 

6. Dkt 288 and 288-1 does, however, carefully dictate the way that the defense can conduct 

its tests by not only providing an environment designed around Mr. Erdely’s TD “validation”, 

but then completely denying the defense use of the Internet for its testing. Something which Mr. 

Erdely himself stated, during his validation, was a requirement for using TD in any way. 

7. Despite the government’s failure to secure its own software and secrets, I have gone to 

great lengths, both to voluntarily alert the government and the court about information which 

they accidentally provided to me, as well as to attempt to use equipment owned by the 

government, at facilities run by the government, and to utilize very expensive specialized 

hardware and software at my disposal to further reduce the risk of accidental dissemination. To 

wit, I suggested the use of the LA SCIF, when it was demonstrated to me that the OCRCFL 

does not physically guarantee the security of equipment and data left in its shared defense exam 

room. 

8. In Dkt 288, p7 the government refers to my suggestion to use the Roybal SCIF as 

“unusual” -- not untenable. All parties seem to agree that RCFL facilities are not equipped to 

monitor against theft of hardware and software, as has already occurred in this case. Out of an 

abundance of caution, based on decades of experience with government examination facilities, I 

have provided objectively more secure alternatives to the OCRCFL. In my experience, the 

SCIF in Los Angeles are simply isolated single rooms, containing no access to sensitive 

information, other than that which the analyst is currently examining. Thus, while this may be a 

“inconsistent” use-case, the treatment of software as “government sensitive” is also inconsistent 

with all standard investigative software, which have been openly tested and utilized by the 

forensic community. I have had access to the SCIF in Los Angeles, where I had permitted use 

of my own laptop and cellular devices, with only the admonishment of a “lifelong obligation to 

protect from disclosure the classified information” to which I had access. 

9. The government refers to “general” principles of SCIF operation. Thus, one can assume 
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that these principles apply generally, but not exclusively. And, that while my suggestion for a 

more secure location to conduct my TD tests is “unusual”, it apparently does not go against any 

particular rules or policies. It should be further noted that, in my proven  classified experience, 

while information relative to a particular case is stored in a particular locked and secured SCIF 

room, the SCIF itself does not provide information to any classified or other case information, 

beyond the immediate case being examined. 

10. I see no reason provided in Dkt 288 to explain why the LA SCIF cannot be used, nor why 

it is any less secure than the OCRCFL. While the government is correct that the LA SCIF at 

Roybal is several hours closer to me, which will allow me to complete my work significantly 

faster, security is the primary reason I suggested this facility, as well as the LA FBI building at 

Wilshire. I suggested both of these locations before the government decided to impose use of 

OCRCFL. I have used all three locations in Federal trials many times, and have been long 

aware that the RCFL does not provide security comparable to the other two sites. Thus, when 

requesting the ability to continue examining the case in Los Angeles in order to expedite trial 

readiness, I suggested either the LA Wilshire FBI defense examination facilities or the Roybal 

SCIF -- for the purposes of hardware, software and data security as well as location. 

11. Dkt 288 and 288-1 provide conflicting information, by arguing both that I can’t use the 

SCIF because I need to use the Internet and some of my own hardware to conduct my tests, and 

that I can no longer use the Internet or my own hardware at the RCFL. While Dkt 288-1, 

paragraph 3 proposes, “No other electronic devices or storage devices may be brought into the 

testing room to include but not limited to computers, phones, laptops, hard drives, or tablets”, 

Dkt 288 (Page 8) states, “...the evidence review includes use of the internet and the presence of 

Mr. Fischbach’s computers. Therefore, the SCIF is not an appropriate place for evidence review 

in this case.” It appears here that the government acknowledges the need for the defense to 

utilize its own equipment and Internet service to complete its testing, for the purposes of 

denying use of the SCIF, yet denies defense use of its own equipment and Internet service for 

the purposes of using the less-secure defense examination room at the OCRCFL. 

12. Similarly, while Dkt 253-4 (Para 6) specifies exactly what kind of Internet device I may 
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bring to conduct my tests, Dkt 288-1 (Para 5) completely denies any use of the Internet at all for 

testing. And, while Mr. Erdely has gone on-record that TD requires use of the Internet for the 

“validation” he performed in my presence on November 4, 2019, or use of any Torrent activity, 

the government has, in Dkt 288-1, once again proposed an environment that appears nearly 

identical to Mr. Erdely’s “validation” methodology. Dkt 288-1 doesn’t even allow me to 

conduct Mr. Erdely’s own “validation” procedures, let alone the tests the court has already 

ruled material. 

13. Preventing data from being disseminated is one of the key roles of the established forensic 

hardware I use in my testing and examination. In this new proposal, while the government 

suggests that its interests are in protecting the software that they have already accidentally 

released to me without any of their proposals in place -- I have now been completely restricted 

from using any equipment to secure any subsequent copies.  

 

I declare under penalty of perjury under the laws of the United States and the State of 

California that the foregoing is true and correct, and that I execute this Declaration in Los 

Angeles, California, on December ???, 2019. 

 

                                            

__________________________ 

Jeffrey M. Fischbach 
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Robert M. Herz 

Law Offices of Robert Herz, P.C. 

431 W. 7th Avenue, Suite 107 
Anchorage, Alaska 99501 

907-277-7171 Ph. / 907-277-0281 Fx. 

 
IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 
 

United States of America,                       ) 

 ) 
 Plaintiff, ) 

  ) 

 vs.  ) Case No. 3:17-cr-00095 SLG 
      ) 

Matthew Schwier,    )  

      )  
    Defendant. )  

 
 

DECLARATION OF JEFFREY M. FISCHBACH 

 

 

I, Jeffrey M. Fischbach, declare as follows: 

1. I am a computer forensics expert and founder of SecondWave, Inc. a firm 

specializing in digital forensics. My offices are located in Los Angeles, California. I am 

competent to testify and the matters contained herein are based on my own personal 

knowledge. 

2. I am a board-recognized computer forensic examiner specializing in information, 

communication, stored data and electronic location technologies;  

3. I have worked as an expert in this field for more than twenty-five years and have 

consulted on, and testified in municipal, Federal and military courts, both domestic and 

abroad, in dozens of cases involving digitally-recorded evidence, and offer my services to 

both Government and Defense; 

4. I have been granted security clearance, and use of a Sensitive Compartmented 

Information Facility (SCIF) by the DOJ for the purposes listed above; 

5. I routinely lecture and provide training in my area of expertise to civilian 

attorneys, law enforcement, and judges throughout North America, and my opinions have 

been cited, on record, by the United States Supreme Court; 

6. I have conducted hundreds of forensics examinations on thousands of pieces of 
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evidence, including hard drives, cell phones, removable storage media, network data 

centers, and other electronic devices. My Curriculum Vitae is attached hereto.  

7. I have provided expert forensic consultation in hundreds of criminal cases 

throughout the United States, the EU, Japan, Guam, and Rio de Janeiro, since the year 

1997, and have testified dozens of times in State, Federal and Military Courts. I have 

qualified and testified as an Expert in numerous State and Federal Courts in the fields of 

forensic Data, Cellular Phones, Cellular Tower Coverage, RF Propagation Mapping, GPS 

Accuracy, Computers, Audio, Video, Data Analysis, and still Image Analysis. I have 

testified in numerous federal courts as an expert in Computer Forensics and Cellular 

Phone and Cellular Records analysis. I have worked as a defense expert on dozens of 

state and federal cases nationwide that were subject to Protective Orders and/or Non-

Disclosure Agreements (NDA). I have never violated, nor have I been accused of 

violating any Protective Order or NDA. To the contrary, my services have been utilized 

by courts for the purposes of assisting in investigations of alleged misconduct by 

government agencies. I consult with law enforcement agencies whenever requested. 

8. I have been retained as a computer forensics expert by Robert M. Herz, counsel 

for Mr. Matthew Schwier, for the purpose of assisting with matters related to the 

searching, collecting, analyzing and producing of electronic evidence in this matter. 

I have reviewed discovery materials produced to the Mr. Schwier by the Department of 

Justice including, but not limited to seized and cloned hard drive, SD cardZ, and disc 

media, as follows:   

a. Government Exhibits 1a, 1b & 1c, a pink folder with printed material enclosed; 

b. Government Exhibit 2a, a pink folder with printed material enclosed; Item 2a 
appears to be a print-copy of 1B37, but contains no authenticating hash value or 

chain of custody documentation; 
 

c. Government Exhibits 3a-3c, a pink folder with printed material enclosed; 
 

d. Government Exhibits 4a & 4b, a pink folder with printed material enclosed; 

 
e. Government Exhibits 5a-5e, a pink folder with printed material enclosed; 

 
f. Government Exhibits 6a-6c, a pink folder with printed material enclosed; 
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g. 18-295-02A (CD-R), entitled “hashes”; 

h. 18-295-02A 1b33 A Mac Tower, with attached hard drive, containing forensic 
image files; 

 
i. 18-295-02A 1b34 (CD-R), entitled “One CD with hash values containing CP 

found on comp…”; 

 
j. 18-295-02A Item 1b36, entitled “One CD containing Bit-Torrent session logs 

from 11/22/2016”. Contains 2 duplicate folders found in 1B37: SD /2016-11-
22_20-48-30_31/Download & /2016-11-22_20-48-30_31/Log; 
 

k. 18-295-02A Item 1b37 (SD Card”, entitled “One SD card containing FTK reports, 
file with hash values, BitTorrent session logs”. Contains SD CARD 

Distribution/1180842565051.jpg. NO chain of custody provided, but torrent logs 
were (SD CARD BT Session/2016-11-22_20-48-30_31/Logs & SD CARD BT 
Session/2016-11-22_20-48-30_31/Download). Contains ZERO (0) byte files, 

duplicate provided on CD in Anchorage. 1B37 SD CARD also contains CP 
hashes [EMPTY FOLDER] & FTKReports, as previously provided; 

 
l. 18-295-02A Item 5c (CD-R), entitled “Schwier CP hashes”; 

 

m. 18-295-02A Item 5c (CD-R), entitled “Schwier BT Session”; 
 

n. 18-295-02A Item 5c (Portable Hard Drive), entitled “Passport”; 
 

o. 18-295-02A Item 5c (SD Card), entitled “FTK reports, has values, bit torrent”; 

 
p. 18-295-02A Item 5c (DVD-R), entitled “Obscene Material, return to FBI”; 

 
9. It should be noted that almost every item listed above contained duplicate items, 

in part, or in whole, within other evidence provided.  Although provided individual item 

identification, the actual volume of unique, non-duplicate evidence in this matter appears 

to be just a fraction of what appears in the itemized discovery.  

10. According to discovery, this case originated on October 20, 2016 when the IP 

address 216.137.195.191, as identified by FBI SA Daryl Allison, was allegedly sharing 

files, which he identified as possible child pornography. 

11. In order to understand the complexities of the undercover investigation that 

allegedly identified Mr. Schwier in this matter, it is imperative to understand the 

difference between the “BitTorrent network”, a “torrent”, an “info hash”, a common web 

page, and an actual image or video that depicts child pornography. 

12. The “BitTorrent network” is essentially a protocol, or set of rules that allows users 
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to download and/or upload parts of files between many different users for the purposes of 

reassembling the constituent parts into complete files. The process is analogous to an 

automobile manufacturer receiving parts of a vehicle from various sources. Minus any 

single part, the automobile may not be capable of being driven. This means that someone 

downloading files on the BitTorrent network may get small pieces of a file from many 

different computers in order to reassemble the complete file on their own computer. This 

also means that, as a single un-drivable portion of an automobile frame may contain an 

identifiable registered Vehicle Identification Number (VIN), a user with an empty file 

container or a small fragment of a file may still be identified on the BitTorrent network as 

a download candidate for the whole file, even if they don’t possess the whole file. 

13. The object behind this protocol is similar to automotive assembly line methods. It 

is to facilitate a fast delivery and assembly of a file, by “shipping” multiple parts 

simultaneously from numerous sources. As such, a file that might have taken hours to 

download from a single source, might only take minutes via a torrent network. 

14. A “torrent” itself is simply a text file, proprietary to the BitTorrent network that 

contains instructions for torrent software, such as uTorrent or BitLord, which describes 

how to download a file or sets of files on the BitTorrent network. Torrent files do not 

contain content data, such as images or videos, but rather an index containing information 

about the files associated with that torrent including but not limited to, names of the files 

instructed to download, the torrent author, the date the author of the torrent created the 

file, the number of files the torrent is set to download, and the URLs tracking the torrent 

activity. 

15. An “info hash” is a mathematical algorithm or hash value that uniquely identifies 

the “torrent” on the BitTorrent network. Although it has been described as synonymous 

with a fingerprint, the info hash only identifies the torrent itself, not the actual files the 

torrent would download if parsed. 

16. If, for example, Person A downloads a torrent to his computer, the info hash and 

file names of every file associated with that torrent would be automatically saved 

(cached) to his computer. If that torrent is never parsed, the associated files are never 
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actually downloaded to the computer and Person A does not possess those files. 

However, that torrent may still be read by torrent software and falsely advertised on the 

BitTorrent network as a download candidate for all of the associated files, even if none of 

the files exist. Similarly, forensic software would be able to identify the names of those 

files, even though the files themselves had not been received. If Person B tries to 

download the same torrent on the BitTorrent network, Person A will be listed as a 

download candidate. However, the files downloaded to Person B’s computer will not 

come from Person A, rather, the bits and pieces will come from other users on the 

BitTorrent network who actually have the files. 

17. During my independent computer forensics examination of items seized from Mr. 

Schwier, I was not able to locate the torrent, the info hash or the files of child 

pornography identified during the undercover investigation. In addition, the torrent, the 

info hash and the files of child pornography were not found by the government’s forensic 

examiner either. According to discovery, it appears that the information that a torrent 

containing files of child pornography was available at IP address 216.137.195.191 was 

actually obtained by automated law enforcement sensitive software that monitors peer-to-

peer file sharing networks. That software was identified in discovery as Torrential 

Downpour.1   “Torrential Downpour” is part of a larger Peer-to-Peer (P2P) 

 
1 See Government discovery Bates Stamped pages:  
 1. Bates  176-232 – 10/20/16 Details Log: “Torrential Downpour” appears at p. 1 (Bates 176) – “2016-

10-20 01:33:56 - Torrential Downpour version 1.23” 
 2. Bates 233-238 – 10/20/16 Download Status Log: “Torrential Downpour” appears at p. 1 (Bates 233) 

– “<!-- Torrential Downpour download status -->” 
 3. Bates 240-267 – 10/20/16 Summary Log: “Torrential Downpour” appears at p. 1 (Bates 240) –

  “2016-10-20 01:33:56 - Torrentia l Downpour version 1.23” 
 4. Bates 270-531 – 10/20/16 Details Log: “Torrential Downpour” appears at p. 1 (Bates 270) – “2016-

10-20 02:14:05 - Torrential Downpour version 1.23” 
 5. Bates 532-536 – 10/20/16 Download Status Log: “Torrential Downpour” appears at p. 1 (Bates 532) 

– “<!-- Torrential Downpour download status -->” 
 6. Bates 540-635 – 10/20/16 Summary Log: “Torrential Downpour” appears at p. 1 (Bates 540) –

  “2016-10-20 02:14:05 - Torrential Downpour version 1.23” 
 7. Bates 637-1901– 10/20/16 Details Log: “Torrential Downpour” appears at p. 1 (Bates 637) – “2016-

10-20 03:46:41 - Torrential Downpour version 1.15” and “2016-10-20 03:46:42 - Torrential Downpour version 

1.15” 
 8. Bates 1902-1915 - 10/20/16 Download Status Log: “Torrential Downpour” appea rs at p. 1 (Bates 

1902) – “<!-- Torrential Downpour download status -->” 
 9. Bates 1920-1948 – 10/20/16 Summary Log: “Torrential Downpour” appears at p. 1 (Bates 1920) –

  “2016-10-20 03:46:41 - Torrential Downpour version 1.15” and “2016-10-20 03:46:42 - Torrential 
Downpour version 1.15” Case 3:17-cr-00095-SLG   Document 200-1   Filed 09/12/19   Page 5 of 11



communications investigation toolset collection known as “RoundUp Suite”.  See, 

Liberatore, Levine, Wallach, Wolak & Kerle, 2015. As part of the RoundUp Suite, 

“Torrential Downpour” was apparently developed to enable single-source peer-to-peer 

file sharing between law enforcement and target computers potentially sharing 

contraband files or media. RoundUp Torrential Downpour is a specially modified version 

of a BitTorrent client. RoundUp Suite is available to law enforcement only, and is 

provided at no cost to eligible law enforcement entities. Liberatore, et al, 2015.  As such, 

scientific peer review has not been conducted, as has been done in other investigative 

software, like AccessData’s Forensic Toolkit (FTK), and Guidance Software’s EnCase, 

that can be obtained and tested by individuals in the scientific (e.g., non-law-

enforcement) community. 

18. The foundational toolsets for what are now known as RoundUp Suite were the 

product of law enforcement agencies partnering with Oak Ridge National Laboratory in 

2009, in an effort to automate investigative processes involving Peer-to-Peer networks. 

See, Borges et al 2011. 

19. I have examined work product, and reviewed available online information about 

Torrential Downpour, and have read cases where the program was used and described. 

This information states that the program generates log files for use as evidence in 

 
 10. Bates 1950-7923 – 11/20/16 Details Log: “Torrential Downpour” appears at p. 1 (Bates 1950) – 

“2016-11-20 19:23:13 - Torrential Downpour version 1.15” and “2016-11-20 19:23:14 - Torrential Downpour 

version 1.15” 
 11. Bates 7924-7937 – 11/20/16 Download Status Log: “Torrential Downpour” appears at p. 1 (Bates 

7924) – <!-- Torrential Downpour download status -->” 
 12. Bates 7954-7992 – 11/20/16 Summary Log: “Torrential Downpour” appears at p. 1 (Bates 7954) –

  “2016-11-20 19:23:13 - Torrential Downpour version 1.15” and “2016-11-20 19:23:14 - Torrential Downpour 

version 1.15” 
 13. Bates 7994 – Data Written Log:  “Torrential Downpour” appears –  “<!-- Torrential Downpour data 

written information -->” 
 14. Bates 7996-8203 – 11/22/16 Download Status Log: “Torrential Downpour” appears at p. 1 (Bates 

7996) – “<!-- Torrential Downpour status -->” 
 15. Bates 8207-8938 – 11/22/16 Summary Log: “Torrential Downpour” appears at p. 1 (Bates 8207) –

  “2016-11-22 20:48:30 - Torrential Downpour version 1.15” and “2016-11-22 20:48:3014 - Torrential 

Downpour version 1.15” 
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criminal trials. A key purpose of the Torrential Downpour software is to log and 

document efforts to download contraband from a target computer. According to the 

discovery provided, as well as repeated unanswered requests for authenticating 

documentation, the Government has produced in this case no uniquely-identifying device 

data beyond basic IP addresses associated with the defendant’s wireless household 

network. In my opinion, and in the opinion of respected forensic investigators, 

comprehensive forensic investigations must include device-identifying data that exceeds 

basic IP address assignments from an Internet Service Provider (ISP), to include system 

level Globally Unique Identifier (GUID) logs.  

20. In my examination of the government’s case I have discovered that  the 

investigator’s claim to have accessed numerous files which could not be downloaded. 

According to the BitTorrent protocol, the only reason a file could not be downloaded is 

because either no content exists on the queried system, or because that file was not being 

shared by the user. In the instant case, the investigator identifies numerous files which he 

says he was unable to download. It is my opinion, given what I know of the BitTorrent 

protocols, that either the investigator is mistaken, the software was operating in error, or 

the software has been modified in such a way as to exploit vulnerabilities in the 

protocols, and force the client to exceed the limitations of the BitTorrent protocol, thus 

“hacking” the source for evidence of files not intended to be shared. 

21. It is well-known, and confirmed, that prior versions of popular BitTorrent client 

software, including uTorrent, contained serious remote exploits that have since been 

acknowledged and patched in current versions. (See, BitTorrent Bootstrap 

'lazy_bdecode.cpp' Remote Code Execution Vulnerability, Symantec Corporation [US]: 

Security Focus.https://www.securityfocus.com/bid/70812/discuss). These vulnerabilities 

allow the client computer to be manipulated remotely, without the user’s knowledge. 

22. Given Torrential Downpour’s alleged ability to “see” files that appear not to be 

available for download, it seems very likely that the application leveraged a BitTorrent 

Remote Code Execution vulnerability to allow law enforcement investigators to control 

the file sharing settings on the suspect devices remotely. Descriptors listed in various 
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vulnerabilities indicate that use of the exploit could in fact be used to execute code that, 

by extension, could then modify user settings in an application’s sharing permissions. 

Whether or not a particular vulnerability was exploited, it has been reported in a number 

of cases that Torrential Downpour may be exploiting vulnerabilities in the Torrent client 

allowing law enforcement access to files not meant to be publicly shared. A defense 

examination of the Torrential Downpour software can confirm or deny the use of any 

BitTorrent vulnerability exploits. Defense experts, in my opinion, should be allowed to 

examine, under controlled and protected conditions, any and all logs, including system 

level GUID logs, associated with the investigation of the defendant’s internet 

communications activities as well as the program itself and its user materials.  

23. Having examined numerous P2P cases, and from personally observing the 

testimony of law enforcement personnel on similar cases, serious concerns have been 

raised regarding “quarantined” or proprietary law enforcement software that has not been 

subject to peer review, including Torrential Downpour, questioning the software’s 

accuracy and reliability and whether the software is going beyond the scope of “publicly 

available” information. To my knowledge, as of the writing of this Declaration, this 

software has never been formally tested and/or validated by anyone and is unavailable for 

testing by any third-parties.  

24. In my experience, it is critical to the defense of Mr. Schwier’s case to understand 

how this software functions in order to determine its reliability and accuracy in 

identifying files reported as “publicly available” from Mr. Schwier’s computer. In 

addition, forensic review of the Torrential Downpour software may enable the defense to 

show that the program had capabilities beyond those claimed or acknowledged by law 

enforcement. This evidence may help the defense demonstrate how law enforcement was 

able, using the software, to access files on defendant’s devices that were apparently 

inaccessible for download by either specialized law enforcement tools, or by members of 

the general public. In a measurable way, such capabilities could be had by exploiting 

[subsequently patched] BitTorrent client software vulnerabilities, and changing or 

overriding user settings to allow police to access files defendant had intended to keep 
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private, by searching for files in places defendant had intended to block from access to 

other Bit Torrent users, or by downloading only fragments of files, rather than complete 

files. 

25. Furthermore, Mr. Herz has requested my assistance in preparing cross-

examination of a government witness who will testify about his use of Torrential 

Downpour as the culminating basis of his investigation of Mr. Schwier. Without access to 

this software, I can neither confirm the technical accuracy of the witnesses' testimony, 

nor can I competently prepare defense counsel to cross-examine the witness. 

26. Thus, the implication in this case is that the software may be identifying files of 

suspect child pornography as being on Schwier's computer that in fact are not there or are 

not "publicly available" and were not intended to be shared. Since the Torrential 

Downpour software has never been independently tested and validated it is critical to Mr. 

Schwier’s defense to understand how this software functions in order to determine its 

reliability and accuracy in identifying files allegedly belonging to Mr. Schwier.  This is 

especially so when none of the files, the torrent or the info hash were found on any of his 

computers. Again, to my knowledge, no publicly available study has been undertaken to 

ascertain the reliability of the data produced and reported by the Torrential Downpour 

software. 

27. In my quarter-century of forensic experience, much of which comes from 

examining, following, and teaching acceptable scientific and law enforcement practices, 

it is not acceptable science to rely on a tool (software) that has not been tested and 

subjected to peer-review. Even less-so when a tool is barred from peer review. This is 

why most forensic examiners use tools like EnCase and FTK, because they are industry 

standard tools that are available for testing and validation by anyone and, as such, have 

been accepted by the Courts as viable tools. However, even those tools have been proven 

to produce inaccurate and unreliable data at times which has only been discovered 

through the ability to test and validate them, leading to critical patches in the software. 

28. The biggest challenge with developing an accurate tool is the diversity of 

hardware data being collected and analyzed. This is why even tools like EnCase and FTK 
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sometimes produce inaccurate and unreliable results. No two computer systems are 

identical. Computers are installed with different operating systems and there are hundreds 

of different versions of the same operating system, some are updated regularly and some 

are not updated at all. Those operating systems have thousands of different settings that 

can make each system unique in how it functions and records data. Within those 

operating systems a user can install millions of different software applications from large 

commercially produced software to small home-made software applications. Software 

applications may have bugs; data can be corrupted or incomplete; computers can be 

infected with viruses, Trojans and other malware. All of these variables have an effect on 

how that data is collected, analyzed and documented by a tool. While a tool may provide 

accurate information on an updated Windows system without any malware, the same tool 

may yield false results on a system that has not been updated and is infested with viruses. 

29. When talking specifically about peer-to peer (P2P) software, there are hundreds of 

versions of file sharing software applications that users can download from the Internet. 

Some are free and some are paid. Some are updated regularly with new versions, some 

are not. Some of those applications are open source, meaning the user can actually 

modify the source code of the application allowing it to function differently than the 

exact same piece of software installed on another computer. I have personally been 

researching, testing and analyzing P2P file sharing software available to the public for 

over ten years including, but not limited to, LimeWire, FrostWire, Bearshare, Ares, 

BitTorrent, eMule, Phex and Shareaza. What I have discovered in all of these programs is 

that they can contain bugs, they do not always function as intended and the data reported 

by these applications is not always accurate or reliable. In that regard, any tool used to 

collect, analyze and document data associated with these applications may also be 

inaccurate and unreliable. 

30. For all of the reasons stated above, and under general scientific principles, it is my 

opinion that the software relied upon during the undercover investigation needs to be 

tested and validated by a qualified third-party to determine its functionality, accuracy and 

reliability. 
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31. I declare under penalty of perjury that the foregoing is true and correct to the best 

of my knowledge, and I hereby reserve the right to amend any statement should 

additional information be made available to me at a later date. 

 DATED at Los Angeles, California, this 12th day of September 2019. 

      
 

 
     ___________________________________ 

     Jeffrey M. Fischbach 
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Robert M. Herz 
Law Offices of Robert Herz, P.C. 

431 W.7th Avenue, Suite 107 
Anchorage, Alaska 99501 

907-277-7171 Phone 
907-277-0281 Fax 
 

 
IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 
 

 

United States of America,  ) 
      ) 

   Plaintiff,  )   Case No. 3:17-cr-0095 SLG-DMS   
      ) 
vs.     ) 

      ) 
Matthew Schwier,        ) 

      )             
   Defendant.  ) 
      ) 

____________________________________) 
 

 

DECLARATION OF JEFFREY M. FISCHBACH  

IN SUPPORT OF DEFENSE MOTION FOR RECONSIDERATION  

 I, Jeffrey M. Fischbach, declare as follows: 

1. In its “ORDER RE MOTION FOR ADDITIONAL TERMS FOR PROTECTIVE ORDER 

(Dkt. 254)” the court has demonstrated clear efforts to strike a balance between the need for the 

defense to complete tests which the court has found to be material, with the government’s 

concerns regarding potential distribution of its proprietary software. However some  

government language adopted by the court, makes it impossible for me to conduct the tests 

which the court has found are material to the defense. Mr. Walker himself, has admitted that the 

arbitrary limits he has asked the court to adopt, do not  actually serve to prevent the 

government’s software from “escaping into the wild”. Specifically, the government’s arbitrary 

constraints on how I physically can and cannot access the government’s own equipment 

prevents me from conducting the defense tests that I must complete for trial. I do believe, 

however, that this may be a simple misunderstanding of the software and equipment necessary 
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to complete testing and subsequent analysis.  

2. Without unfettered access to computer ports, in order to install my own tested, industry-

accepted software and hardware, as well as to remove my test results from the  government 

provided computer for further examination and analysis at my laboratory, I simply can’t 

complete the tests that the court has found material to this matter. With current restrictions in 

place, I can’t even connect a screen, keyboard, or mouse, let alone the hardware and software 

that I need for my tests, and that are required by industry standard forensic practice in order to 

insure that no data accidentally alter my results or escape the system. As Agent Allison should 

well know, some of the most effective industry-tested forensic standard software requires a 

USB dongle (key) to remain plugged into the computer’s USB port, in order to use the 

software. Indeed, this USB key was necessary and required for Allison to use the software he 

relied upon in his own work to forensically examine the evidence seized from Mr. Schwier’s 

property. The very same software that produced results inconsistent with TD. Thus, had Agent 

Allison been subject to Mr. Walker’s restrictions of only connecting to one network card port, 

even he could not have completed his own exam which alerted the defense of these inconsistent 

findings. 

3. If Mr. Walker isn’t aware that his arbitrary restrictions limit my work  to only reproducing 

Mr. Erdely’s “validation” procedures, then he simply hasn’t done his homework or consulted 

with his own experts. This not only restricts me only to performing Mr. Erdely’s “validation” 

procedures, but it doesn’t even allow me to competently utilize the tools available to me to 

personally assure that no unintended data enters or exits the machine, as Mr. Walker himself 

claims to fear. I see no scientific or investigative value to utilizing precious resources repeating 

Mr. Erdely’s “validation” here in California. On the contrary, I refuse to be associated with the 

propagation of “junk science”, as dictated by an apparently biased actor, who c learly doesn’t 

understand scientific method or computer security.  

4. To a significant degree, the court relied on the government’s [PROPOSED] ORDER 

GRANTING MOTION FOR ADDITIONAL TERMS FOR PROTECTIVE ORDER filed on 
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November 18, 2019, which was little more than a superficial makeover of their prior proposal 

which only served to allow me to perform their proposed “validation”, and not my tests. It 

appears to me that the court was able to recognize that tests conducted under the government’s 

own prescribed "validation" procedures would effectively neutralize decades-old practices of 

independent review. The court’s current order seems to address most of those arbitrary 

government constraints. 

5. In order to clearly articulate for the record why I am unable to effectively prepare counsel 

for trial with certain remaining restrictions, I will address my remaining concerns within Dkt. 

254 line-by- line in the following paragraphs. Paragraph numbers in bold reference and 

correspond to the numbered paragraphs in the court’s order at Doc.254. 

a. (Paragraph 6) Government personnel will have access to the TD Computer 

only for the purposes of starting the TD Computer, entering the password 

for the defense, and keeping the TD computer secure consistently with 

OCRFCL standard operating procedures. Government personnel will not 

observe the defense testing. 

 Rather than relying on AUSA Walker’s self-serving interpretation of OCRCFL 

standard operating procedures, I would urge the court to compel Mr. Walker to produce 

text from the actual SOP upon which he claims to be relying. Based on his insertion of 

government personnel into a defense examination, I don’t believe he has even consulted 

the RCFL. I have personally utilized several RCFL facilities around the country. Contrary 

to Mr. Walker’s representation, it has been my experience that RCFL personnel have been 

instructed specifically not to interact with equipment used by the defense, specifically 

because doing so risks physically observing privileged work product, and can lead to 

accusations of government “snooping”.   

 In this particular case, Mr. Walker has already asked the OCRCFL’s Joseph 
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Monroe to provide details about my examination. Should Mr. Monroe, (or other RCFL 

staff) be in control and custody of the equipment containing my work product,  they would 

be able to see my examination progress each time they have to log me back into the system 

(which happens every time I so much as leave to use a restroom), as well as hold exclusive 

possession of the password to access it while I am away, he (they) would most certainly be 

suspect, should my tests or the computer fail, or should the government appear to gain 

advanced knowledge of my testing results. While this may not have previously been as 

great a concern when Mr. Reardon was assigned to the case, it has been of particular 

concern given Mr. Walkers already proven proclivity to use RCFL staff, with no apparent 

justification, to provide information about my examination, communication, and 

consultation. While I do understand that the AUSA does have the power to use the RCFL 

in this way, I seriously doubt that it is the court’s intention for him to continue do so.  

 Any government access to my tests and/or testing environment 

(hardware/software), including set-up, risks attorney-client privilege and work product, my 

ability to authenticate my own work, inserts the government into the defense chain-of-

custody, and could invalidate my test results. A technically knowledgeable Agent can learn 

a lot simply from the hardware configuration and setup and the software I am using to 

perform the tests I need to conduct. The government has  not justified how being granted 

sole password access to my tests, and physically opening the screen every time I need to 

use the computer, in any way serves to secure its software or equipment, (or serves to 

protect children,) when the equipment itself will already be in the physical custody of the 

government to begin with. Despite his knowledge of the stolen hard drive I reported to Mr. 

Monroe, Mr. Walker does not so much as specify any need or requirement for well-

established forensic software/hardware measures that could be used to actually protect the 

equipment and data (including TD software) against being physically stolen or accessed 

from the RCFL.  
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 With the physical restrictions pertaining to access to the government computer, 

noted below in Paragraph 9 of the court’s order, which were imposed at the government’s 

request, I can’t even install and utilize these standard measures, let alone the 

software/equipment I need to perform my tests. All of which leads me to believe that either 

Mr. Walker is simply naive and has not done his homework, or that his real motivation is 

to thwart my examination of TD software and/or use it to prove that I have in some way 

violated a court order, so that he can either eliminate or damage my testimony in the 

defendant’s case.  

 Moreover, in no way is any of this “consistent with OCRCLF standard operating 

procedures”. This is blatant misrepresentation to the court. Mr. Walker himself provided 

me the password to the computer currently housed at the OCRCFL. Mr. Monroe, to my 

knowledge has had no access to this password or even touched the keyboard of that 

machine. This does, however, further justify the need for me to have complete, unfettered 

control over my equipment, including exclusive password control, not shared with the 

government, while conducting tests at the OCRCFL  

b. (Paragraph 7) Installation of Torrential Downpour software onto the TD 

Computer will occur as follows: 

i. a. An FBI agent or Task Force Officer will keep exclusive 

possession of a USB drive or other removable media containing the 

Torrential Downpour software. The defense will not possess the 

Torrential Downpour software, other than on the TD Computer. 

I have consistently agreed that the RCFL should maintain custody of the TD installation 

disk provided to it. As Mr. Monroe himself has conceded, my own equipment which I was 

required to leave at the OCRCFL, was stolen from the OCRCFL’s Defense Exam room, 

while I was not present, and while in the custody and control of the government. It would 

certainly be prudent to make sure that this software is kept secure. However, the tests that 

were ruled material do require testing and analysis of TD which necessarily requires that I 
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make multiple copies subjected to industry-tested software and hardware analysis. 

Therefore, while this can all occur within the  confines of the OCRCFL, it simply cannot 

be completed, in any way, on a machine restricted in the way the government has outlined. 

Again, the government’s proposed order simply allows for me to conduct Mr. Erdley’s 

“validation” in California, without Det. Erdely’s physical presence.  

ii. b. Prior to testing, the FBI agent or Task Force Officer will allow 

Mr. Fischbach to install Torrential Downpour versions 1.15 and 

1.23 onto the TD Computer, all while in the physical presence of the 

FBI agent or Task Force Officer. The FBI agent or Task Force 

Officer may observe Mr. Fischbach install the software. 

 Mr. Walker has already reached-out to OCRCFL personnel to gain intelligence on 

my previous examinations and work. Since the passing of the Adam Walsh Act RCFL 

“Walsh Rooms” (Defense Exam rooms) have been treated as a “firewalled” environment 

where defense examiners can conduct their work without exposing privilege or work 

product. The government now seeks to breach this “firewall”, which only serves to 

undermine operational practices that took years to establish. If the government’s  

restrictions are upheld, it could undermine the trust and use of  these facilities by defense 

examiners across the country.  

 Mr. Erdely's protocols included starting screen capture & monitoring software, as 

well as Wireshark, before the installation and initiation of his software. My time-tested 

industry-practiced methodology also requires the initiation of certain hardware and 

applications on each work-station prior to testing and examination, which would 

necessarily make the observing agent privy to attorney client privilege. At the same time, 

unless that agent or individual is well trained in computer forensics, it is unlikely that 

he/she would serve any value to the government in terms of securing its software. On the 

other hand, if this individual is technically- trained, then he/she serves an even greater value 

as an “information spy” for Mr. Walker, than in any way to actually secure software.  
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c. After the installation, the FBI agent or Task Force Officer will 

remove the USB drive or other removable hardware from the TD 

Computer. 

 The government should continue its now long-standing practice of having a hands-

off policy when it comes to defense forensic examinations. As I have continued to offer, I 

would encourage the safe custody of the original software in government hands, and I 

would be willing to personally put it in the government’s hands the moment I have 

completed my use of the installation files. More significant in this paragraph, however, is 

the government’s continued use of the term “TD Computer”. This further emphasizes that 

the government intends for me to operate exactly as Mr. Erdely’s “validation” protocols 

specify -- not according to my own testing protocols, that this court has already ruled are 

material to the preparation of the defense in this case. This notion of a “TD Computer” is 

simply because Mr. Erdely’s protocols specify one computer as “TD”, and the other as 

“Suspect”. As outlined previously in my redacted declaration, that is not my proposed 

operating procedure. And that will not allow me to complete the tests that have been found 

to be material in this case. 

d. (Paragraph 8) The defense may bring digital media, computers, cell 

phones, and an internet hotspot (i.e. one that is compatible to connect to the TD 

Computer via the network card) into the OCRCFL room with the TD Computer. 

 Again, the government sees fit to dictate the defense examination environment, in 

order to restrict defense testing to its own “validation” protocols. In this case, however, the 

government is dictating an Internet connection method (Ethernet) that is currently 

unavailable on most Cellular 4G hotspots, and one that was not even an option on the WiFi 

hotspot that Mr. Erdely used for his own “validation”. If a WiFI connection is unsuitable, 

or vulnerable, then it begs the question: why did Mr. Erdely use WiFi himself? I suspect 

that this government proposed requirement was made simply because it is well known that 
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there are very few “hotspots” for sale that have a wired Ethernet connection, and that those 

would be very costly for the defendant. For example, a simple search will show that the 

only Ethernet-equipped hotspot available from Verizon costs more than 4X as much as a 

comparable WiFi hotspot from Verizon. ($649.99, compared to $149.99.)  

e. (Paragraph 9) The TD Computer will contain one network card. The 

defense will not make any connections to the TD Computer other than through 

the network card. The TD Computer may access the internet through the 

network card. 

 As stated above, the government seeks to narrow the defense testing and 

examination to its own “validation” procedures. In order to complete the tests that have 

been deemed material, I simply must have the ability to connect my own equipment, install 

my own industry-tested and accepted software and hardware, and to have the ability to 

remove my results for further examination and analysis. Otherwise, I cannot complete the 

testing that has been found material in this matter. In short, I need access to multiple 

computer ports and network connections to run my tests. 

f. (Paragraph 13) The defense will not tamper with or open the TD Computer. 

 I understand and concur with the apparent spirit of this paragraph, I would for all of 

the reasons stated above, ask that the court impose the same admonition on the 

government. To that end, I had previously considered “tamperability” in my prior 

equipment specifications estimate that was provided to the government last week. 

Although a desktop machine is considered to be easier and less expensive to repair and 

upgrade, and has always remained my preferred platform for that reason, I would likely 

seek to use a laptop for my tests, because while retaining similar capabilities, they are 

significantly more difficult to alter, and much easier to identify any tampering  that has 

occurred. For several reasons (which I can provide, if necessary, in a redacted document), 

including this, I tend to rely on Apple laptops, when an examination requires leaving 

equipment in government custody. At little-to-no added cost compared to similarly-  
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equipped desktop machines, I believe these safeguards serve to protect and authenticate 

chain-of-custody, work-product privilege, as well as both parties from any associated  

accusations. 

 6.  I have been working with sensitive files for a quarter-century. Many of the procedures 

used by the FBI today were first used and instructed by me. So long as I have complete and 

unfettered access to properly determine and configure the equipment I use for these tests, I 

will take all the aggressive file containment protocols that I always use when examining 

sensitive material. This however, will necessarily require me to configure all equipment 

myself, and have access to add and remove all necessary software as my time-tested and 

industry-accepted protocols dictate, which means I will need access to more than one port 

on the government provided computer and more than one network connection. If I am 

allowed to do this I can safely guarantee the TD software will not be accidentally copied 

or distributed while under my control. Should I be required to use the computer as dictated 

by the government, without the ability to install or connect any previously tested and 

industry accepted software (much of which is specifically designed to protect data from 

any unintended use) and hardware to any port or connector on the computer, as needed, 

then not only can I not complete my tests, I would not be able to assure the court that all 

standard precautions had been taken. Given the necessary access I need on the testing 

equipment provided by the government, I will take all necessary software and hardware 

precautions to restrict copy or dissemination of TD, and to secure my forensic work 

environment, as has been my standard practice for 25 years.  

7.   The foregoing statements true and correct to the best of my knowledge, and I hereby 

reserve the right to amend them should additional information be made available to me at a 

later date. 

/ / / 

/ / / 
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I declare under penalty of perjury under the laws of the United States and the State of 

California that the foregoing is true and correct, and that I execute this Declaration in Los 

Angeles, California, on November 25, 2019.  

 

                                            

__________________________ 

Jeffrey M. Fischbach 
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Robert M. Herz 

Law Offices of Robert Herz, P.C. 

431 W.7th Avenue, Suite 107 

Anchorage, Alaska 99501 

907-277-7171 Phone 

907-277-0281 Fax 

 

 

IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 

 

      )       

United States of America,   ) 

      ) 

   Plaintiff,  )  Case No. 3:17-cr-0095 SLG-DMS  

      ) 

vs.      ) 

      ) 

Matthew Schwier,         ) 

      )             

   Defendant.  ) 

      ) 

____________________________________) 

 

SUPPLEMENTAL DECLARATION OF JEFFREY M. FISCHBACH 

SUPPLEMENTING DOC. 296 

  

I, Jeffrey M. Fischbach, declare as follows: 

 

1. This declaration is written to supplement my declaration at Dkt. 296-1 responding to the 

government’s Dktt 288, “Notice Regarding Proposed Testing Environment”, and 288-1, “Test 

Environment Regarding Torrential Downpour”. 

2. It should be noted that the government’s entire concern over TD, as well as TD’s secret 

feature being released into the “wild” has been rendered entirely without merit and perhaps  

disingenuous by its own repeated missteps. As noted previously, the government already  
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accidentally exposed its secret feature to me during its demonstration on October 17 and 18, 

2019. Without prompting or obligation, I alerted both the government and the court that this 

occurred, and volunteered to bound by a verbal nondisclosure agreement, sworn before the 

court.  Had I not volunteered this information, the government would have had no idea that this 

secret, which the government has described as being critical to its ability to work undercover, 

without detection, had been exposed to me. I have been trusted since then to observe the oath I 

volunteered to the court. The government has now, once again, accidentally provided me 

something it claims I cannot be trusted to keep safe. Before settling on a protective order, the 

government has unintentionally provided me with two working copies of TD, to which I have 

had unmonitored access for more than two weeks. 

3. On December 6, 2019 I traveled to the Orange County RCFL for the purposes of initiating 

several searches in preparation for trial, and to examine the thumb drive sent by the government 

containing copies of the Virtual Machines (VM) preserving Mr. Erdely’s TD validation, 

performed in my and Atty. Herz’s presence, in Anchorage on November 4, 2019. Shortly after 

arriving at the OCRCFL, my liaison, Joseph Monroe provided to me the aforementioned thumb 

drive for use on the government-supplied Mac that I have been using to conduct my Anchorage 

and Orange County examinations. Upon receiving the thumb drive I informed Mr. Monroe that 

I would like to copy its contents to the aforementioned government computer, so that I can 

return the thumb drive to his custody, as not to leave it exposed in a shared civilian exam room. 

As well, VM’s typically do not run well, if at all, on external media. Mr. Monroe agreed, so 

long as it stayed on that computer, as stipulated. 

4. Some time later that afternoon, Mr. Monroe re-entered the defense examination room, and 

informed me that he had received communication from AUSA Jonas Walker, asking him to 

remind me that I was not to remove anything from that thumb drive from the OCRCFL. I 

agreed, and reminded him that I had copied its contents to the government’s computer, which 

he acknowledged. AUSA Walker also memorialized this notice in an email on that date at 

2:37PM. 

5. A short time later, Mr. Monroe again entered the defense examination room and asked if I 
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had already begun working with the data from the thumb drive. I let him know that I had, but 

that I also had been having some trouble with errors attributed to an older model computer. Mr. 

Monroe then informed me that Mr. Walker believed that there may be copies of TD on the 

thumb drive he supplied, and reminded me that I was not to copy it. I again reminded him that I 

had already copied the contents of the thumb drive to the government’s computer, to remain in 

RCFL control and custody. He acknowledged that. 

6. I left the OCRCFL two different times that day, since having been provided copies of TD. 

Each time, I left without any search of my property, as is expected when exiting an RCFL 

facility. (Upon my final exit for the day, Mr. Monroe simply waved from behind glass, and 

asked if I had anything still running on the computer.) As usual, I had in my possession a 

laptop, a tablet, a smartphone, and several pieces of removable media which I typically carry in 

my computer bag. Any one of which could have been used to remove TD from the OCRCFL. 

Even if I did not already have those storage devices with me, there is a BestBuy directly across 

the street from the OCRCFL, where I could purchase one. I left the OCRCFL for a lunch break, 

lasting at least an hour. Plenty of time to purchase removable media. 

7. If I had nefarious intentions, TD would have already been “in the wild” for the past two 

weeks. I am unsure when Mr. Walker realized that he accidentally sent me two copies of TD, 

but I presume it was sometime between at least November 19, and December 6, 2019 -- and not 

likely coincidental with my arrival at the OCRCFL. However, upon realizing that TD was 

already in my possession, Mr. Walker simply admonished me, via Mr. Monroe, that I was not 

to remove it from the RCFL, and then trusted me not to. At the October 17-18 and November 

26th hearings in Anchorage, it was conveyed to the court that putting TD in my possession is 

considered to be “in the wild”. However, even after realizing that TD had already been released 

to “the wild”, Mr. Walker allowed me unmonitored access to it. At any time, had Mr. Monroe 

told me that I would not be able to continue my examination due to the accidental release of 

TD, I would have complied. Instead, I was allowed by the USA to continue my work until 

standard OCRCFL closing hours, and leave the facility twice -- all the while trusting that I 

would not remove a copy of TD, or possibly trusting that I was aware of potential consequences 
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of doing so. Which I am. 

8. Simply put, if I cannot be trusted with Torrential Downpour, or its secret feature, then 

both have already been irrevocably compromised and released to the wild. And, nothing in the 

government’s latest, or even prior proposals will ever get it back. Having earned the respect, 

not only of defense attorneys, prosecutors, judges, and the media, as well as my entire income 

for the last quarter century, it is counter intuitive that someone in my position would simply 

compromise my status for the purposes of aiding criminal behavior. If anything, at least as 

much as the AUSA and any member of law enforcement, I earn my living because individuals 

are arrested, not because they are empowered to get away with crime. I have every reason, and 

even several additional legal reasons to keep this software from being compromised. While Mr. 

Erdely can accidentally reveal a secret TD feature, and Mr. Walker can accidentally release two 

copies of the software, I would likely be held in contempt of court, at the least, and possibly 

risk much more. For this reason alone, the government’s clear, and demonstrated attempts to 

thoroughly monitor and collect evidence on me and my examination for the purposes of 

exposing the breach of a Protective Order, give me pause to consider whether assisting in the 

defense of one individual may not be worth risking my own career and freedom. I would 

suspect, given the impositions the government has proposed, very few if any individuals in my 

position would accept the case. 

9. Despite the government’s failure to secure its own software and secrets, I have gone to 

great lengths, both to voluntarily alert the government and the court about information which 

they accidentally provided to me, as well as to attempt to use equipment owned by the 

government, at facilities run by the government, and to utilize very expensive specialized 

hardware and software at my disposal to further reduce the risk of accidental dissemination. To 

wit, I suggested the use of the LA SCIF, when it was demonstrated to me that the OCRCFL 

does not physically guarantee the security of equipment and data left in its shared defense exam 

room. 

/  /  /  

/  / / 
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I declare under penalty of perjury under the laws of the United States and the State of 

California that the foregoing is true and correct, and that I execute this Declaration in Los 

Angeles, California, on January 6, 2020. 

 

                                            

__________________________ 

Jeffrey M. Fischbach 
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Storrs Law Firm, PLLC 

Zachary Storrs 

Arizona State Bar No. 025780 

1641 E. Osborn Rd. Ste 8 

Phoenix, AZ 85016-7146 

Telephone (480) 231-0126 

 Facsimile (602) 955-4701 

Zstorrs@hotmail.com 

Attorney for Defendant 

 

IN THE UNITED STATES DISTRICT COURT 

DISTRICT OF ARIZONA 

 

United States of America, 

 

 Plaintiff, 

 

Case No. CR-17-01311-PHX-DGC 

 

 

 

vs. DEFENDANT’S MOTION TO 
COMPEL ADDITIONAL DISCOVERY 
AND NOTICE OF FILING OF 
TORRENTIAL DOWNPOUR 
VERSION 1.33 TESTING AND 
ANALYSIS  

 

Anthony Espinosa Gonzales, 

  

                                 Defendant. 

 

 

(Evidentiary Hearing Requested) 
  

Comes now Defendant, Anthony Espinosa Gonzales, by and through undersigned 

counsel, pursuant to Brady v. Maryland, Rule 16 of the Federal Rules of Criminal 

Procedure, and the Due Process Clause of the 5th Amendment to the United States 

Constitution and requests that this Court enter an additional order to compel the 

Government to disclose additional discovery, including all previously requested 

discovery relating to the law enforcement Computer program “Torrential Downpour” 

utilized by investigators in this matter.  This motion incorporates by reference pleadings, 
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allegations, and argument previously presented in this matter.  This motion is further 

supported by the following Memorandum of Points and Authorities.  

 

MEMORANDUM OF POINTS AND AUTHORITIES 

Introduction 

Mr. Gonzales requests that this Court order additional testing of the software 

relevant to this matter, to include programs Torrential Downpour, Torrential Downpour 

Receptor, and ICAC COPS.  Specifically, Mr. Gonzales moves that this Court issue its 

Order directing that (1) further testing of the software be granted to the defense; (2) 

ICAC COPS be included in that testing; (3) additional source computers be included in 

that testing; and (4) industry standard testing be conducted on this suite of software by a 

qualified software testing company. 

In support, Mr. Gonzales offers as Exhibit A to this pleading, the Torrential 

Downpour Version 1.33 Testing and Analysis report generated by Loehrs Forensics.  The 

report results from an initial round of data retrieval and examination conducted in 

October of 2019 and is based upon the Court’s Order entered on August 27, 2019 (Doc. 

86).    

Facts 

 

The truth and accuracy of the Government's claim that its software conducts a 

single source download, to include ICAC COPS, is absolutely material to the defense.  

The Government has acknowledged that the entirety of the evidence on the eight 
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distribution charges is comprised of the logs of its own software stating that the child 

pornography was downloaded from Mr. Gonzalez’s computer.   On January 31, 2019, the 

following exchange took place between this Court and AUSA Helart: 

 
The Court:  The distribution charged in each of these counts [Counts  

One through Eight] is the sharing of the video from     

defendant's computer to the Government's computer.  That 

is the act of distribution that's charged; correct? 

  

Ms. Helart:  That is correct. 

  

The Court:  It's not distribution with anybody else, it's that distribution. 

  

Ms. Helart:  Correct.  Yes. 

RT 1/31/19, p. 141, l. 23 to p. 142, l. 4. 

Later in the hearing, there was discussion about the limitation of the Government’s 

evidence:  

 

The Court: Yeah. But, again, the only evidence you have that that video 

       that you will be showing the jury came from the defendant's 

  computer is what Torrential Downpour and its logs tell you. 

 

Ms. Helart: It is true. 

 

RT 1/31/19, p. 143, lls. 18-22. 

 

On, June 28, 2018, the defense filed a Motion to Compel Discovery; Preclude 

Certain Evidence.  Following the Government’s Response, an Evidentiary Hearing was 

held on August 16, 2019.  The defense proposed conducting nine tests of the software.  In 

the Court’s Order, filed on August 27, 2019, tests one and two were deemed unnecessary 

because the Government conceded that the Torrential Downpour software program will 

identify non-parsed and partially-parsed torrents of investigative interest. [Doc. 86].  The 
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Court granted Mr. Gonzales’ request to conduct proposed tests three and four, however 

without the inclusion of ICAC COPS.  The Court denied the request for tests four and 

five.  Tests seven, eight, and nine were ordered without objection from the Government.  

The Court also granted a request to present a supplemental brief.  The defense asserts that 

the tests conducted pursuant to the Court’s order entered on August 27, 2019, provide 

direct evidence and support that the issues raised are material to the preparation of a 

defense, provide evidence that there is a 4th Amendment issue that must be addressed, and 

demonstrate that further testing is necessary to protect Mr. Gonzales’ constitutional 

rights.  A description of some of the tests conducted demonstrates some of the reasons 

that further testing is required. 

The defense respectfully underscores that the results of live testing and forensic 

analysis of the Torrential Downpour software has revealed two important realities.  First, 

contrary to the Government’s repeated claims, Torrential Downpour may identify data 

that exists outside of shared space to include deleted data.  Second, the Government 

cannot rely on log files alone because Torrential Downpour may falsely report that a user 

possesses data that has been deleted.  

Test VII: Single Source Download 

 Pursuant to Section VI of the report, “the seventh test determines the accuracy of 

Torrential Downpour limiting downloads to a sole IP address against the BitTorrent 

protocol.” The Single Source Download test was designed to determine Torrential 

Downpour’s accuracy in limiting downloads to a sole IP address against the BitTorrent 

protocol. This is significant because it assures law enforcement that the entirety of the 
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illegal files came from one suspect, as opposed to incomplete pieces from multiple 

suspects, as the BitTorrent protocol is designed and instructed to operate by default.  The 

specific goal of the test is to determine whether Torrential Downpour will obtain files 

from other sources during the course of an investigation.  However, during the testing the 

Government manually instructed Torrential Downpour to connect to a single IP address. 

The software did not run natively in an automated state, nor was it used to investigate 

suspects concurrently. In other words, the test did not allow the software to fail. This 

would be analogous to testing the safety features of a car without conducting a controlled 

car crash.  Therefore, this test is incomplete and inconclusive. 

          The single source download test of Torrential Downpour was conducted to 

determine if the program limits “downloads to a sole IP address against the BitTorrent 

protocol.” (Exhibit A, p. 4).  More directly, “the question is whether Torrential 

Downpour will obtain files from other sources when it is unable to conduct a single 

source download.”  (Id.).  The test is ultimately meaningless in regard to the actual 

functionality of the program as it is used by law enforcement.  

Argument 
 

The Court found Torrential Downpour material to the defense under Rule 

16(a)(1)(E(i). (Court’s Order, Doc. 86).  Nothing could be more material to Mr. 

Gonzales’ defense.  Again, the logs compose the entirety of the evidence for the 

distribution charges.  Testing demonstrates that those logs are flawed.  As noted in the 

Court’s Order: “Evidence is ‘material” under Rule 16 if it is helpful to the development 
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of a possible defense” United States v. Budziak, 697 F.3d 1105, 111 (9th Cir. 2012).  

Due process requires additional testing.  It is fundamentally unfair to ask a defendant to 

defend against allegations that are entirely based upon flawed logs without allowing that 

defendant to ascertain the extent to which those logs are flawed and how those flaws may 

have affected the only evidence presented against him.  To prevent a defendant from 

doing so is to effectively prevent him from confronting his accuser. 

The Defendant here wishes to address three primary issues related to these 

findings.  First, the Government conceded that Torrential Downpour will identify 

suspects in child pornography investigations who have no illegal content per the Non-

Parsed Torrent and Partially Parsed Torrents tests.  Because of this, and because the 

associated torrents and files identified by Torrential Downpour during the FBI 

investigation were not located on Mr. Gonzales’ computer, the defense has evidence that 

Mr. Gonzales could have been improperly identified by Torrential Downpour when he 

did not possess any illegal content.   

Second, the testing revealed Torrential Downpour will identify suspects as 

possessing child pornography for data that has been deleted and unshared. This result, 

combined with the fact that the associated torrents and files identified by Torrential 

Downpour during the FBI investigation were not located on Mr. Gonzales’ computer, 

demonstrates that Mr. Gonzales could have been inappropriately identified by Torrential 

Downpour when he did not publicly share any illegal content.  It is anticipated that the 

Government will argue the difference in Mr. Gonzales’ case is that Torrential Downpour 
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reported downloading data whereas the testing only identified the suspect and could not 

download any content.  This raises the third issue. 

Third, the testing was largely inconclusive due to the limitations imposed on 

testing the single source download feature of Torrential Downpour.  There are essentially 

two steps in an investigation using Torrential Downpour: the identification of a suspect 

possessing suspected child pornography and downloading data from the suspect as 

distribution of child pornography.  In this case, Torrential Downpour first identified Mr. 

Gonzales as a suspect possessing child pornography. The testing revealed Torrential 

Downpour can and will falsely identify suspects as possessing suspected child 

pornography that is deleted and unshared. Next, Torrential Downpour allegedly 

downloaded illegal material from Mr. Gonzales’ IP address. The testing did not allow 

Torrential Downpour to connect to multiple suspects and, therefore, the testing could not 

determine the possibility that data could have been downloaded from a source other than 

Mr. Gonzales during the investigation in this case.  There are two logical explanations: 

the data was present in shared space when downloaded or it came from somewhere else.  

If the data was not on the computer, it must have been downloaded from ICAC COPS or 

from other users being monitored.  Therefore, the Torrential Downpour logs relied upon 

by the Government as evidence that Mr. Gonzales possessed and distributed suspected 

child pornography are, in fact, unreliable. 

 Because none of the suspect files that were charged in Counts 1-8 were found on 

Mr. Gonzales’ computer, there is no forensic evidence to corroborate claims presented by 

the Government.  If the software performed as described by the Government, the files 
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must certainly have been downloaded to the shared file, distributed during the undercover 

investigation, and deleted at some time between the undercover investigation and the date 

of seizure.  However, if the software does not work as the Government has described, one 

of several possible scenarios must have occurred.  The testing described in the report that 

constitutes Exhibit A addresses these scenarios.   

 An imperfect, but, nevertheless, instructive analogy is to consider a scenario in 

which a defendant is charged driving under the influence of alcohol where the blood 

alcohol analysis constitutes the only evidence against the defendant.  A forensic analysis 

of Mr. Gonzales’ computer revealed none of the materials that constitute the distribution 

charges.  This is analogous to a driver who presents no poor driving, no smell of alcohol, 

no slurred speech, and no other indications of alcohol ingestion.  In addition, the results 

of the forensic analysis of the computer is also analogous to a driver who has taken and 

passed all field sobriety tests and who has given no indication of being inebriated.  If the 

sole evidence against this defendant is the result of the blood analysis, nothing can be any 

more material to the defense than the reliability of that analysis.  If that defendant 

develops evidence that the blood analysis is flawed in a way that might directly affect the 

analysis of her blood, but is not permitted to seek out and present that evidence, then that 

defendant can present no meaningful defense at all.   

Here, there is demonstrable evidence that the Torrential Downpour logs are 

unreliable when describing exactly the type of information which forms the basis of the 

charges against Mr. Gonzales.  One difference between the scenarios is that there would 

be no probable cause for a traffic stop or for further testing in the DUI example, whereas, 
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here, the Government is able to conduct the download without probable cause because 

the data that they seek is presumed to be in shared space.  Another distinction involves 

the novelty and complexity of the subject matter.  In a DUI case, jurors typically have 

knowledge of alcohol use and real world experience that would be likely to make them 

understand the issues and question the lack of evidence of alcohol consumption in 

comparison to the alcohol analysis.  Conversely, jurors likely would not have relevant 

knowledge or experience in a trial involving complex issues surrounding a network with 

which they are unlikely to have any experience and a government software program with 

which they will necessarily have none.  

Amendment of Prior Arguments 

In order to provide proper context, Mr. Gonzales seeks to review and underscore 

certain positions previously advanced by both the defense and by the Government.  The 

defense asserted in its first motion that it had reason to believe that the Government 

software used here accesses data beyond the public domain. (Doc. 25, p. 6).  The Court 

has previously established that the log files the Government intends to use in this case are 

generated in their entirety by Torrential Downpour.  Furthermore, the Government has 

repeatedly avowed that the evidence that Torrential Downpour captures is solely within 

the public domain. 

In its Response the Government alleged as follows:  "It is important to note that 

Torrential Downpour obtains only what is being offered to the public on the BitTorrent 
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network."  (Emphasis added).  (Doc. 29, p. 9, l. 4).  Further, at the evidentiary hearing 

held January 31, 2019, the following exchange was held regarding the log files: 

The Court:  But they are 100 percent a product of 

                   Torrential Downpour. 

 

Ms. Helart:  They're generated by Torrential Downpour. 

 

The Court:  They purport to show what Torrential Downpour  

                    was doing. 

 

Ms. Helart:  It's what Torrential Downpour captured 

                    in the public space. 

RT 1/31/2019, p. 145, ls. 11-18. (Emphasis added).   

 

The Government's witness at the August 16, 2019 hearing, testified similarly: "Detective 

Erdely testified that Torrential Downpour never obtains any unshared information from 

any computer running BitTorrent compatible software; rather, the Torrential Downpour 

law enforcement software searches the .torrent download candidates the same that any 

public user of the BitTorrent network searches and 'only searches for information that a 

user has already made public by the very use of the [uTorrent] software.'” (RT 8/16/19 at 

p. 42).  Detective Erdely further explained that due to the BitTorrent software’s matching 

of SHA-1 hash values of downloaded pieces “it would be absolutely impossible to 

randomly download files from a suspect’s computer which are from unshared folders.”  

(Government's Response, Doc. 29, p. 9, l. 25 to p. 10, l. 8, (Emphasis added.)) 

 The defense asserts that the Government universally claims that this software 

cannot possibly access unshared folders.  In fact, at the evidentiary hearing held on 

August 16, 2019, this Court inquired of the defense if it had any evidence that Torrential 
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Downpour accessed data in the defendant's computer that is beyond the shared space or 

public domain.  The defense responded that it did not have evidence at that time.  The 

testing conducted by Loehrs Forensics changes this entirely.  The data collection and 

analysis conducted thus far provides clear evidence that this claim by the Government is 

false. 

 This is a hugely important point for several reasons.  The first reason is that Mr. 

Gonzales and defendants in other cases have previously asserted that the Government 

software does not function as the Government claims.  (See Doc. 25, Motion to Compel 

Discovery; Preclude Certain Evidence).  One example of Government claims regarding 

access to unshared folders is evidenced by an ROI generated by an agent in attendance at 

the data collection conducted in this case in October of 2019, but not disclosed to the 

defense in this case.  An ROI was made a part of the record in a case in the United States 

District Court of Alaska: United States v. Matthew William Schweir. Exhibit B (Case 

3:17-cr-00095-SLG, Document 221-1, 10/16/19).  The ROI was used by the Government 

in Alaska and elsewhere to assert, not that the software executed the tasks instructed 

within the parameters of the testing protocol, which is all it could claim since analysis 

had not yet even begun, but that it functioned as the Government has claimed it functions.  

These are two very different things.  The ROI makes it clear that a distinction can be 

drawn.  This distinction has, however, in some cases, been lost.  In this case, the 

Government has chosen to not only not disclose to the defense this ROI, but has not 

attempted to make this assertion.  The Government cannot successfully make this claim 

here, as the defense was present at testing. 
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 The Government has zealously fought against disclosing information about its 

software.  However, the Government may not misrepresent the function of the software 

under scrutiny in order to prevent the Court from granting the defense access to that 

which it should be entitled based upon Mr. Gonzales’ constitutional rights.  While the 

Government may claim to be making these allegations based upon what the software 

owner asserts, the Government is now on notice that, if that is the case, the owner's 

assertions may not be trusted. 

Based upon the testing and validation of the Torrential Downpour software to 

date, it is apparent that the software will identify files on a suspect’s computer that have 

been deleted or moved into non-shared locations. Further, the log files created by 

Torrential Downpour will falsely indicate that the user still has the files in spite of those 

files being deleted or unshared.  This is material to Mr. Gonzales’ case because the files 

were not found on his computer and the Government relied only on the Torrential 

Downpour logs that, based upon testing, may have been false. 

 Although Torrential Downpour was unable to download any deleted and 

unshared files from the suspect computer during testing, two critical elements were 

omitted from the test, (i) Torrential Downpour’s ability to obtain the files from other 

sources pursuant to the BitTorrent protocol, and (ii) Torrential Downpour’s ability to 

obtain the files from the ICAC COPS database. It is imperative that these two elements 

are included in the testing and validation of the Torrential Downpour software to 

determine whether Torrential Downpour falsely identified Mr. Gonzales as having 

those files not found on his computer and whether Torrential Downpour obtained those 
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files from some other source, such as other users, ICAC COPS, or both.  These issues 

remain relevant even in the scenario in which a detective manually directs the software. 

 

Additional Evidence Regarding Single Source Download 
 The theory of the Government's case and the sole evidence supporting the 

distribution charges.  Because of these facts, the Government must prove that, indeed, 

their computer did not receive the charged items from any other source than defendant's 

computer.  The BitTorrent network normally functions by use of multi-source downloads 

and the Government claims that its software modifies this, guaranteeing that its software 

only downloads from a single source.  Its proof is nothing more than the logs of its own 

software.  In order to adequately defend against these claims, it is absolutely material and 

essential to the defense to thoroughly test this software utilizing the entire suite of 

software to include ICAC COPS. 

 Now that initial data gathering has been conducted, the defense can demonstrate 

that at least two additional tests must be conducted to determine whether the 

Government's assertion of a single source download is, in fact, accurate.   

First, because the structure of the data collection utilized only one suspect 

computer, determination of single-source downloading cannot be confirmed.  In other 

words, one additional factor must be included in additional testing: the use of other 

computers that possess and share parts of the file to confirm that Torrential Downpour 

cannot obtain files from other computers.  This fact is absolutely material to the defense 

of this case. 
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 Second, ICAC COPS is likewise material to further testing.  Statements made by 

Government experts in court support the claim that it is a suite of software rather than 

independent working parts. 

Disclosure of ICAC COPS is Required Pursuant to Rule 16 

The Government has repeatedly claimed that ICAC COPS and Torrential 

Downpour operate independently for purposes of Torrential Downpour's connection to 

the suspect computer and it is, therefore, unnecessary to explore and immaterial to the 

defense.  For instance, this exchange between the Court and Mr. Erdley: 

The Court:  When the Torrential Downpour program takes those three  

      pieces of information and goes out to a computer and  

      communicates and attempts to download child  

      pornography, is COPS doing anything in that process. 

 

Mr. Erdley: No.  Nothing. 

 

RT 8/16/19 at p. 42. 

 The data analysis conducted demonstrates that this is not accurate.  The data 

analysis performed to date verifies that ICAC COPS is an integral and essential 

component of the software and must be included in testing in order to satisfy industry 

standards regarding function and accuracy.  From the Loehrs Report: 

... [U]pon learning that references to the ICAC COPS database is contained within 

actual system files of the software, it is reasonable to assume that it must also be 

contained within the source code. If this is true, it would be fundamental to the 

testing process to analyze the source code to determine the importance of the 

ICAC COPS database as it relates to the overall functionality of the Torrential 

Downpour software.  For example, if Torrential Downpour is unable to obtain a 

file from the suspect, ICAC COPS could potentially intervene to obtain the file 

from its own database or send instructions to the Torrential Downpour software to 

obtain the file from other IP addresses.   

Exhibit A, p. 7 
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This specifically addresses the issue of why Agent Daniels may direct Torrential 

Downpour to one IP address, but it could nevertheless seek the data elsewhere.  As an 

example, ICAC COPS could instruct Torrential Downpour to access other computers to 

obtain the illegal parts of the torrent.  If Torrential Downpour locates only the hash value 

of an illegal file, but not the file itself, ICAC COPS could obtain those illegal files from 

its own database.  These possibilities must be considered in light of the fact that none of 

the files charged in Counts 1 through 8 were found on Mr. Gonzales’ computer.   

 Gerhard Goodyear, who worked with Mr. Erdley on development of this software, 

has testified that the parts of this suite cannot be properly tested separately.  (See 8/16/19 

RT at p. 44 and Doc. 81-2.)  Agent Daniels, the Government expert in this case, also 

testified in United States v. Douglas Allen Jones, (Case 2:18-cr-08040-SMB) on 

November 26, 2019 as follows: 

 

Q. So Torrential Downpour, in order to launch the investigation  

     you're talking about, it has to interact with this ICAC COPS  

     database to learn about these leads? 

  

A. Only briefly. It's -- it's not doing the search function itself, but it's    

     just gathering information from the database. 

  

Q. Without the information from the database, you can't really  

     conduct your investigation. Fair to say? 

  

A. Um, for Torrential Downpour, yes. 

 

District Court of Arizona. Case 2:18-cr-08040-SMB. 

 

Torrential Downpour Receptor 
 

   Finally, because Torrential Downpour Receptor has only recently been revealed 

by the Government's experts as working in conjunction with ICAC COPS and Torrential 

Downpour. It has not been tested for accuracy.  The defense is unaware whether 
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Torrential Downpour Receptor works in the same or similar way as Torrential 

Downpour.  Mr. Gonzales submits that Torrential Downpour Receptor logs are, likewise, 

material to the defense, as it is part of the suite of software used in this case. 

 Wherefore, Mr. Gonzales moves that this court issue its Order directing that (1) 

further testing of the software be granted to the defense; (2) ICAC COPS be included in 

that testing; (3) additional source computers be included in that testing; and (4) industry 

standard testing be conducted on this suite of software by a software testing facility 

chosen by the defense. 

Conclusion 

For the reasons stated in this motion, Mr. Gonzales requests that this Court order 

the additional software testing requested. 

 

 

RESPECTFULLY SUBMITTED this 1st day of May, 2020. 

  

 

  /s Zachary Storrs  

  Attorney for Defendant 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 

 

United States of America, 

Plaintiff, 

v.  

Anthony Espinoza Gonzales, 

Defendant. 

_____________________________________ 

United States of America, 

Plaintiff, 

v. 

Aaron Anthony Ordonez, 

Defendant. 
 

No. CR-17-01311-001-PHX-DGC 

 

 

 

 

 

No. CR-18-00539-001-PHX-DGC 

 

ORDER 

  

 

Defendants Anthony Espinosa Gonzales and Aaron Ordonez are charged in two 

separate cases with distributing and possessing child pornography in violation of 18 

U.S.C. § 2252(a).  Each has filed a motion to compel disclosure of the Torrential 

Downpour software program used by the FBI in the investigation that led to his 

indictment.  Doc. 25, Case No. CR-17-01311; Doc. 32, Case No. CR-18-00539.  Both 

motions are fully briefed, and the Court held a joint evidentiary hearing on January 31, 

2019.  Computer forensics expert Tami Loehrs testified on behalf of Defendant Gonzalez, 
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and FBI Agent Jimmie Daniels testified for the government.  The Court will grant 

Defendant Gonzalez’s motion in part and deny it in part, and will deny Defendant 

Ordonez’s motion. 

I. Background. 

 A. The BitTorrent Network and Torrential Downpour. 

 The indictments in these cases allege that Defendants downloaded and shared 

child pornography files using the BitTorrent file-sharing network.  BitTorrent is an online 

peer-to-peer network that allows users to download files containing large amounts of 

data, such as movies, videos, and music.  Instead of relying on a single server to provide 

an entire file directly to another computer, which can cause slow download speeds, 

BitTorrent users can download portions of the file from numerous other BitTorrent users 

simultaneously, resulting in faster download speeds. 

 To download and share files over the BitTorrent network, a user must install a 

BitTorrent software “client” on his computer and download a “torrent” from a torrent-

search website.  A torrent is a text-file containing instructions on how to find, download, 

and assemble the pieces of the image or video files the user wishes to view.  The client 

software reads the instructions in the torrent, finds the pieces of the target file from other 

BitTorrent users who have the same torrent, and downloads and assembles the pieces, 

producing a complete file.  The client software also makes the file accessible to the other 

BitTorrent users in a shared folder on the user’s computer. 

 Torrential Downpour is law enforcement’s modified version of the BitTorrent 

protocol.  Torrential Downpour acts as a BitTorrent user and searches the internet for 

internet protocol (“IP”) addresses offering torrents containing known child pornography 

files.  When such an IP address is found, the program connects to that address and 

attempts to download the child pornography.  The program generates detailed logs of the 

activity and communications between the program and the IP address.  Unlike traditional 

BitTorrent programs, the government claims that Torrential Downpour downloads files 

only from a single IP address – rather than downloading pieces of files from multiple 
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addresses – and does not share those files with other BitTorrent users. 

B. The Investigations into Defendants’ BitTorrent Activity. 

  1. Defendant Gonzales. 

In December 2016, Agent Daniels used Torrential Downpour to identify IP 

address 24.255.44.200, which allegedly was making known child pornography files 

available on the BitTorrent network.  Agent Daniels testified that he used Torrential 

Downpour to connect with this IP address and download child pornography video files on 

eight occasions between December 13, 2016 and January 9, 2017.  He reviewed the 

Torrential Downpour activity logs to confirm that the program downloaded complete 

files solely from this IP address, and reviewed the video files to confirm that they were 

child pornography. 

Through further investigation, Agent Daniels learned the subscriber information 

for the IP address.  He obtained a search warrant for the subscriber’s residence, and FBI 

agents searched the residence on February 8, 2017.  They found a Microsoft tablet and 

other computer equipment.  Gonzales, who lived there with his parents and siblings, 

stated during an interview that he had used a tablet to find and view child pornography.  

Forensic examinations performed by the FBI and Loehrs revealed child pornography files 

on the tablet, but the video files that Torrential Downpour allegedly had downloaded 

from the IP address were not found on the tablet or any other seized device. 

On October 4, 2017, the government charged Gonzales with eight counts of 

distributing child pornography and one count of possessing such material.  Doc. 6.  

The eight distribution counts are based on the video files that Torrential Downpour 

allegedly downloaded between December 13, 2016 and January 9, 2017.  Id. at 1-5.  The 

possession count is based on the child pornography found on the tablet after the search.  

Id. at 5-7. 

  2. Defendant Ordonez. 

Agent Daniels conducted a similar investigation into Defendant Ordonez’s 

BitTorrent activity.  On five occasions between December 2, 2017 and February 5, 2018, 

Case 2:17-cr-01311-DGC   Document 51   Filed 02/19/19   Page 3 of 16



 

- 4 - 

 

 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

Agent Daniels used Torrential Downpour to connect with and download child 

pornography files from IP address 24.251.70.98.  The FBI obtained a search warrant for 

the residence associated with that IP address, and seized Ordonez’s computer during a 

search on April 4, 2018.  The FBI performed a forensic examination of the computer and 

found thousands of child pornography files in the recycle bin, including the files 

Torrential Downpour had downloaded.  On April 17, 2018, the government charged 

Ordonez with five counts of distributing child pornography and one count of possessing 

such material.  Doc. 10. 

II. Discussion. 

 Defendants contend that Torrential Downpour may be flawed and should be tested 

and verified by a third party.  They also contend that they need access to the program in 

order to prepare effective cross examination of Agent Daniels and the presentations by 

their own computer experts.  Defendants seek disclosure of an installable copy of the 

software pursuant to Federal Rule of Criminal Procedure 16, Brady v. Maryland, 373 

U.S. 83 (1963), and Giglio v. United States, 405 U.S. 150 (1972).  Gonzales also seeks 

disclosure of Torrential Downpour’s user and training manuals.  Neither Defendant seeks 

the program’s source code. 

The government contends that Defendants have failed to show how Torrential 

Downpour is material to their defense.  The government further contends that even if 

materiality has been shown, Torrential Downpour is protected from disclosure by the 

qualified law enforcement privilege recognized in Roviaro v. United States, 353 U.S. 53 

(1957). 

 A. Rule 16(A)(1)(E)(i) – Items Material to Preparing a Defense. 

Under Rule 16(a)(1)(E), the government must disclose any “books, papers, 

documents, data, . . . or portions of any of these items, if the item is within the 

government’s possession, custody, or control and:  (i) the item is material to preparing the 

defense[.]”  To obtain disclosure under subsection (i), “[a] defendant must make a 

‘threshold showing of materiality[.]’”  United States v. Budziak, 697 F.3d 1105, 1111 (9th 
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Cir. 2012) (citing United States v. Santiago, 46 F.3d 885, 894 (9th Cir. 1995)).  “Neither 

a general description of the information sought nor conclusory allegations of materiality 

suffice; a defendant must present facts which would tend to show that the [g]overnment is 

in possession of information helpful to the defense.”  United States v. Mandel, 914 F.2d 

1215, 1219 (9th Cir. 1990) (emphasis added); see also Budziak, 697 F.3d at 1111-12. 

 1. Discoverability of Investigative Software. 

Many cases have addressed the discoverability of government software programs 

used to investigate child pornography offenses.  The parties each cite lines of cases to 

support their positions. 

Defendants rely primarily on United States v. Budziak, 697 F.3d 1105 (9th Cir. 

2012), and cases that have adopted its reasoning.  Budziak involved the FBI’s use of an 

enhanced version of the LimeWire file-sharing program called “EP2P.”  Id. at 1107.  

Using that program, the FBI downloaded several child pornography files from an IP 

address registered to Budziak.  Id.  A forensic examination of his computer revealed 

multiple child pornography files, including several images the EP2P program had 

downloaded.  Id.  Budziak was charged with multiple counts of distributing and 

possessing child pornography.  Id.  The district court denied Budziak’s motions to 

compel disclosure of the government’s EP2P program, and he was convicted on each 

count.  Id. at 1107-08. 

On appeal, the Ninth Circuit held that the district court abused its discretion in 

denying Budziak’s motions to compel.  It noted that he did more than assert a generalized 

need to review the EP2P program before trial; he identified particular defenses to the 

distribution charges that discovery on the EP2P program could help him develop.  Id. 

at 1112.  Specifically, he “presented evidence suggesting that the FBI may have only 

downloaded fragments of child pornography files from his ‘incomplete’ folder, making it 

‘more likely’ that he did not knowingly distribute any complete child pornography files 

to [the FBI].”  Id. at 1112.  He also presented “evidence suggesting that the FBI agents 

could have used the EP2P software to override his sharing settings.”  Id.  Given this 
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evidence, the Ninth Circuit concluded that “access to the EP2P software was crucial to 

Budziak’s ability to assess the program and the testimony of the FBI agents who used it 

to build the case against him.”  Id. 

Other cases have followed Budziak.  For example, the district court in United 

States v. Crowe, No. 11 CR 1690 MV, 2013 WL 12335320, at *7 (D.N.M. Apr. 3, 2013), 

required the government to allow the defense expert to examine and use a copy of the 

government’s confidential Shareaza software at a secure government facility.  The court 

did so because the defendant in Crowe, like the defendant in Budziak, presented specific 

evidence to suggest that access to the software was material to preparing the defense.  

See id.  Specifically, the defense expert testified that “some of the files alleged to have 

been found by law enforcement in the shared space of Defendant’s computer, were not 

found there during her analysis.”  Id.   

Another line of cases has refused to permit defendants in child pornography cases 

to gain access to confidential government investigative software.  In United States v. 

Pirosko, 787 F.3d 358 (6th Cir. 2015), a case cited by the government in response to 

these motions, the court of appeals affirmed a district court decision denying discovery of 

the “law enforcement tools” used to locate and download child pornography from the 

defendant’s computer.  The Sixth Circuit distinguished Budziak, noting that the defendant 

in that case had presented the evidence described above.  787 F.3d at 365-67.  The 

defendant in Pirosko, by contrast, “failed to produce any such evidence, simply alleging 

that he might have found such evidence had he been given access to the government’s 

programs.”  Id. at 365.  As a result, discovery was not warranted.  Id. 

Other cases have likewise found that the defendant in child pornography cases has 

failed to make a showing to support their claim that disclosure of government 

investigative software would be material to preparing the defense.  See United States v. 

Jean, 891 F.3d 712, 715 (8th Cir. 2018) (affirming denial of motion to compel 

government software because the defendant was convicted of receiving and possessing 

child pornography and “the likelihood of any help to [his] defense was ‘vanishingly 
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small’”); United States v. Chiaradio, 684 F.3d 265, 277 (1st Cir. 2012) (expressing no 

view on whether the EP2P source code was discoverable under Rule 16 where the 

defendant “neither contradicted nor cast the slightest doubt upon” the government’s 

evidence that the FBI had downloaded child pornography from his computer); United 

States v. Hoeffener, No. 4:16-CR-00374, 2017 WL 3676141, at *13 (E.D. Mo. Aug. 25, 

2017) (denying motion to compel where “nothing in the . . . receipt-of-child-pornography 

charge reveal[ed] that the charge [was] based, to any extent, on materials downloaded 

from [the defendant’s] computer while [the FBI] used Torrential Downpour”); United 

States v. Blouin, 2017 WL 2573993, at *3 (W.D. Wash. June 14, 2017) (denying motion 

to compel where the defendant did not dispute that the government’s software downloads 

files from a single source); United States v. Maurek, No. CR-15-129-D, 2015 WL 

12915605 at *3 (W.D. Okla. Aug. 31, 2015) (denying motion to compel where the 

defendant failed to present specific facts which would tend to show how disclosure of 

Torrential Downpour would be material to his defense); United States v. Feldman, No. 

13-CR-155, 2015 WL 248006, at *6 (E.D. Wis. Jan. 19, 2015) (finding a lack of 

materiality where the defendant was charged with receiving and possessing child 

pornography based on a search of his computer and not the use of the government’s 

software). 

Budziak is, of course, binding precedent for this Court.  But the Court finds the 

distinction between it and the cases just discussed to be consistent with traditional 

Rule 16 principles.  As already noted, “[n]either a general description of the information 

sought nor conclusory allegations of materiality suffice [under Rule 16(a)(1)(E)(i)]; a 

defendant must present facts which would tend to show that the [g]overnment is in 

possession of information helpful to the defense.”  Mandel, 914 F.2d at 1219 (emphasis 

added).  In Budziak and Crowe, the defendants presented evidence to support their 

contention that discovery of the government software was material to preparing their 

defense to distribution of child pornography.  In the other line of cases, they did not.  The 

Court will keep this distinction in mind as it considers the arguments of Defendants 
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Gonzalez and Ordonez. 

  2. Gonzales Has Shown Materiality. 

Counts one through eight allege violations of 18 U.S.C. § 2252(a)(2).  Doc. 1.  

That section provides criminal punishment for any person who “knowingly receives, or 

distributes, any visual depiction using any means or facility of interstate or foreign 

commerce . . . including by computer, . . . if (A) the producing of such visual depiction 

involves the use of a minor engaging in sexually explicit conduct; and (B) such visual 

depiction is of such conduct[.]”  Evidence is sufficient to support a conviction for 

distribution under § 2252(a)(2) “when it shows that the defendant maintained child 

pornography in a shared folder, knew that doing so would allow others to download it, 

and another person actually downloaded it.”  Budziak, 697 F.3d at 1109. 

Defendant Gonzales argues that Torrential Downpour is material to his defense 

because the distribution charges are based on child pornography files that Torrential 

Downpour purportedly downloaded from his tablet but that were not found on the tablet 

when it was seized by the FBI.  Doc. 25 at 8-9.  He has presented an affidavit from his 

expert, Tami Loehrs, confirming that the files are not on the tablet.  Doc. 25-5.  Loehrs 

explains in her affidavit that it is critical to Gonzales’s defense to understand how 

Torrential Downpour functions in order to determine the program’s reliability and 

accuracy in identifying files that Gonzales is charged with knowingly distributing.  Id. 

at ¶ 17.  She further states that based on her many years of research and testing of peer-

to-peer file sharing software, including BitTorrent, she has discovered that all of these 

programs “contain bugs, they do not always function as intended and the data reported by 

these applications is not always accurate or reliable.”  Id. ¶ 22.   

Loehrs offered similar opinions at the evidentiary hearing.  She opined that all 

software programs have flaws, and Torrential Downpour is no exception.  See Doc. 50, 

Hr’g Tr. at 16:15-23, 18:17-19, 31:6-10 (Jan. 31, 2019).  She bases this opinion on her 

work in other cases involving Torrential Downpour and the fact that the files the program 

allegedly downloaded in this case were not found on Gonzales’s tablet.  Id. at 16:1-23.  
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Loehrs also provided a plausible explanation for how Torrential Downpour may 

have erroneously identified Gonzales’s tablet as offering child pornography files over the 

BitTorrent network.  Loehrs explained that, because a torrent is simply a text-file 

containing the hash values – or “fingerprints” – of the target image and video files, a 

BitTorrent user who downloads a torrent has fingerprints of the target files, even if he has 

not yet downloaded them.  Id. at 22:14-23:8.  Loehrs stated that the actual downloading 

of the target files occurs only when the client software instructs the torrent to search for 

those files on the BitTorrent network and download them to a designated folder on the 

user’s computer.  Id. at 23:9-25:3.  She further stated that a forensic examination of the 

device used to download the torrent can determine whether the torrent has been used to 

download the file, and her examination of Gonzales’s tablet revealed no evidence 

suggesting that he downloaded the files listed in counts one through eight.  Id. at 25:4-22, 

28:7-9.  She opined that Torrential Downpour may have obtained the files from other 

BitTorrent users, particularly in light of the fact that this is how peer-to-peer file sharing 

programs are designed to work.  Id. at 31:3-32:12.1 

The Court finds that this evidence brings this case squarely within the holding of 

Budziak.  Defendant Gonzalez has done more than simply request access to the software 

and argue that it is material to his defense.  He has presented evidence that calls into 

question the government’s version of events.  Given his evidence, the Court finds that 

“the functions of the [program] constitute[] a ‘very important issue’ for [Gonzales’s] 

defense.”  Budziak, 697 F.3d at 1112 (quoting United States v. Cedano-Arellano, 332 

F.3d 568, 571 (9th Cir. 2003)); see Crowe, 2013 WL 12335320, at *7.2 

The government concedes that the child pornography files charged in counts one 

                                              

1 The government contends that Loehrs’s affidavit is unreliable, citing several 
cases rejecting or limiting the scope of her testimony.  Doc. 29 at 5, 20-22.  The Court 
found Loehrs credible at the evidentiary hearing and has no basis at this point for 
excluding her opinions under Federal Rule of Evidence 702. 

2 Gonzales asserts that the government’s need to present evidence of Torrential 
Downpour in its case-in-chief also entitles him to discovery under Rule 16(a)(1)(E)(ii), 
but he fails to develop this argument or cite relevant case law.   
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through eight were not found on Gonzales’s tablet.  Doc. 29 at 3.  The government notes, 

however, that torrent names associated with these files were located in a “µTorrent” 

client software folder on the tablet, that some of these torrent names were in a 

“jump list,” which suggests that Gonzalez had clicked on them, and that other child 

pornography files were found on the tablet.  Id. at 13.  Materiality is defeated, the 

government contends, because these facts corroborate its claim that Gonzales once 

possessed the files charged in counts one through eight and was able to distribute them to 

the FBI.  Id. at 17.   

But where a defendant has demonstrated materiality, the Court “should not merely 

defer to government assertions that discovery would be fruitless.”  Budziak, 697 F.3d 

at 1112-13.  While the Court has no reason to doubt the government’s good faith in this 

case, Gonzales “should not have to rely solely on the government’s word that further 

discovery is unnecessary.”  Id. at 1113.  Because Gonzales has shown that the Torrential 

Downpour is material to his defense, he should be given access to the program to 

investigate its reliability and help him prepare for cross-examination of Agent Daniels.3 

Gonzales also contends that Torrential Downpour is material to a Fourth 

Amendment challenge because the program “searches beyond the public domain, 

essentially hacks computers searching for suspect hash values, and therefore conducts a 

warrantless search[.]”  Doc. 25 at 6.  But Gonzales identifies no evidence suggesting that 

Torrential Downpour accessed non-public space on his tablet.  Gonzales has failed to 

show that Torrential Downpour is material to a Fourth Amendment challenge.  See 

Hoeffener, 2017 WL 3676141, at *15 (finding a lack of materiality where the defendant 

pointed to no “aspects of his expert’s declaration that support his request for information 

based on a search warrant challenge”). 
                                              

3 The government presents a log file purportedly showing that Agent Daniels used 
Torrential Downpour to download from Gonzales’s tablet the child pornography file 
listed in count four.  Doc. 29-2; see Doc. 6 at 3.  The government asserts that this log file 
and the ones associated with the other distribution counts independently confirm that 
Agent Daniels downloaded complete child pornography files solely from Gonzales’s 
tablet.  Doc. 29 at 26.  But the log files were created by Torrential Downpour.  If it is 
flawed in the ways Gonzales suggests, they likely would be flawed as well.   
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 3. Ordonez Has Failed to Show Materiality. 

Defendant Ordonez asserts that it is critical to understand how Torrential 

Downpour functions “to determine its reliability and accuracy in identifying files 

reported[ly] involving [his] IP address and whether law enforcement went beyond 

accessing information that was publicly available.”  Doc. 32 at 3.  But Ordonez has 

identified no “specific defense to the charges against him that the Torrential Downpour 

program could help him develop.”  Maurek, 2015 WL 12915605 at *3.  Nor has he 

presented any evidence in support of this materiality argument.  Conclusory allegations 

of materiality are not sufficient to compel disclosure under Rule 16(a)(1)(E)(i).  See 

Budziak, 697 F.3d at 1111-12 (citing Mandel, 914 F.2d at 1219); Santiago, 46 F.3d 

at 894-95 (the defendant’s “assertions, although not implausible, do not satisfy the 

requirement of specific facts, beyond allegations, relating to materiality”). 

Defendant Ordonez does argue in his motion that his expert needs access to 

Torrential Downpour to determine its reliability.  Doc. 32 at 2.  He clarified in his reply 

brief that an associate with Loehrs’s firm, Michele Bush, is his defense expert.  Doc. 45 

at 4.  Bush apparently was retained by Ordonez’s former counsel and prepared a report of 

her examination of Ordonez’s computer in July 2018, but the report has not been 

disclosed to the government and has not been provided to the Court.  See Doc. 43 at 2 

& n.1.  Nor did Defendant Ordonez present an affidavit from Bush to support his motion, 

or call Bush to testify at the evidentiary hearing.  Loehrs testified at the hearing that her 

firm is no longer working on Defendant Ordonez’s case and she has no familiarity with 

the FBI’s investigation in that case.  Doc. 50 at 58:3-7.  Ordonez’s counsel stated that he 

intends to engage another expert going forward (id. at 169:5-6), and he cross-examined 

Agent Daniels at the hearing, but he has presented no case-specific expert evidence to 

support the motion to compel. 

Because Defendant Ordonez has failed to make a threshold showing of materiality 

under Rule 16(a)(1)(E)(1), his case falls within the line of cases that distinguish Budziak 

and deny discovery of government investigative software.  See Pirosko, 787 F.3d at 366 
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(the defendant’s mere allegation that there were unanswered questions about the 

government’s software was not sufficient to show materiality); Maurek, 2015 WL 

12915605, at *3 (denying motion to compel disclosure of Torrential Downpour where the 

defendant offered nothing more than conclusory allegations of materiality); United States 

v. Alva, No. 2:14-cr-00023-RCJ-NJK, 2018 WL 327613, at *2 (D. Nev. Jan. 8, 2018) 

(distinguishing Budziak where the defendant presented no evidence that he did not store 

child pornography in shared folders and made no showing that his “theory behind 

requesting the RoundUp source code amount[ed] to anything more than an abstract 

possibility”); United States v. Harney, No. CR-16-38-DLB-CJS, 2018 WL 1145957, 

at *6 (E.D. Ky. Mar. 1, 2018) (finding that the defendant’s arguments in support of his 

need for the software were closer to Pirosko than Budziak because he “merely alleged he 

might find evidence in support of his defense if his expert [was] provided the opportunity 

to analyze the requested information in its entirety”). 

B. Brady and Giglio. 

Defendants also seek disclosure of Torrential Downpour under Brady v. Maryland, 

373 U.S. 83 (1963), and Giglio v. United States, 405 U.S. 150 (1972).  “The Brady 

standard for materiality is higher than Rule 16’s, and its scope narrower.”  United States 

v. Pac. Gas & Elec. Co., No. 14-cr-00175-TEH, 2016 WL 3185008, at *2 (N.D. Cal. 

June 8, 2016).  Under Brady’s constitutional mandate, the government “is obligated by 

the requirements of due process to disclose material exculpatory evidence on its own 

motion, without request.”  Carriger v. Stewart, 132 F.3d 463, 479 (9th Cir. 1997).  Under 

Giglio, the government’s obligation to disclose exculpatory evidence was expanded to 

include information that could be used to impeach government witnesses.  See Giglio, 

405 U.S. at 154. 

But it is the government, not the defendant or the trial court, that decides 

prospectively what information, if any, is exculpatory and must be disclosed under Brady 

and Giglio.  See United States v. Lucas, 841 F.3d 796, 807 (9th Cir. 2016).  “The 

Brady/Giglio doctrine does not require the government to disclose neutral . . . evidence.”  
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United States v. Correia, No. 2:17-CR-00001-JAD-CWH, 2018 WL 3416517, at *2 (D. 

Nev. July 9, 2018) (citing United States v. Stinson, 647 F.3d 1196, 1208 (9th Cir. 2011)).  

Defendants have made no showing that Torrential Downpour will prove to be 

exculpatory or could be used to impeach a government witness.  The Court will deny 

Defendants’ motions to the extent they seek disclosure of Torrential Downpour under 

Brady and Giglio. 

This ruling is not inconsistent with Gonzales’s showing of materiality under 

Rule 16 because “[i]nformation that is not exculpatory or impeaching may still be 

relevant to developing a possible defense.”  United States v. Muniz-Jaquez, 718 F.3d 

1180, 1183 (9th Cir. 2013).  Indeed, “[e]ven inculpatory evidence may be relevant 

[because a] defendant who knows that the government has evidence that renders his 

planned defense useless can alter his trial strategy [or] seek a plea agreement instead of 

going to trial.”  Id.; see also United States v. Toilolo, No. CR-11-00506-LEK, 2014 WL 

1091715, at *3 (D. Haw. Mar. 17, 2014) (“Rule 16 is broader than Brady, ‘requiring 

disclosure of all documents material to preparing the defense.’” (quoting Muniz-Jaquez, 

718 F.3d at 1183)). 

C. The Qualified Law Enforcement Privilege Under Roviaro. 

Even when a defendant is entitled to disclosure under Rule 16(a)(1)(E)(i), the 

evidence may be withheld under a law enforcement privilege.  In Roviaro, the Supreme 

Court held that the government had a privilege to withhold from disclosure the identities 

of certain confidential informants.  353 U.S. at 59.  Subsequent cases have expanded the 

privilege to other investigative techniques, including software programs like Torrential 

Downpour.  See Pirosko, 787 F.3d at 366 (applying the privilege to the government’s 

Shareaza program); United States v. Van Horn, 789 F.2d 1492, 1508 (11th Cir. 1986) 

(surveillance equipment); United States v. Harley, 682 F.2d 1018, 1020-21 (D.C. Cir. 

1982) (surveillance locations). 

The Supreme Court has declined to establish fixed rules for deciding whether the 

government may withhold material information under a law enforcement privilege, 
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holding instead that trial courts must engage in balancing on a case-by-case basis: 

We believe that no fixed rule with respect to disclosure is justifiable.  The 
problem is one that calls for balancing the public interest and protecting the 
flow of information against the individual’s right to prepare his defense.  
Whether a proper balance renders non-disclosure erroneous must depend on 
the particular circumstances of each case, taking into consideration the 
crime charged, the possible defenses, the possible significance of the 
informer’s testimony, and other relevant factors. 

Roviaro, 353 U.S. at 62.  The trial court’s balancing must afford due regard to the 

government’s interest in maintaining the secrecy of its investigative technique, but must 

also fully protect the defendant’s interest in a fair trial.  When the two interests come 

squarely into conflict, the defendant’s right to a fair trial should prevail because the 

government can always choose to protect its investigative technique by dropping the 

prosecution and due process dictates that a citizen should never be convicted in an unfair 

trial.  See United States v. Turi, 143 F. Supp. 3d 916, 921 (D. Ariz. 2015). 

Having considered the particular circumstances of this case and the factors to be 

balanced under Roviaro, the Court finds that disclosure of an installable copy of 

Torrential Downpour for testing by a third-party is not warranted.  Child pornography is a 

scourge, victimizing the most innocent for the basest of reasons.  The government has a 

legitimate interest in preserving its ability to investigate and prosecute distribution of this 

material – distribution that creates the market and fuels the demand for creation of more 

child pornography.  Agent Daniels testified that the government’s investigative efforts 

would be severely hampered if a copy of Torrential Downpour got into the wrong hands.  

Countermeasures could be developed that would thwart law enforcement’s monitoring of 

the BitTorrent network for suspected child pornography.  Doc. 50 at 126:10-20.  For this 

reason, the government closely guards Torrential Downpour and limits the persons 

granted access to it.  He testified that the program must remain in law enforcement 

custody at all times to avoid the risk of disclosure to unauthorized third-parties.  Id. 

at 126:23-128:15.   
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The Court concludes that this substantial government interest outweighs 

Defendant Gonzales’s need for an independent copy of Torrential Downpour.  See 

Harney, 2018 WL 1145957, at *11 (finding that the risk of inadvertent leaking by third 

parties who would have access to the government’s software outweighed the defendant’s 

need for such material).  But given the substantial defense interest established by 

Defendant Gonzalez, the Court concludes that his expert should be granted access to 

Torrential Downpour for purposes of assisting in preparing the defense.  The Court will 

balance these interests by adopting the Rule 16 disclosure method authorized in Crowe: 

[T]he defense expert [will be permitted] to examine the software at issue at 
a designated law enforcement facility, at a mutually convenient date and 
time, for as much time as is reasonably necessary for the expert to complete 
her examination.  No copies of the software shall be made.  The software 
shall not leave the custody of the law enforcement agency that controls it. 
Any proprietary information regarding the software that is disclosed to the 
defense expert shall not be reproduced, repeated or disseminated in any 
manner.  Violation of [this] order shall subject the defense expert and/or 
defense counsel to potential sanctions by this Court. 

2013 WL 12335320, at *8.4 

The Court at this point will not require discovery of the Torrential Downpour 

manuals.  Defendant Gonzalez has not provided evidence or explained how the manuals 

will aid in preparation of his defense.  Defendant Gonzalez may raise this issue with the 

Court if examination of the software by Loehrs suggests that the manuals would be 

helpful to the defense, at which point the Court will hear from both parties before making 

a decision.   

IT IS ORDERED: 

1. Defendant Gonzales’s motion to compel discovery (Doc. 25, Case No. CR-

17-01311) is granted in part and denied in part as set forth in this order. 

2. Defendant Ordonez’s motion to compel discovery (Doc. 32, Case No. CR-

                                              

4 Agent Daniels made clear that such access would pose no security risk.  Doc. 50 
at 156:25-157:1-3. 
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18-00539) is denied. 

Excludable delay pursuant to U.S.C. ' 18:3161(h)(1)(D) is found to run from 

6/28/2018 in Case No. CR17-01311 PHX DGC and 12/7/2018 in Case No. CR18-00539 

PHX DGC. 

Dated this 19th day of February, 2019. 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 

 

United States of America, 

Plaintiff, 

v.  

Anthony Espinoza Gonzales, 

Defendant. 

No. CR17-01311-001-PHX-DGC 

ORDER 

  

Defendant Anthony Espinoza Gonzales is charged with distributing and possessing 

child pornography in violation of 18 U.S.C. § 2252(a).  Doc. 1.  Following an evidentiary 

hearing on January 31, 2019, the Court granted in part Defendant’s motion to compel 

disclosure of the Torrential Downpour software the FBI used in the investigation that led 

to his indictment.  Doc. 51.  Defendant moves to compel compliance with that order.  

Doc. 54.  The motion is fully briefed (Docs. 55-56, 63-65, 81), and the Court held an 

evidentiary hearing on August 16, 2019 (Doc. 82).  For reasons stated below, the motion 

is granted in part and denied in part. 

I. Background. 

 The indictment alleges that Defendant distributed child pornography files on eight 

occasions in December 2016 and January 2017.  Doc. 1 at 1-5.  The government claims 

that Defendant downloaded and publicly shared the files using BitTorrent, an online 

peer-to-peer network that allows users to download files containing large amounts of data, 
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such as movies, videos, and music.  To download and share files over the BitTorrent 

network, a user must install a BitTorrent software “client” on his computer and download 

a “torrent” from a torrent-search website.  A torrent is a text-file containing instructions on 

how to find, download, and assemble the pieces of image or video files the user wishes to 

view.  Once the torrent is downloaded to the BitTorrent client software, the software reads 

the instructions in the torrent, finds the pieces of the target files on the internet from other 

BitTorrent users who have the same torrent, and downloads and assembles the pieces, 

producing complete files.  The client software also makes the pieces of the files accessible 

over the internet to other BitTorrent users by placing them in a shared folder on the user’s 

computer. 

The Torrential Downpour software is law enforcement’s modified version of the 

BitTorrent protocol.  The software is used to identify, on the BitTorrent network, internet 

protocol (“IP”) addresses that have torrents associated with known child pornography files.  

When such an IP address is found, the software can be used to connect to that address and 

attempt to download child pornography. 

II. The Court’s Prior Order. 

 Defendant’s computer forensics expert, Tami Loehrs, testified at the initial hearing 

in support of Defendant’s motion to compel.  Docs. 41, 50.  FBI Agent Jimmie Daniels 

testified for the government.  Id.   Based in part on Loehrs’s testimony, the Court found 

that Torrential Downpour is material to the defense under Rule 16(a)(1)(E)(i) because the 

distribution charges are based on child pornography files that Torrential Downpour 

purportedly downloaded over the internet from Defendant’s computer, but that were not 

found on Defendant’s computer when the FBI seized it pursuant to a search warrant.  

Doc. 51 at 8-10.  The Court denied Defendant’s request for a copy of Torrential Downpour 

under Roviaro v. United States, 353 U.S. 53 (1957), given Agent Daniels’s testimony that 

the government’s investigative efforts would be severely hampered if a copy got into the 

wrong hands.  Id. at 14-15.  But given the substantial defense interest established by 

Defendant, the Court concluded that Loehrs should be granted access to Torrential 
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Downpour to assist Defendant in preparing the defense.  Id. at 15.  The Court adopted the 

Rule 16 disclosure method authorized in United States v. Crowe, No. 11 CR 1690 MV, 

2013 WL 12335320, at *8 (D.N.M. Apr. 3, 2013): 

[T]he defense expert [will be permitted] to examine the software at issue at 

a designated law enforcement facility, at a mutually convenient date and 

time, for as much time as is reasonably necessary for the expert to complete 

her examination.  No copies of the software shall be made.  The software 

shall not leave the custody of the law enforcement agency that controls it. 

Any proprietary information regarding the software that is disclosed to the 

defense expert shall not be reproduced, repeated or disseminated in any 

manner.  Violation of [this] order shall subject the defense expert and/or 

defense counsel to potential sanctions by this Court.  

Doc. 51 at 15. 

Although the Court concluded that Loehrs should be permitted to examine 

Torrential Downpour given that the charged files were not found on Defendant’s computer 

when it was seized, the Court rejected Defendant’s argument that the software is material 

to a Fourth Amendment challenge because Defendant identified no evidence suggesting 

that the program accessed non-shared space on his computer.  Id. at 10. 

III. Defendant’s Motion to Compel. 

The parties corresponded regarding their proposed testing protocols for Torrential 

Downpour.  Docs. 54-2, 54-3, 55-5.  Based on the government’s April 9, 2019 letter and 

the motion briefing, some issues have been resolved.  A main point of contention is whether 

Loehrs may access during testing the Internet Crimes Against Children Task Force’s Child 

Online Protection System (“COPS”). 

To determine the accuracy and reliability of Torrential Downpour, Loehrs proposes 

to perform nine tests: (1) non-parsed torrents, (2) partially-parsed torrents, (3) deleted 

torrent data, (4) unshared torrent data, (5) non-investigative torrents, (6) files of interest, 

(7) single source download, (8) detailed logging, and (9) restricted sharing.  Doc. 56-1 

at 21-24.  Tests one through six would each conclude with a search of COPS for any 

investigative hits on the suspect IP address and determine whether Torrential Downpour 
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attempts to connect with that address to download data.  Id. at 21-23. The government 

agrees to tests seven, eight, and nine, which do not involve COPS.  Docs. 54-5 at 4, 55 at 2.   

Tests one and two – non-parsed torrents and partially-parsed torrents – are relevant 

to whether Defendant downloaded complete files containing actual child pornography.  

The government does not address the potential materiality of these tests in its response to 

Defendant’s motion.  See Doc. 55. 

The government objects to tests three and four because they would assess whether 

Torrential Downpour accesses non-shared space on the suspect computer, an issue the 

Court dealt with in its prior order when it rejected Defendant’s argument that the software 

is material to a Fourth Amendment challenge.  Id. at 3; see Doc. 51 at 10. 

Loehrs wants to conduct tests five and six – non-investigative torrents and files of 

interest – to determine whether Torrential Downpour identified Defendant based solely on 

torrent files of investigative interest.  Doc. 56-1 at 4, ¶¶ 11-12.  But Defendant does not 

explain in his motion how this is material to the preparation of a defense. 

To facilitate tests five and six, Loehrs requests that the COPS database be cloned 

and moved to a unique testing location on the server.  Doc. 56-1 at 21.  The new database 

would then be loaded with predefined lawful torrents known to be on the suspect computer, 

and Torrential Downpour would be directed to pull information from this “test database” 

and identify lawful files.  Id.  Loehrs claims that a test database should be used to avoid 

further dissemination of child pornography.  Id. 

The government objects to tests one through six, asserting that COPS must be 

protected from disclosure.  Doc. 55 at 3-4.  The government explains that public exposure 

of COPS could compromise child exploitation investigations worldwide because 

disclosure of the torrents being investigated by law enforcement would enable child 

pornographers to evade law enforcement detection and destroy evidence to thwart further 

investigation.  Id.  The government further explains that cloning and moving the COPS 

database, or building a separate database from which to do testing, would require a massive 

expenditure of resources.  Id. at 4.     
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 After reviewing memoranda filed by the parties, the Court directed them to provide 

supplemental briefing, with supporting affidavit testimony as necessary, to refine the issues 

and assist the Court in deciding Defendant’s motion.  Doc. 59.  The parties filed the briefing 

in late June 2019 (Docs. 63-65), and Defendant filed an additional brief shortly before the 

August 16 hearing (Doc. 81).  Loehrs testified at the hearing in support of Defendant’s 

motion.  Detective Robert Erdely, who helped create Torrential Downpour and is the 

current administrator of COPS, testified for the government.  Doc. 82.  Defendant filed a 

post-hearing brief on August 19.  Doc. 85. 

IV. Discussion. 

 A. Torrential Downpour and Its Interaction with COPS. 

 In its prior order, the Court described Torrential Downpour as follows: 

Torrential Downpour is law enforcement’s modified version of the 

BitTorrent protocol.  Torrential Downpour acts as a BitTorrent user and 

searches the internet for internet protocol (“IP”) addresses offering torrents 

containing known child pornography files.  When such an IP address is 

found, the program connects to that address and attempts to download the 

child pornography.  The program generates detailed logs of the activity and 

communications between the program and the IP address.  Unlike traditional 

BitTorrent programs, the government claims that Torrential Downpour 

downloads files only from a single IP address – rather than downloading 

pieces of files from multiple addresses – and does not share those files with 

other BitTorrent users. 

Doc. 51 at 2-3. 

 The government now explains that Torrential Downpour is really a suite of software 

whose components include (1) “Torrential Downpour Receptor,” which the government 

claims is not involved in this case, and (2) the “Torrential Downpour program,” which was 

used by Agent Daniels in this case.  Doc. 64 at 2-4; see also Doc. 29 at 8-9 & n.7.  Both 

components interact with COPS, but in different ways. 

 Torrential Downpour Receptor roams the internet and queries publicly available 

BitTorrent indices searching for IP addresses that have made public requests for specified 

torrent files that are of interest to law enforcement officers investigating child exploitative 
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file sharing activities.   Doc. 64 at 2.  Once Torrential Downpour Receptor detects an IP 

address associated with a torrent file of interest, it reports information about the IP address 

and the computer’s networking port to COPS.  Id. at 3.  This information serves as a lead 

for officers to investigate using the Torrential Downpour program.  Id. 

 The Torrential Downpour program has no search function.  Id.  Instead, officers use 

the program to initiate an investigation in one of two ways:  (1) the program can interact 

with COPS in an automated fashion to obtain an investigative lead consistent with 

parameters an officer has set in the program – such as geographic area or a specific torrent 

– and the investigative lead is then loaded into the Torrential Downpour program (this is 

how Agent Daniels used Torrential Downpour in this case); or (2) officers can manually 

input an investigative lead – an IP address, networking port, and torrent – into the program.  

Id.  Each option initiates Torrential Downpour’s effort to connect to the suspect IP address 

and request a download of the files associated with the torrent.  Id. 

 The government describes COPS as a repository containing information from 

various investigations conducted on several file sharing networks, including BitTorrent.  

Id. at 2.  COPS is comprised of several servers that contain either “records in” – data 

received from Torrential Downpour Receptor – or “records out” – data that can be loaded 

into the Torrential Downpour program through a web portal used by investigating officers.  

Id. at 5.  The data in COPS includes IP addresses and the “info hash” (unique identifier) of 

torrents being investigated by law enforcement officers around the world.  Id.  COPS also 

contains data relating to the identities and IP addresses of investigating officers.  Id.  COPS 

is updated by the minute with new information received from Torrential Downpour 

Receptor.  Id. at 3. 

 B. The Government’s Use of Torrential Downpour in this Case. 

 Agent Daniels set parameters in his Torrential Downpour program (v.1.33) to 

automatically request leads from COPS for his investigation.  Id. at 3-4.  Based on these 

settings, Torrential Downpour automatically downloaded information about Defendant’s 

IP address, networking port, and the alleged torrents publicly shared by Defendant’s IP 
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address.  Id. at 4.  Torrential Downpour then connected with Defendant’s IP address and, 

the government alleges, downloaded the child pornography files that Defendant’s 

computer was offering publicly from its shared folder.  The downloaded child pornography 

is the basis for the charges in counts one through eight of the indictment.  Id.; see Doc. 1 

at 1-5.1 

The government does not dispute that Torrential Downpour Receptor was used to 

initially identify Defendant’s IP address and networking port as points of interest, or that 

it reported this information to COPS for further investigation.  But the government objects 

to any testing of Torrential Downpour Receptor because Agent Daniels did not use the 

software in his investigation and the search results received by Torrential Downpour 

Receptor were not used as probable cause for the search warrant.  Instead, the actual 

downloads of child pornography from Defendant’s IP address through the Torrential 

Downpour program formed the basis for the search warrant request.  The government also 

asserts that the search of the internet by Torrential Downpour Receptor will not be used by 

the government at trial.  Doc. 64 at 4, 7-9, 11, 18. 

 C. Loehrs’s Proposed Testing Protocol (Tests One Through Six). 

1. Tests One and Two. 

 Loehrs describes test one as follows: 

[T]his first test simulates a scenario in which the Suspect Computer contains 

torrents, including legal torrents and torrents of investigative interest. 

However, none of the torrents have been parsed or seeded, meaning no 

associated files have been downloaded, so the Suspect Computer is void of 

the content of those torrents. 

Doc. 56-1 at 21. 

Loehrs explains that this test will determine whether Torrential Downpour identified 

Defendant based solely on a torrent that was never parsed, meaning the associated files 

were never downloaded to Defendant’s computer.  Id. at 3, ¶ 7.  Loehrs claims that the 

                                              

1 Count nine charges Defendant with possessing other child pornography files found 
on his computer when it was seized pursuant to a search warrant.  Doc. 1 at 5-6. 
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presence of a torrent alone, which is merely a text file that does not contain contraband, 

should not be identified by Torrential Downpour.  Id.; see also Doc. 50 at 22-25.   

Test two is similar to test one, but involves partially-parsed torrents.  This is 

Loehrs’s phrase for torrents where only some of the associated files were downloaded to 

Defendant’s computer.  Doc. 56-1 at 3, 21. 

In response to questions from the Court at the August 16 hearing, the government 

acknowledged that Torrential Downpour Receptor, like all BitTorrent client software, will 

search the internet for torrents of interest and identify an IP address as a potential download 

candidate based on a non-parsed or partially-parsed torrent that has been loaded into the 

user’s client software.  Court’s LiveNote Hr’g Tr. at 2:19-4:4, 20:20-22:18, 25:5-26:17 

(hereinafter “Tr.”).  Torrential Downpour Receptor will then report the IP address to COPS 

for further investigation by law enforcement officers.  Id. at 3:18-20.  Loehrs confirmed 

that the purpose of tests one and two is to determine whether Torrential Downpour 

identifies a suspect IP address based solely on the address having a non-parsed or partially-

parsed torrent.  Id. at 6:13-16, 25:18-26:13; see Doc. 56-1 at 3, ¶¶ 7-8.   Given the 

government’s concession that this is how the software operates, tests one and two are not 

necessary.  See id. 

Defendant agreed at the hearing that test one is no longer necessary (Tr. at 6:8-16, 

25:15-23), but argued that test two is still needed to determine whether Torrential 

Downpour Receptor identifies IP addresses based on a partially-parsed torrent containing 

no child pornography files or inadvertently downloaded files (id. at 7:5-8, 11:1-12:2).  

Defendant argued that he should not have to take the government’s word as to how 

Torrential Downpour works.  Id. at 13:1-7. 

But to obtain discovery under Rule 16(a)(1)(E), Defendant “must make a ‘threshold 

showing of materiality[.]’”  United States v. Budziak, 697 F.3d 1105, 1111 (9th Cir. 2012) 

(quoting United States v. Santiago, 46 F.3d 885, 894 (9th Cir. 1995)).  “Evidence is 

‘material’ under Rule 16 if it is helpful to the development of a possible defense.”  Id.  

“‘Neither a general description of the information sought nor conclusory allegations of 
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materiality suffice; a defendant must present facts which would tend to show that the 

Government is in possession of information helpful to the defense.’”   Id. at 1112 (quoting 

United States v. Mandel, 914 F.2d 1215, 1219 (9th Cir. 1990)). 

Defendant expressed concern that Torrential Downpour Receptor may be 

identifying suspects based on lawful torrent files, citing testimony of one of Detective 

Erdely’s colleagues.  Tr. at 8:4-8, 9:23-10:8; see Doc. 81-1 at 8, ¶ 23.  Based on her 

experience in other cases, Loehrs believes that COPS contains lawful torrent files, 

including cartoons, erotica, adult pornography, and images of children that are not sexual 

in nature.   Doc. 63-1 at 5, ¶ 14. 

But Defendant failed to explain why it would be helpful to his defense to show that 

Torrential Downpour Receptor identified his IP address, and put the address into COPS, 

based on lawful torrent files or inadvertently downloaded files.  Defendant agreed that 

scanning the internet for publicly visible suspicious conduct does not constitute a Fourth 

Amendment search.  Tr. at 11:19-22; see also United States v. Ganoe, 538 F.3d 1117, 1127 

(9th Cir. 2008) (defendant’s expectation of privacy in his computer did not “survive [his] 

decision to install and use file-sharing software, thereby opening his computer to anyone 

else with the same freely available program”); United States v. Maurek, 131 F. Supp. 3d 

1258, 1262 (W.D. Okla. 2015) (numerous federal courts “have uniformly held there is no 

reasonable expectation of privacy in files made available to the public through peer-to-peer 

file-sharing networks”) (citations omitted).  The fact that Torrential Downpour Receptor 

may have identified Defendant’s IP address and put that address into COPS for further 

investigation on the basis of non-parsed or partially-parsed torrents related to child 

pornography, or Defendant’s inadvertent receipt of a child pornography torrent, or even 

Defendant’s possession of torrents that contain lawful adult pornography, is immaterial to 

the defense because scanning the internet for publicly available information, even lawful 

information, is not a Fourth Amendment violation.   

Further, the charges in this case are not based on anything Defendant made available 

on the internet that was detected by Torrential Downpour Receptor.  The charges are based 
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on what allegedly happened when the Torrential Downpour program followed up on the 

lead in COPS, contacted Defendant’s IP address, and requested copies of child 

pornography his computer was offering to share publicly through the BitTorrent program.  

The government alleges that Defendant’s computer shared the child pornography charged 

in the indictment on eight different occasions.   

As noted, the government acknowledges that Torrential Downpour Receptor 

identifies a suspect IP address based on the address having a partially-parsed torrent.  This 

is the fact test two seeks to establish.  See Doc. 56-1 at 3, ¶ 8.  Because this fact has been 

conceded by the government, and Defendant has not shown that test two is material to the 

defense for some other reason, the Court concludes that test two is not necessary.  

2. Tests Three and Four. 

Tests three and four involve scenarios in which the suspect computer contains 

deleted torrent files and torrents where the associated files have been moved to non-shared 

space on the computer.  Doc. 56-1 at 21-22.  The government asserts that the Torrential 

Downpour program does not access such non-shared space.  Loehrs wants to test that 

assertion.  Id. at 4. 

The government objects to these tests based on the Court’s rejection of Defendant’s 

Fourth Amendment argument.  Doc. 55 at 3.  In his initial motion to compel, Defendant 

argued that Torrential Downpour is material to a potential Fourth Amendment violation 

because the program “searches beyond the public domain, essentially hacks computers 

searching for suspect hash values, and therefore conducts a warrantless search[.]”  Doc. 25 

at 6.  The Court rejected this argument because Defendant identified no evidence that 

Torrential Downpour accessed non-shared space on his computer.  Doc. 51 at 10. 

The defense now proposes a different reason tests three and four are material – a 

scenario where Defendant started downloading files associated with a charged torrent, 

viewed some of these files and realized one of them contained contraband, and immediately 

deleted those files and stopped the download process.  Doc. 63-1 at 2, ¶ 5.  Loehrs asserts 

that it is important to “know if Torrential Downpour identified [the charged] files before 
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or after [Defendant] may have deleted them.”  Id.  Loehrs states that the essential issue 

tests three and four will resolve “is whether Torrential Downpour is identifying files after 

a user has taken an affirmative action to delete them.”  Id. at 2-3, ¶ 6 (emphasis in original). 

Detective Erdely testified that the Torrential Downpour program downloads only 

those files being shared by the user’s BitTorrent software, and it is unlikely that µTorrent 

– the software Defendant used – would share files from non-shared space.  Tr. at 31:8-24.  

Loehrs countered that BitTorrent software has been found to have exploits allowing it to 

access non-shared space, and she believes Torrential Downpour is susceptible to the same 

exploits.  Id. at 37:12-21.  Loehrs also stated that Torrential Downpour’s instructions could 

have been modified to allow the program to access non-shared space.  Id. at 33:7-20.   

The distribution charges are based in large part on log files and Agent Daniels’s 

testimony that the Torrential Downpour program downloaded child pornography files from 

shared space on Defendant’s computer.  Doc. 63 at 2.  Defendant argues that he should not 

have to accept the government’s word that the files were in shared space when identified 

by Torrential Downpour, particularly given that the files were not found on the computer 

when the FBI seized it.  Id.  The Court agrees.  See Budziak, 697 F.3d at 1113. 

“[E]vidence is sufficient to support a conviction for distribution under 18 U.S.C. 

§ 2252(a)(2) when it shows that the defendant maintained child pornography in a shared 

folder, knew that doing so would allow others to download it, and another person actually 

downloaded it.”  Id. at 1109.  Thus, whether the Torrential Downpour program downloaded 

the charged files from shared space or non-shared space on Defendant’s computer is 

material to the distribution charges.  Defendant has made a sufficient Rule 16 factual 

showing to conduct tests three and four because the charged files were not found on his 

computer when it was seized by the government.  Defendant will be permitted to conduct 

tests three and four (as modified below) to determine whether the Torrential Downpour 

program can access deleted or unshared torrent data.  See id. at 1113. 

/ / / 

/ / / 
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3. Tests Five and Six. 

Test five is a scenario in which the suspect computer contains non-investigative 

torrents and associated data.  Doc. 56-1 at 22.  Test six involves the use of files of 

investigative interest.  Id. at 22-23.  Loehrs explains that these tests will determine whether 

Torrential Downpour Receptor identifies torrents that contain lawful files.  Id. at 4, 

¶¶ 11-12; Doc. 63-1 at 4, ¶ 10.  But as explained above, whether Defendant’s IP address 

was identified by Torrential Downpour Receptor based on lawful files is not material to 

the defense.  Even if that happened, the charges in this case are based on what Defendant’s 

computer did when it was later contacted by Torrential Downpour. 

Defendant claims that Torrential Downpour downloaded more than 30 files from 

his computer, only three of which were described by Agent Daniels as child pornography.  

Doc. 54 at 5; Tr. at 53:17-21.  But Defendant is not charged with distributing lawful files.  

Each file charged in counts one through eight is alleged to contain images or videos of 

child pornography.  See Doc. 1 at 1-5.  And the Court can see no way in which Torrential 

Downpour’s download of lawful files from Defendant’s computer constitutes a defense to 

these charges.  Distributing three videos containing child pornography along with 27 videos 

of lawful content still constitutes distribution of three videos of child pornography.  

Moreover, the government acknowledged that Torrential Downpour investigates 

torrents relating to various child exploitation activities, and, in the process of downloading 

torrents known to contain child pornography, will sometimes download lawful files.  

Tr. 55:10-57:25.  This acknowledgment renders tests five and six unnecessary.  See id. 

at 51:7-52:4. 

Defendant argued that the issue is whether the files were in fact downloaded from 

his computer as the government claims, and, if so, whether they were found in shared space.  

Tr. at 51:20-52:13, 54:9-13.  But these issues will be addressed by tests three and four 

(deleted and unshared files) and test seven (single source download).  See id. at 54:9-55:9, 

60:4-61:7; Doc. 56-1 at 21-23. 
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Defense counsel further argued that she should be permitted to test Torrential 

Downpour thoroughly for any and all flaws, and posed a series of “what-if” scenarios as to 

how Torrential Downpour may work improperly.  Tr. at 63:19-66:14.  But to conduct 

discovery under Rule 16, Defendant must make a threshold factual showing of materiality.  

See Budziak, 697 F.3d at 1111.  Fishing expeditions are not allowed.  See United States v. 

Chon, 210 F.3d 990, 994 (9th Cir. 2000) (affirming denial of discovery request where the 

government had met its obligations under Rule 16 and “the requested discovery was a ‘far 

reaching fishing expedition’”); United States v. Spagnuolo, 549 F.2d 705, 712-13 (9th Cir. 

1977) (affirming denial of motion to compel under Rule 16 where the defendant merely 

assumed FBI files would show that his investigation was tainted by unlawful wiretaps and 

noting that he had “embarked on the type of fishing expedition condemned by [the] court 

in Ogden v. United States, 303 F.2d 724 (9th Cir. 1962)”); United States v. Wolfenbarger, 

No. 16-CR-00519-LHK-1, 2019 WL 3037590, at *8 (N.D. Cal. July 11, 2019) (denying 

discovery request in child pornography case and explaining that “Rule 16 does not 

authorize ‘a shotgun fishing expedition for evidence’”) (citation omitted).  Defendant has 

made no threshold showing of materiality with respect to tests five and six.  

D. Is Access to COPS Necessary to Conduct Tests Three and Four? 

In her proposed testing protocol, Loehrs describes COPS and her request for access 

to the system as follows: 

[COPS] is a web-based component of Torrential Downpour and its operation 

including retrieving information about torrents of investigative interest and 

reporting historical data back to law enforcement for further investigation.   

Access to the [COPS] database will simulate law enforcement’s undercover 

BitTorrent investigation by facilitating the same search capabilities relied upon 

in [this case]. 

 

A unique login will be created by the government allowing access to the live 

[COPS] system in order to track and locate all information being reported by 

Torrential Downpour from the Suspect Computer, described below. 

Doc. 54-4 at 8. 
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According to the government, Loehrs mistakenly believes that the COPS database 

includes a search function.  Doc. 64 at 4.  The government notes that Loehrs describes 

COPS as a component of Torrential Downpour and its operation, including “retrieving 

information about torrents of investigative interest and reporting historical data back to law 

enforcement for further investigation.”  Id. (quoting Doc. 56-1 at 17; emphasis by the 

government).  Loehrs also states in her supplemental affidavit that the “COPS database is 

how the investigation into [Defendant] began.”  Doc. 63-1 at 3, ¶ 8.  What Loehrs seems 

to be referring to, at least in part, is Torrential Downpour Receptor.  See Doc. 70-1 at 12 

(Detective Erdely’s affidavit stating that it appears some of the tests proposed by Loehrs 

would use Torrential Downpour Receptor). 

The government argues that access to COPS is not necessary or material for the 

limited examination of Torrential Downpour the Court has authorized.  Doc. 64 at 4.  The 

government states that the testing Loehrs seeks to run can be conducted by manually 

inputting IP addresses, port numbers, and lawful torrents into the Torrential Downpour 

program.  Id.  The government notes that  law enforcement officers performed these 

functions manually prior to the automation of COPS, and can still do so today.  Id. at 9. 

At the hearing, Detective Erdely testified that when communicating with the 

Torrential Downpour program, COPS provides three pieces of information – an IP address, 

port number, and torrent – and Torrential Downpour then operates independently from 

COPS to investigate the IP address.  Tr. 73:6-25, 78:17-20.  He clarified that COPS also 

provides a preference for the order in which files are to be downloaded by Torrential 

Downpour (files of interest are to be downloaded first).  Id. at 74:1-77:8.  He explained 

that standard BitTorrent client software has a similar feature that allows the user to 

manually select the files to be downloaded.  Id. at 74:10-12.2 

                                              

2 Defendant asserted that Detective Erdely “changed his story” about how COPS 
interacts with Torrential Downpour and this is a basis for providing Loehr’s access to 
COPS.  Id. at 78:8-11.  Specifically, Defendant questioned why Torrential Downpour 
downloads lawful files at all if the program can target files known to contain child 
pornography.  Id. at 12-16.  Detective Erdely explained that the universe of child 
pornography is not known to law enforcement, and that files associated with torrents of 
interest are downloaded to determine whether they contain child pornography.  Id. at 
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Loehrs asserts that COPS must be accessed “in its native state” for testing purposes, 

but does not explain why manually inputting IP addresses, port numbers, and torrents into 

the Torrential Downpour program, rather than having COPS do so automatically, will not 

allow for adequate testing of Torrential Downpour – the program Defendant has sought to 

investigate from the beginning and that allegedly downloaded the child pornography from 

Defendant’s shared folder.  Doc. 63-1 at 3, ¶ 8. 

The government also provides credible evidence that cloning and moving the 

relevant portions of COPS, or creating a simulated database, is not feasible.  Doc. 64 at 5-8.  

To clone and move the database would require considerable reprogramming because the 

COPS source code is not organized in a compartmented form, thus making it difficult to 

retrieve the portion dedicated solely to the BitTorrent network.  Id. at 5.  The government 

notes that the COPS database design includes various features, such as tables, database 

instances, and specific programming for retrieving data, that would be complicated to 

replicate.  Id. at 5-6.  The government estimates that cloning and moving the BitTorrent 

portion of COPS, and removing law enforcement sensitive data, would require more than 

300 hours of work and cost between $75,000 and $100,000.  Id. at 6.  The government 

explains that creating a simulated version of COPS – a database that has taken nearly eight 

years to develop – would also be complicated and could involve dozens of hours of 

reprogramming.  Id. at 6-7.  The government notes that populating a simulated database 

manually is unnecessary because a database is simply a repository of information, 

something that can be accomplished by populating a local log file on Loehrs’s computer.  

Id. at 7-9.3 

For several reasons, the Court will not grant Defendant access to the COPS database. 

First, Defendant has not shown that access to COPS is necessary to perform tests 

three and four.  The question in those test is how Torrential Downpour interacts with a 

                                              
79:1-22.  The Court found Detective Erdely credible in describing how COPS and 
Torrential Downpour interact.   

3 In his hearing memorandum, Defendant proposes giving Loehrs a limited log-on 
to COPS, similar to allowing someone limited access to online bank accounts.  Doc. 81 
at 5.  The government made clear that COPS contains no such feature.  Tr. 71:2-6. 
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suspect computer – whether it accesses deleted files or non-shared space.  The Court is 

satisfied that the question can be answered by manually loading the IP address, port 

number, and torrent information into the Torrential Downpour program and then observing 

how the program interacts with the suspect computer.  Access to COPS is not required to 

conduct this test.4 

Second, Defendant has not shown that access to COPS is material to preparation of 

his defense as required by Rule 16.  As discussed above, further investigation of how the 

government searches the internet for publicly-offered child pornography will not aid the 

defense because such public searches do not violate the Fourth Amendment and the 

government does not intend to present evidence regarding Torrential Downpour Receptor 

at trial.  Similarly, further investigation of the COPS database where Torrential Downpour 

Receptor deposits its investigative leads is not material.  The government has presented 

credible evidence that COPS is simply a data base, not a search engine that conducted 

investigative activities in this case, and Defendant provides no facts to suggest otherwise. 

Third, the Court concludes that COPS is protected from disclosure by the Roviaro 

privilege.  The government has a legitimate interest in preserving its ability to investigate 

and prosecute the distribution of child pornography.  COPS contains highly sensitive 

information about thousands of ongoing investigations into child pornography worldwide.  

Doc. 64 at 12; Tr. at 71:7-11.  The information includes info hash data for the torrents of 

interest, and the IP addresses of both suspects and investigating officers.  Id.  The Court 

concludes that the substantial government interest in protecting the secrecy of COPS 

outweighs Defendant’s need to access the database. 

Fourth, although Rule 16 permits defendants in criminal cases to obtain discovery 

of certain categories of information in the government’s possession or control, Rule 16 

does not require the government to create information for a defendant.  See United States 

                                              

4 The defense suggested at the hearing that COPS may provide instructions to the 
Torrential Downpour program that prompt it to look at deleted files or non-shared space 
on the suspect computer, but this suggestion appears to be pure speculation.  The defense 
provides no facts to support this suggestion, and facts, rather than speculation, are required 
to obtain discovery under Rule 16.  See Budziak, 697 F.3d 1112. 
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v. Hamzeh, No. 16-CR-21, 2019 WL 1331639, at *4 (E.D. Wis. Mar. 25, 2019)  

(“[A]lthough Rule 16(a)(1)(E) requires the government to disclose evidence, it does not 

require the government to create evidence.”); United States v. Mahon, No. CR-09-0712-

PHX-DGC, 2011 WL 5006737 at *3 (D. Ariz. Oct. 20, 2011) (citing cases).  The Court 

can find no basis for requiring the government to incur the substantial time and expense 

required to clone or recreate the COPS database for Defendant’s investigation. 

V. Conclusion. 

Tests one and two are not necessary because the government acknowledges that 

Torrential Downpour Receptor identifies IP addresses based on non-parsed and partially-

parsed torrents.  Tests three and four are material to the defense, but Loehrs is not permitted 

access to COPS in performing the tests.  Tests five and six are not permitted because they 

are immaterial and unnecessary.  The government has agreed to tests seven, eight, and nine. 

IT IS ORDERED:  

1. Defendant’s motion to compel compliance with the Court’s 

February 19, 2019 order (Doc. 54) is granted in part and denied in part as set forth in 

this order. 

2. Defendant’s motion to submit his supplemental brief (Doc. 85) is granted.5 

3. Excludable delay pursuant to U.S.C. ' 18:3161(h)(1)(D) is found to run from 

4/15/2019.  

Dated this 27th day of August, 2019. 

 

                                              

5 Defendant asserts in his brief that the “handshake” communication between 
Torrential Downpour and a suspect’s computer can turn into an ongoing investigation that 
lasts an extended period of time (Doc. 85 at 2-7), but does not explain why this renders 
“all nine tests” material to the defense (id. at 7). 
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MOTION FOR ADDITIONAL TERMS FOR PROTECTIVE ORDER AND 

NOTICE OF COMPLIANCE WITH SUPPLEMENTAL ORDER (Dkt. 243) 

 

 The United States, through undersigned Assistant U.S. Attorney, responds to the 

Supplemental Order Regarding C-3 Motion to Compel Discovery and Production of 

Evidence: Torrential Downpour (the “Order,” Dkt. 243). As explained below, the 

government has been working diligently to meet the Order’s one-week deadline, and the 

computer can be available on November 20, 2019.  
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A) The government elects to provide limited access to a computer running 

Torrential Downpour, rather than dismiss Counts 1 and 2.  

The Order permits the government to choose between only two options: first, 

allowing the defense to perform four tests on Torrential Downpour, the nature of which are 

withheld from the government; or, second, dismissing Counts 1 and 2.1 The Order is silent 

regarding technical aspects of how the government must provide the computer. 

 In the event the Court orders the additional terms of the protective order, below, the 

government is electing to provide access consistent with the Order, rather than dismissing 

Counts 1 and 2. The government is selecting this option because the Order does not compel 

internet access for the computer; nor does it permit the defense to add or remove software 

or hardware from the computer; nor does it allow the computer to leave the Orange County 

Regional Computer Forensics Lab (OCRCFL).2 Most importantly, and consistently with 

the Court’s prior protective order at Dkt. 231, the Order does not result in the software 

itself being released into “the wild.” Finally, the Order leaves in place the broad protective 

language in Dkt. 231.3 Thus, the order strikes a “proper balance” between production and 

                                      
1 “The government may opt to dismiss Counts 1 and 2; if it does so, it is not required to 

further produce the Torrential Downpour software to the defense. In that event, the 

government may still proceed on Count 3.” Order, Dkt. 243, at 7.  
2 The OCRCFL is located at 3800 W. Chapman Avenue, Suite 800, Orange, CA 92868. 

See Order Re: Compliance With Discovery Procedure, Dkt. 158 at footnote 4 regarding 

referring to the OCRFCL as the “Anaheim RCFL.”  
3 The Court ordered:  

Defense counsel and defense expert may not disclose their notes, the 

information contained in the notes, or any other information relating to their 

observation of the Torrential Downpour validation process or subsequent 

forensic examination of the computers involved therein to any person other 
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protection Roviaro v. United States, 353 U.S. 53 (1957).   

 Accordingly, the government is preparing a computer for defense access at the 

OCRCFL. The government will take reasonable measures to ensure that the computer will 

not access the internet, for several reasons. First, the Court did not order internet access. 

See Order, Dkt. 243. Second, because Torrential Downpour is designed to, and does 

reliably, download child pornography, connecting it to the internet would create a risk that 

it would fulfill its intended function, thereby facilitating the distribution of child 

pornography, in violation of 18 U.S.C. § 2252A, and other applicable laws, which the 

Order does not permit. Third, the Court did not order the defense to have access to ICAC 

COPS, which could be accessible via the internet. Likewise, the government will take 

reasonable measures to ensure that Torrential Downpour cannot be digitally or physically 

removed from the computer.  

B) Additional terms for a protective order 

Pursuant to paragraph (2) of the Order at Dkt. 243 at 7, the government respectfully 

requests the Court order the following additional terms to a protective Order:  

1. The government will provide a computer at the OCRCFL. The 

computer will have one version of Torrential Downpour installed, i.e. 

                                      
than each other. Any information, data, and notes derived from the defense’s 

observation of the validation process or its subsequent forensic examination 

shall be used solely for the purpose of conducting proceedings in this case 

and for no other purpose whatsoever. It shall not be disseminated to any other 

person without prior order of the Court. 

Dkt. 231 at 13.  
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version 1.23, one of the versions used in this investigation. The 

Torrential Downpour software installed will not have access to law 

enforcement’s database of hash values from known child pornography 

images. 

2. The only persons who will have access to the computer are Jeffrey 

Fischbach and Robert Herz (collectively “the defense”). The defense 

will have access to the computer for 21 consecutive days of testing. 

3. The computer will contain one network card. The defense will not 

make any connections to this computer other than through the network 

card. 

4. The defense may bring digital media, computers, and phones into the 

room with the computer.  

5. The defense will not remove the computer from the OCRCFL. The 

defense will not copy Torrential Downpour. 

6. The computer will be sealed with evidence tape. Other than the 

network card, all other ports/connections to the computer will be 

sealed with evidence tape.  The defense will not tamper with or open 

the computer, nor break or remove the evidence tape.  

7. The defense will not download or distribute child pornography using 

the computer. Any downloading of child pornography would 

constitute a violation of the federal criminal code. 
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8. All communications with the Torrential Downpour computer will be 

preserved via Wireshark. This preservation includes all 

communications with the computer containing Torrential Downpour 

during the 21 days of testing, both communications during testing and 

at all times the computer is powered up. The defense shall maintain 

the Wireshark data pending further order of the Court.  

9. At the conclusion of testing, the FBI will “zip” all the Wireshark files, 

meaning it will use software to compress them. The FBI will “hash” 

the zipped file(s), burn the zipped file(s) to a disk(s), sign the disk(s), 

and provide the disk(s) to the defense to maintain said disk(s) until 

further order by the Court. Both the defense and the FBI will be 

provided the hash values associated with these Wireshark file(s). 

However, the government will not possess the disk(s) themselves. At 

the conclusion of this matter, the Court will order the destruction of 

all copies of the disks, under circumstances to be determined, in order 

to prevent dissemination of the data thereon.  

The government believes that these restrictions should permit the defense to perform any 

legitimate testing on Torrential Downpour, while, also, ensuring that the software is not 

removed from the computer. 

The Court is familiar with Wireshark; it is the screen-recording and packet-

capturing program the government used during the validation testing previously ordered 
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by the Court.4 For the current testing, the preservation of Wireshark data accomplishes two 

goals. First, it creates some measure of protection against the copying of Torrential 

Downpour. Second, it protects the integrity of the testing process. To the extent that Mr. 

Fischbach testifies pursuant to FRE 702, the Wireshark data would be the best possible 

evidence regarding the testing.  

C) Objections to defense’s ex parte advocacy.  

In an abundance of caution, and to preserve the record, the government notes that, 

on record on November 4 and 5, 2019, prior to the Court issuing the Order, the government 

objected to the Court’s consideration of the defense’s ex parte communication. See Dkt 

234-1 (redacted version of Mr. Fischbach’s declaration). The government respectfully 

maintains its objections to the Court’s consideration of the defense’s ex parte 

communications.  

On October 17 and 18, 2019, the parties’ expert witnesses testified at length. 

Following that hearing, the Court ordered the government’s proposed testing and denied 

the defense’s request that the government produce Torrential Downpour. Dkt. 231. This 

order made sense in light of the defense’s failure to identify the tests and Mr. Fischbach’s 

performance under cross-examination.5  

Having failed to meet its burden under Budziak at the evidentiary hearing, the 

defense later submitted, ex parte, a Declaration of Jeffrey M. Fischbach, dated October 31, 

                                      
4 See Dkt. 219-1 at para. 3; Dkt. 231 at 12.  
5 “But when asked about the materiality of this information, Mr. Fischbach was only able 

to speak in vague generalities, claiming attorney-client privilege.” Dkt. 231 at 11. 
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2019, a redacted version of which the government received at Dkt. 234-1. As the Court 

notes in the Order, “[i]n the redacted copy of Mr. Fischbach’s declaration, the entire 

description of these four tests and their relevance to the defense are blacked out.” Order at 

243 at 6. Thus, it was not until October 31 that the defense identified the tests, long after 

the government’s opportunity to challenge the merits of Mr. Fischbach’s claims had 

passed. In this way, the defense achieved, via ex parte advocacy, that which it failed to do 

when Mr. Fischbach was subject to cross-examination in open court.  

 “[I]n our system, adversary procedures are the general rule and ex parte 

examinations are disfavored.” United States v. Kenney, 911 F.2d 315, 321 (9th Cir. 1990). 

The “reliability [of evidence is] assessed in a particular manner: by testing in the crucible 

of cross-examination.” Crawford v. Washington, 541 U.S. 36, 61 (2004). “This open 

examination of witnesses is much more conducive to the clearing up of truth” because 

“adversarial testing beats and bolts out the Truth much better.” Id. (internal citations and 

punctuation omitted). The Supreme Court has described cross-examination as the “greatest 

legal engine ever invented for the discovery of truth.” Maryland v. Craig, 497 U.S. 836, 

846 (1990).  

Due to the ex parte nature of the defense’s advocacy, the government is ignorant of 

the four tests, their procedures, goals, scientific validity, and technological requirements. 

Accordingly, the government has had no opportunity to contest their materiality under 

United States v. Budziak, 697 F.3d 1105 (9th Cir. 2012). As the Court has already 
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acknowledged6, the government has a legitimate interest in protecting Torrential 

Downpour, pursuant to Roviaro v. United States, 353 U.S. 53 (1957). The government’s 

interest in protecting, and responsibility to protect, this important tool for investigating 

child pornography is especially heightened when, as here, the government has been kept 

ignorant of the tests that the defense is requesting.   

Moreover, the secrecy of the tests has complicated the government’s response to the 

Order. Due to the nationwide importance of protecting Torrential Downpour, while also 

effectively prosecuting child pornography offenses, the decision regarding how to respond 

to the Order is not solely that of the U.S. Attorney’s Office for the District of Alaska. 

Accordingly, in the four working days since the Court issued the Order, the government 

has conferred with the FBI Office of General Counsel; the Child Exploitation and 

Obscenity Section of the Criminal Division of the U.S. Department of Justice; another U.S. 

Attorney’s Office; in addition to personnel involved in this investigation.  

// 

                                      
6 The Court held: 

The government presented similar evidence in this case, which the Court 

finds persuasive. Robert Erdely—offered by the government as an expert—

stated in his declaration that “child pornography distributors could find a way 

to avoid detection” if the workings of Torrential Downpour were made 

public, “render[ing] that tool of law enforcement ineffective.” At the 

evidentiary hearing, Mr. Erdely testified that “to give [the defense] unfettered 

access to this software puts law enforcement and ten years of development 

at risk” because it would reveal certain aspects of Torrential Downpour’s 

operation. 

Order Regarding C-3 Motion, Dkt. 231 at 10-11.  
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D) Conclusion: The computer will be available by November 20, 2019.   

The FBI has advised the undersigned that it can have the computer prepared and in 

place at the OCRCFL, ready for the defense, by Wednesday, November 20, 2019. The 

government respectfully requests the Court issue the attached protective order, the terms 

of which are essential to protect Torrential Downpour, and which should not interfere with 

any testing by the defense. Absent these protections, the government cannot provide the 

computer.  

The government objects to any additional ex parte advocacy by the defense, 

particularly regarding the terms of the protective order. If necessary, the government can 

provide an affidavit, or the testimony of a witness, to explain the merits of the terms of the 

protective order.  

 RESPECTFULLY SUBMITTED November 15, 2019, in Anchorage, Alaska. 

       BRYAN SCHRODER 

 United States Attorney 

 

       s/ Jonas M. Walker  

       JONAS M. WALKER 

 Assistant U.S. Attorney 

 United States of America 

CERTIFICATE OF SERVICE 
 

I hereby certify that on November 15, 2019,  

a true and correct copy of the foregoing  

was served electronically on the following: 

 

Robert M. Herz 

 

s/ Jonas M. Walker     

Office of the U.S. Attorney 
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UNITED STATES OF AMERICA, 

 

Plaintiff, 

 

vs. 

 

MATTHEW WILLIAM SCHWIER, 

 

Defendant. 

) 

) 

) 

) 

) 

) 

) 

) 

)

) 
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MOTION TO DISMISS COUNTS 1 AND 2 

AND REGULATE PRODUCED DISCOVERY 

  

The United States, through undersigned Assistant United States Attorney, pursuant 

to Federal Rules of Criminal Procedure 48 and 16(d), moves the Court for an order 

dismissing Counts 1 and 2 of the Fourth Superseding Indictment and ordering the defense 

team to certify that they have destroyed all evidence received relating to Torrential 

Downpour.  
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A) Reasons for dismissal of Counts 1 and 2  

BitTorrent is a peer-to-peer network used by computer-savvy individuals to attempt 

to hide their receipt and collection of child pornography. Law enforcement officers use 

Torrential Downpour software to identify distributors of child pornography using the 

BitTorrent network.  

In this case, the Court found “persuasive” the government’s evidence that release of 

Torrential Downpour to the public would undermine the software’s effectiveness as a law 

enforcement tool. See Dkt. 231 at 9-10. Over an approximate four-month period, the 

government has diligently worked to craft testing environments and protective orders with 

the goals of, both, protecting Torrential Downpour from disclosure, and, also, permitting 

the defense to prepare for trial, thereby satisfying both United States v. Budziak, 697 F.3d 

1105 (9th Cir. 2012), and Roviaro v. United States, 353 U.S. 53 (1957). The United States 

proposed three protective orders, or terms for protective orders, (Dockets 244-1, 253-4, 

and 288-1) in its attempt to achieve those objectives.  

At Dkt. 304, the Court denied the government’s third proposed protective order1, 

                                      
1  At the Final Pretrial Conference on January 14, 2020, the Court indicated that it was 

persuaded by the defense expert’s affidavit (Dkt. 297 at 1-2), which alleged that the 

government had already released the software by “repeated missteps.”  

In an abundance of caution, and to ensure clarity in the record, the government 

respectfully notes that, to the contrary, the government did not err in producing the virtual 

machines containing the software; rather, it did so pursuant to the Court’s order at Dkt. 

231.  

The affidavit at Dkt. 297 is, apparently, referring to virtual machines produced 

pursuant to the Order at Dkt. 231, which ordered the validation testing in Anchorage and 

established the original protective order in this case. Specifically, at Dkt. 231 at 12-13, the 

Court ordered that “the validation process described at Docket 219-1 shall be carried out 
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which, in the opinion of the government’s subject-matter experts, proposed terms that were 

essential to protect Torrential Downpour.  

The Court gave the government the alternative to “opt to dismiss Counts 1 and 2; if 

it does so, it is not required to further produce the Torrential Downpour software to the 

defense.” Dkt. 243 at 7. Under FRCrP 48, “[t]he government may, with leave of court, 

dismiss an indictment, information, or complaint.”  

Therefore, pursuant to FRCrP 48, the government respectfully moves the Court to 

dismiss Count 1 and Count 2 of the Fourth Superseding Indictment.  

B) Destruction of sensitive evidence and vacation of pending discovery orders 

As indicated in Dkt. 310, the government respectfully requests the Court order that 

the United States does not have to produce a revised redacted version of the Torrential 

Downpour manual (per Dkt. 306), nor must it produce the software itself (per Dkt. 305).  

The government respectfully requests the Court order that the defense file certification that 

Mr. Herz and Mr. Fischbach have destroyed, and will not access in the future, the Torrential 

Downpour manuals (including sealed Dkt. 299 and Dkt. 300, and the version produced in 

discovery); and, further, will not access the virtual machines the government produced to 

                                      
for versions 1.15 and 1.23 of the Torrential Downpour software on November 4, 2019, and 

on November 5, 2019 as necessary.”  

Dkt. 219-1 at paragraph 3 includes the following: “Moreover, the computers running 

the target VM and investigative VM will be available for forensic examination by the 

defense expert.”  

Accordingly, the government lawfully produced, per the Order at Dkt. 231, the 

virtual machines used during the validation testing that was described at Dkt. 219-1. Those 

virtual machines contained the software.  
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the defense at the Orange County Regional Computer Forensic Laboratory (OCRCFL), 

pursuant to the Order at Dkt. 231, and referred to by the defense at Dkt. 297.  

 RESPECTFULLY SUBMITTED January 23, 2020, in Anchorage, Alaska. 

       BRYAN SCHRODER 

 United States Attorney 

 

       s/ Jonas M. Walker    

       JONAS M. WALKER 

 Assistant U.S. Attorney 

 United States of America 

 

CERTIFICATE OF SERVICE 
 

I hereby certify that on January 23, 2020,  

a true and correct copy of the foregoing  

was served electronically on the following: 

 

Robert M. Herz 

Attorney for Defendant 

 

s/ Jonas M. Walker     

Assistant U.S. Attorney 

Office of the U.S. Attorney 
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MOTION FOR PARTIAL RECONSIDERATION REGARDING ORDER 

(Dkt. 254) AND FOR TELEPHONIC PARTICIPATION OF WITNESS AT 
STATUS HEARING 

 
The United States, by undersigned Assistant United States Attorney, pursuant to 

L.Civ.R. 7(h)(1)(A), respectfully moves the Court for partial reconsideration of the Order 

Re Motion for Additional Terms for Protective Order (Dkt. 244) (the “Order,” Dkt. 254), 

and pursuant to L.Civ.R. 7(i), telephonic participation by a witness. The government 

Case 3:17-cr-00095-SLG   Document 255   Filed 11/22/19   Page 1 of 5



US v. Schwier 
3:17-cr-00095-SLG 2 

respectfully requests an opportunity to present the testimony of a witness to explain the 

issues discussed below.  

In the 14 days since the Court originally ordered the government to make Torrential 

Downpour available to the defense (Dkt. 243), the government has diligently worked to 

craft an appropriate protective order that complies with both United States v. Budziak, 697 

F.3d 1105 (9th Cir. 2012), and Roviaro v. United States, 353 U.S. 53 (1957). In an 

unprecedented development, the United States has agreed to allow a defense expert to test 

Torrential Downpour outside the presence of a government agent. The government has, in 

good faith, rapidly proposed two protective orders. Taking into account the defense’s 

objections to the first proposed order (244-1), the government crafted a second proposed 

protective order (253-4) that allowed internet access, but required Wireshark as a way to 

protect the software from copying.  

A) Wireshark provides some assurance against software copying, but imposes 

no costs on the defense.  

The Court held (Order at 2) that FRCrP 16 does not impose a duty on the defense to 

preserve evidence. The government does not dispute this legal conclusion. 

However, the Order overlooked, and did not address, an important reason the 

government seeks a protective order with Wireshark or another appropriate packet-capture 

software: i.e. detecting digital copying of Torrential Downpour from the TD Computer.  

Put another way: there are two potential ways that Torrential Downpour could be 

compromised at the OCRCFL; first, being physically removed from the OCRCFL; or, 

second, which is more likely to occur, being digitally copied from the TD Computer onto 
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other media. The Court has adequately protected Torrential Downpour from being 

physically removed from the OCRCFL by ordering that the defense will not open, tamper 

with, or remove the TD Computer from the OCRCFL.  

However, the Order provides no way to verify that Torrential Downpour has not 

been copied from the TD Computer. The risk is that, during testing, the defense could 

inadvertently copy Torrential Downpour onto the digital media or computers that will be 

brought into the room with the TD computer. Copying Torrential Downpour would be as 

easy as copying any file. To be clear, the government is not accusing the defense of 

intending violate a protective order, or conspiring to violate 18 U.S.C. § 1030, or otherwise 

attempting to copy the software from the TD Computer. Rather, the government is seeking 

a reasonable prophylactic measure that will confirm that the software has not been copied.  

Mr. Fischbach has, already, lost a hard drive at the OCRCFL in this case. See Dkt. 

253-2 (email from Joe Monroe, stating “Fischbach advised he was missing an external hard 

drive that he left in the Defense Review room, during his last visit. We were unable to 

locate the missing external hard drive”). 1  Given the high importance of protecting 

Torrential Downpour from disclosure, such negligence is reasonable cause for concern, 

particularly in light of the government’s evidence that Torrential Downpour must be 

protected from disclosure.  

The government presented similar evidence in this case, which the Court 
finds persuasive. Robert Erdely—offered by the government as an expert—
stated in his declaration that “child pornography distributors could find a way 
to avoid detection” if the workings of Torrential Downpour were made 

                                                 
1 The government’s understanding is that Mr. Fischbach insinuated that the OCRCFL was 
at fault. 
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public, rendering that tool of law enforcement ineffective. At the evidentiary 
hearing, Mr. Erdely testified that to give the defense unfettered access to this 
software puts law enforcement and ten years of development at risk because 
it would reveal certain aspects of Torrential Downpour’s operation.  

Dkt. 231 at 9-10 (internal punctuation omitted).  
 
Moreover, given his purported experience with classified information, Mr. 

Fischbach should be comfortable complying with procedures intended to verify that 

sensitive information is not inadvertently lost during discovery. Indeed, that is the very 

purpose of the OCRCFL.   

Finally, Wireshark provides significant protections for the government, but imposes 

no costs on the defense. Wireshark will not interfere with any privileged information, 

because the government will not possess the Wireshark data. Wireshark will not interfere 

with any testing the defense runs.   

The government respectfully requests a status hearing with an opportunity to present 

the telephonic testimony of a witness who can explain the security value of Wireshark.  

B) The government is working to comply with other aspects of the Order (Dkt. 

254).  

The government has identified a computer with specifications similar to the one 

already in use in this case. Per Mr. Herz’s email at Dkt. 253-3, such a computer should 

satisfy the defense.  

The Court ordered the government to “provide the defense with all applicable TD 

software documentation for versions 1.15 and 1.23, including installation instructions and 

minimum operating requirements” by the end of one working day. Order at 254. The Court 

did not define “all applicable TD software documentation.” The government is diligently 
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working to identify a manual for those two versions of Torrential Downpour and redact the 

privileged information therefrom for discovery.  

C) Conclusion 

The government respectfully requests the Court schedule a status hearing on 

November 25 or 26, 2019, at which the government may present the testimony of a witness 

to briefly explain why Wireshark (or another packet capture program) is important to 

protect Torrential Downpour from being compromised during testing. In the event that the 

Court rejects the use of any packet-capture software, the government may request an 

additional period to propose an alternative technical arrangement that would permit the 

defense to do testing.  

RESPECTFULLY SUBMITTED November 22, 2019, in Anchorage, Alaska. 
 
 BRYAN SCHRODER 
 United States Attorney 
 
      s/ Jonas M. Walker  
      JONAS M. WALKER 
 Assistant U.S. Attorney 
 United States of America 
 
 

CERTIFICATE OF SERVICE 
 
I hereby certify that on November 22, 2019,  
a true and correct copy of the foregoing  
was served by served through ECF on: 
 
Robert Herz 
 
s/ Jonas M. Walker   
Office of the U.S. Attorney 
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[PROPOSED] ORDER GRANTING MOTION FOR 

ADDITIONAL TERMS FOR ROTECTIVE ORDER 

 

Having duly considered the United States= Motion for Additional Terms for 

Protective Order and Notice of Compliance with Supplemental Order (the “Motion”), the 

Court grants the Motion and ORDERS that:  

1. The government will provide a computer at the Orange County 

Regional Computer Forensics Laboratory (“OCRCFL”), located at 

3800 W. Chapman Avenue, Suite 800, Orange, CA 92868. The 

computer will have one version of Torrential Downpour installed, i.e. 

version 1.23, one of the versions used in this investigation. The 

Torrential Downpour software installed will not have access to law 

enforcement’s database of hash values from known child pornography 

images. 

// 
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2. The only persons who will have access to the computer are Jeffrey 

Fischbach and Robert Herz (collectively “the defense”). The defense 

will have access to the computer for 21 consecutive days of testing. 

3. The computer will contain one network card. The defense will not 

make any connections to this computer other than through the network 

card. 

4. The defense may bring digital media, computers, and phones into the 

room with the computer.  

5. The defense will not remove the computer from the OCRCFL. The 

defense will not copy Torrential Downpour. 

6. The computer will be sealed with evidence tape. Other than the 

network card, all other ports/connections to the computer will be 

sealed with evidence tape.  The defense will not tamper with or open 

the computer, nor break or remove the evidence tape.  

7. The defense will not download or distribute child pornography using 

the computer. Any downloading of child pornography would 

constitute a violation of the federal criminal code. 

8. All communications with the Torrential Downpour computer will be 

preserved via Wireshark. This preservation includes all 

communications with the computer containing Torrential Downpour 

during the 21 days of testing, both communications during testing and 

at all times the computer is powered up. The defense shall maintain 
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the Wireshark data pending further order of the Court.  

9. At the conclusion of testing, the FBI will “zip” all the Wireshark files, 

meaning it will use software to compress them. The FBI will “hash” 

the zipped file(s), burn the zipped file(s) to a disk(s), sign the disk(s), 

and provide the disk(s) to the defense to maintain said disk(s) until 

further order by the Court. Both the defense and the FBI will be 

provided the hash values associated with these Wireshark file(s). 

However, the government will not possess the disk(s) themselves. At 

the conclusion of this matter, the Court will order the destruction of 

all copies of the disks, under circumstances to be determined, in order 

to prevent dissemination of the data thereon.  

The government may provide the computer by November 20, 2019. The government’s 

compliance with this Order satisfies the government’s obligations under United States v. 

Budziak, 697 F.3d 1105 (9th Cir. 2012).  

Moreover, the Court reaffirms its prior protective Order (Dkt. 231), as follows: 

Defense counsel and defense expert may not disclose their notes, the information 

contained in the notes, or any other information relating to their observation of the 

Torrential Downpour validation process or subsequent forensic examination of the 

computers involved therein to any person other than each other. Any information, data, and 

notes derived from the defense’s observation of the validation process or its subsequent 

forensic examination shall be used solely for the purpose of conducting proceedings in this 

case and for no other purpose whatsoever. It shall not be disseminated to any other person 
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without prior order of the Court. 

Nothing herein shall prevent either the government or the defendant from 

referencing the technical specifications of the software or any other materials in connection 

with pleadings or motions filed in this case, provided the materials are filed under seal 

and/or submitted to the Court for in camera inspection. 

Violation of this protective order may be punishable by contempt of court, whatever 

other sanction the Court deems just, and/or any other sanctions which are legally available. 

DATED this ______ day of November, 2019, at Anchorage, Alaska. 

 

 

 

    __________________________________________ 

UNITED STATES DISTRICT COURT JUDGE 

Case 3:17-cr-00095-SLG   Document 244-1   Filed 11/15/19   Page 4 of 4



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 1 of 15

JWalker5
Yellow Stamp



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 2 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 3 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 4 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 5 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 6 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 7 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 8 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 9 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 10 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 11 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 12 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 13 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 14 of 15



Case 3:17-cr-00095-SLG   Document 219-2   Filed 10/11/19   Page 15 of 15



 
IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 
UNITED STATES OF AMERICA, 
 

Plaintiff, 
 

v. 
 

MATTHEW WILLIAM SCHWIER, 
 

Defendant. 
 

 
 
 
 
 

    Case No. 3:17-cr-00095-SLG 

 

AMENDED PROTECTIVE ORDER 
 

For the reason’s set forth in the Court’s Order re Motions for 

Reconsideration,1: 

1. Not later than January 27, 2020, the government will provide a 

government-owned computer (the “TD Computer”) at the 

Orange County Regional Computer Forensics Laboratory 

(“OCRCFL”), located at 3800 W. Chapman Avenue, Suite 800, 

Orange, CA 92868.  The TD Computer shall be configured to 

the specifications provided by the defense on December 6, 

2019.2  

2. The only non-government persons who will have access to the 

TD Computer are Jeffrey Fischbach and Robert Herz 

                                                 
1 See Docket 304. 

2 See Docket 280-1 at 1. 
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(collectively “the defense”).  

3. Beginning on January 28, 2020, the defense will have access 

to the TD Computer for 30 consecutive calendar days of testing 

Torrential Downpour versions 1.15 and 1.23, the versions used 

in the investigation in this matter.  Actual testing days are 

expected to be Monday through Friday only, exclusive of 

federal holidays. 

4. Government personnel will have access to the TD Computer 

only for the purposes of keeping the TD computer secure 

consistently with OCRFCL standard operating procedures.  

Government personnel will not observe the defense testing.  

5. Installation of Torrential Downpour software onto the TD 

Computer will occur as follows: 

a. An FBI agent or Task Force Officer will keep exclusive 

possession of a USB drive or other removable media 

containing the Torrential Downpour software, except as 

provided in (b) and (c) below.  The defense will not possess 

the Torrential Downpour software, other than on the TD 

Computer, except as provided in (b) and (c) below.  
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b. Prior to testing, the FBI agent or Task Force Officer will allow 

Mr. Fischbach to install Torrential Downpour versions 1.15 

and 1.23 onto the TD Computer.  The FBI agent or Task 

Force Officer will remain outside the Defense Review room 

while Mr. Fischbach installs the software.  

c. After the installation, Mr. Fischbach will remove the USB 

drive or other removable media containing the TD Software 

from the TD Computer and return it to the FBI agent or Task 

Force Officer.  

6. The defense may bring digital media, computers, cell phones, 

and an internet hotspot (i.e. one that is compatible to connect 

to the TD Computer via WiFi or a network card) into the 

OCRCFL room with the TD Computer.  

7. The defense will only connect to the TD Computer as necessary 

to complete its testing.  The TD Computer may access the 

internet through the network card or via WiFi. 

8. The defense will not remove the TD Computer from the 

OCRCFL. 

9. The defense will not copy Torrential Downpour to any device 

Case 3:17-cr-00095-SLG-DMS   Document 305   Filed 01/14/20   Page 3 of 4



 
Case No. 3:17-cr-95-SLG, United States v. Schwier 
Amended Protective Order 
Page 4 of 4 
 

other than the TD Computer.  The defense will not receive 

Torrential Downpour source code.  

10. Neither the defense nor the TD Computer will have access to 

law enforcement’s database of hash values from known child 

pornography images, known as “ICAC COPS.”  

11. The defense will not tamper with or open the TD Computer.  

12. The Court reaffirms its prior protective order, entered at Docket 231. 

 

DATED this 13th day of January, 2020, at Anchorage, Alaska. 
 
 
 
    /s/ Sharon L. Gleason                 

UNITED STATES DISTRICT JUDGE 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

UNITED STATES OF AMERICA, 

Plaintiff, 

v. 

MATTHEW WILLIAM SCHWIER, 

Defendant. 

 

 

 

Case No. 3:17-cr-00095-SLG 

 

ORDER FOR GOVERNMENT TO REPLY TO DEFENSE’S RESPONSE IN 
OPPOSITION AT DOCKET 248 AND COMPELLING PRODUCTION OF 

VALIDATION TESTING RECORDS 

Before the Court at Docket 244 is the government’s motion proposing 

additional terms for the protective order governing production of the Torrential 

Downpour software.1  Pursuant to the Court’s order at Docket 247, the defense 

has responded in opposition and filed a redlined copy of the government’s 

proposed order.2  The defense disputes several elements of the government’s 

proposed protective order, including a term that would prohibit internet access 

during testing.3  Having reviewed the defense’s opposition, the Court directs the 

                                         
1 See Docket 231 at 13–14 (entering protective order); see also Docket 243 at 8 (allowing 
government to “propose additional terms to the protective order entered at 231 as warranted”). 

2 Docket 248; see also Docket 249 (Decl. of Jeffrey Fischbach in support of Response in 
Opposition). 

3 Docket 248 at 2–3; see also Docket 249 at 5, ¶ 19 (“[I]n order to complete any of my proposed 
tests, and as a requirement of the software itself, I must have internet access.” (emphasis in 
original)); Docket 244 at 4 (proposing that software be tested on computer without access to the 
internet). 
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government to file a brief reply, giving special attention to the question of internet 

access.4   

The defense’s response in opposition also claims that the government has 

not yet produced the results of the November 4, 2019 validation testing of the 

Torrential Downpour software.5  At the November 5, 2019 status conference, the 

government stated that it believed it could “overnight [the validation data] on 

Thursday, have it down to the Orange RCFL on Friday, the 8th [of November].”6  

According to the defense, Detective Erdely also indicated that he planned to 

prepare a report on the validation testing.7  The Court hereby orders the 

government to produce to the defense the validation data and Detective Erdely’s 

report immediately or, failing that, to explain why doing so is impossible in its reply. 

Accordingly, IT IS ORDERED that the government shall file a reply to the 

defense’s opposition no later than November 20, 2019 at 5:00 p.m.  IT IS 

FURTHER ORDERED that the government shall produce the data from the 

November 5, 2019 Torrential Downpour validation and the accompanying report 

                                         
4 See L. Crim. R. 47.1(c) (“Unless otherwise ordered by the Court, no reply memorandum will be 
filed.”). 

5 Docket 248 at 4. 

6 Docket 250 at 2:17–22 (Partial Tr. of Nov. 5, 2019 Status Conf.). 

7 Docket 250 at 5–8 (Defense counsel’s stating that “Detective Erdely indicated that the earliest 
he thought he could have a package of data available for release, he wanted time to write a 
report, the earliest that could be ready would be Friday [November 8, 2019].”). 
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to the Orange RCFL for review by the defense as soon as possible upon receipt 

of this order.  If such production is impossible, the government shall provide an 

explanation in its reply. 

 

DATED this 19th day of November, 2019, at Anchorage, Alaska. 

/s/ Sharon L. Gleason 
UNITED STATES DISTRICT JUDGE 

 

  

Case 3:17-cr-00095-SLG   Document 251   Filed 11/19/19   Page 3 of 3



UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF ALASKA

UNITED STATES OF AMERICA, )
)

Plaintiff, )
) Case No. 3:17-cr-00095-SLG-DMS

v. )
)

MATTHEW WILLIAM SCHWIER, )
)

Defendant. )
______________________________)

JUDGMENT OF PARTIAL DISCHARGE
RE: COUNTS 1ssss and 2ssss

FED.R.CRIM.P. 32(k)(1)

IT APPEARING that the defendant is now entitled to be
discharged for the reason that:

 X   The court has granted the motion of the plaintiff for
dismissal without prejudice of the offenses of Possession of Child
Pornography and Distribution and Receipt of Child Pornography as charged
in counts 1 and 2 of the Fourth Superseding Indictment.

IT IS THEREFORE ADJUDGED that the defendant is hereby
discharged pursuant to Rule 32(k)(1), Federal Rules of Criminal
Procedure.

     DATED at Anchorage, Alaska, this 3rd day of February, 2020.

S/ Sharon L. Gleason        
Sharon L. Gleason
United States District Judge

{DISCHARG-PARTIAL.WPD}
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

UNITED STATES OF AMERICA, 

Plaintiff, 

v. 

MATTHEW WILLIAM SCHWIER, 

Defendant. 

 

 

 

Case No. 3:17-cr-00095-SLG 

 

ORDER REGARDING C-3 MOTION TO COMPEL DISCOVERY AND 
PRODUCTION OF EVIDENCE: TORRENTIAL DOWNPOUR SOFTWARE 

Before the Court at Docket 199 is Defendant Matthew William Schwier’s C-

3 Motion to Compel Discovery and Production of Evidence: Torrential Downpour 

Software.  The government responded in opposition at Docket 214 and filed 

supplemental briefing at Docket 219.  Mr. Schwier filed supplemental briefing at 

Docket 221.  An evidentiary hearing was held on October 17 and 18, 2019. 

BACKGROUND AND PROCEDURAL HISTORY 

 On October 20, 2016, the Federal Bureau of Investigation (“FBI”) used 

software called “Torrential Downpour” to purportedly identify Mr. Schwier’s 

computer as possessing child pornography files that were available for download 

by third parties through BitTorrent, a peer-to-peer file-sharing network.1  Torrential 

                                         
1 Docket 199 at 6; Docket 214 at 3.  As described by Robert Erdely—offered by the 
government as an expert witness—a peer-to-peer network “allow[s] individuals unknown 
to each other and possibly separated by great distances to share files, such as audio 
and video files, freely.”  Docket 214-1 at 2, ¶ 7 (Decl. of Mr. Erdely). 
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Downpour is a piece of software developed for law enforcement personnel, to allow 

them to identify BitTorrent users who possess or seek to possess child 

pornography files.2  The software operates similarly to other BitTorrent clients—

like uTorrent, the program Mr. Schwier allegedly used3—with several important 

differences.4  Unlike most BitTorrent clients, Torrential Downpour allows law 

enforcement to download files from a single user,5 and does not itself share any 

files downloaded pursuant to an investigation.6  On October 20, 2016, Torrential 

Downpour was unable to download the alleged child pornography available for 

distribution on Mr. Schwier’s computer.7 

 In November 2016, the FBI again used Torrential Downpour to identify Mr. 

Schwier’s computer as possessing child pornography that was available for 

download.8  Over the course of three days, the FBI used Torrential Downpour to 

                                         
2 Docket 214-1 at 5, ¶ 16. 

3 Docket 214 at 3.  

4 Docket 214-1 at 5–6, ¶¶ 18–20. 

5 Docket 214-1 at 6, ¶ 19.  “Traditionally, BitTorrent seeks to download from many 
sharing computers to speed up the download times.”  Docket 214-1 at 6, ¶ 19.   

6 Docket 214-1 at 6, ¶ 20. 

7 Docket 199 at 3–4; Docket 214 at 4. 

8 Docket 199 at 4–6; Docket 214 at 5. 
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download two files shared by Mr. Schwier’s computer, one of which allegedly 

contained child pornography.9  

 In May 2017, the FBI seized multiple pieces of hardware from Mr. Schwier’s 

home while executing a search warrant.10  Forensic examination of the hardware 

identified multiple child pornography files, but could not find the particular files 

identified or downloaded by Torrential Downpour in October and November 

2016.11 

On August 16, 2017, the grand jury indicted Mr. Schwier on three counts of 

possession of child pornography in violation of 18 U.S.C. §§ 2252(a)(4)(B) and 

(b)(2).12  A September 25, 2017 superseding indictment additionally charged Mr. 

Schwier with one count of distribution of child pornography in violation of 18 U.S.C. 

§§ 2252(a)(2) and (b)(1).13  On April 24, 2019, the grand jury returned a Third 

Superseding Indictment that charged Mr. Schwier with two counts of possession 

of child pornography and one count of distribution of child pornography.14 

                                         
9 Docket 199 at 6; Docket 214 at 5. 

10 Docket 199 at 6; Docket 214 at 6. 

11 Docket 199 at 7; Docket 214 at 6. 

12 Docket 2. 

13 Docket 40 at 3 (Count 3). 

14 Docket 138.  A Second Superseding Indictment had been filed on March 20, 2019.  
Docket 117. 
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The FBI’s October 20, 2016 use of Torrential Downpour to identify child 

pornography files on Mr. Schwier’s computer forms the basis of Count 1 in the 

Third Superseding Indictment.15  The FBI’s use of Torrential Downpour to 

download child pornography from Mr. Schwier’s computer in November 2016 

forms the basis of Count 2 in the Third Superseding Indictment.16  Count 3 of the 

Third Superseding Indictment relates to the child pornography files found during 

the 2017 physical search of Mr. Schwier’s hardware and is not related to the FBI’s 

use of Torrential Downpour.17 

Mr. Schwier retained Robert M. Herz, his current defense counsel, on March 

12, 2018.18  Mr. Herz retained Jeffrey M. Fischbach as an expert in computer 

forensics at least as early as November 2018.19  Despite this, Mr. Herz did not file 

the instant motion to compel production of the Torrential Downpour software—the 

                                         
15 Docket 199 at 6; Docket 214 at 3–4. 

16 Docket 199 at 6; Docket 214 at 5. 

17 Docket 138 at 3. 

18 Docket 63. 

19 Docket 203-1 at 2, ¶ 4 (Decl. of Mr. Fischbach) (describing Mr. Fischbach’s 
November 2018 request to review alleged child pornography file downloaded from Mr. 
Schwier’s computer).  And Mr. Schwier’s supplemental briefing indicates that Mr. 
Fischbach had begun developing his thoughts about “[t]he circumstances to be tested” 
should he gain access to Torrential Downpour in May 2019. Docket 221 at 5. 
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foundation for two counts in the Third Superseding Indictment—until September 

12, 2019, one month before trial was scheduled to begin.20  

DISCUSSION 

 Mr. Schwier contends that Torrential Downpour “is flawed and should be 

tested and verified by a third party,” and that the defense requires access to the 

program in order to effectively cross-examine government witnesses.21  Mr. 

Schwier seeks disclosure of an installable copy of Torrential Downpour, along with 

its user and training manuals.22  He does not seek disclosure of Torrential 

Downpour’s source code.23 

 Pursuant to Federal Rule of Criminal Procedure 16(a)(1)(E)(i), the 

government must disclose any “books, papers, documents, data . . . or copies or 

portions” thereof upon the defendant’s request, provided that the item is in the 

government’s control and is “material to preparing the defense.”24  “A defendant 

                                         
20 Docket 199; Docket 175 (setting trial date for October 15, 2019). 

21 Docket 199 at 9. 

22 Docket 199 at 9. 

23 Docket 199 at 9.  However, Mr. Fischbach did request a copy of the Torrential 
Downpour source code during his testimony. Docket 229 at 3:2–18 (Excerpt of 
10/17/2019 Evidentiary Hearing Tr.).  The Court denies that request for the reasons 
discussed below.  

24 The defense also bases its motion on the Supreme Court’s decision in Brady v. 
Maryland, 373 U.S. 83 (1963).  The Court finds that case inapplicable and denies Mr. 
Schwier’s motion to the extent it seeks disclosure of Torrential Downpour under Brady.  
See United States v. Gonzalez, No. CR-17-01311-001-PHX-DGC, 2019 WL 669813, at 
*7 (D. Ariz. Feb. 19, 2019) (discussing applicability of Brady and finding that 
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must make a ‘threshold showing of materiality’ in order to compel discovery 

pursuant” to this rule.25  “Neither a general description of the information sought 

nor conclusory allegations of materiality suffice; a defendant must present facts 

which would tend to show that the Government is in possession of information 

helpful to the defense.”26 

 In Budziak, the Ninth Circuit held that a district court had erroneously denied 

discovery of EP2P, a piece of investigative software similar to Torrential 

Downpour.27  The Circuit concluded that the defendant had demonstrated 

materiality by “identif[ying] specific defenses to the distribution charge that 

discovery on the EP2P program could potentially help him develop.”28  The 

defense has done the same here; he presented evidence, through the declaration 

and testimony of Mr. Fischbach, suggesting that Torrential Downpour may have 

“exploit[ed] vulnerabilities in the [BitTorrent] protocols” to download files that Mr. 

                                         
“[d]efendants have made no showing that Torrential Downpour will prove to be 
exculpatory or could be used to impeach a government witness”). 

25 United States v. Budziak, 697 F.3d 1105, 1111 (9th Cir. 2012) (citing United States v. 
Santiago, 46 F.3d 885, 894 (9th Cir. 1995)). 

26 Id. (quoting United States v. Mandel, 914 F.2d 1215, 1219 (9th Cir. 1990)). 

27 Id. at 1111–12. 

28 Id. at 1112. 
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Schwier had not made available for sharing.29  Discovery of Torrential Downpour, 

then, could potentially help Mr. Schwier develop a defense to the distribution 

charge, as it is based solely on the FBI’s use of the program to download files from 

Mr. Schwier’s computer in November 2016.30  Mr. Fischbach further explained, “it 

is critical to the defense . . . to understand how this software functions in order to 

determine its reliability and accuracy in identifying files reported as ‘publicly 

available,’”31 since Torrential Downpour’s alleged October 20, 2016 identification 

of child pornography files on Mr. Schwier’s computer is the sole basis for one of 

the possession charges.32   

In light of this, the Court finds that Mr. Schwier has made the threshold 

showing of materiality required by Rule 16.33  The Court further finds that the 

materiality of Torrential Downpour is limited to versions 1.15 and 1.23 of the 

                                         
29 Docket 200-1 at 7–8, ¶¶ 20–23; see also Budziak, 697 F.3d at 1112 (“[The defendant] 
submitted evidence suggesting that the FBI agents could have used EP2P software to 
override his sharing settings.”). 
30 See Budziak, 697 F.3d at 1112 (“Given that the distribution charge . . . was premised 
on the FBI’s use of the EP2P program to download files from [the defendant], it is logical 
to conclude that the functions of the program were relevant to his defense.”). 
31 Docket 200-1 at 8, ¶ 24. 

32 Docket 200-1 at 9, ¶ 26; see also Budziak, 697 F.3d at 1112 (explaining that “[l]ike 
the competency of the drug-sniffing dog in [United States v. Cedano-Areliano, 332 F.3d 
568, 571 (9th Cir. 2003)] the functions of the EP2P software constituted a ‘very 
important issue’ for Budziak’s defense”). 
33 See Budziak, 697 F.3d at 1112. 
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software—the versions used by the FBI during the events underlying the relevant 

counts in the Third Superseding Indictment.34 

 The government argues that even if the functionality, reliability, and 

accuracy of Torrential Downpour is material, disclosure of the software itself should 

be precluded by what it terms as a “law enforcement privilege.”35  In Rovario v. 

United States, the Supreme Court recognized the government’s “privilege to 

withhold from disclosure the identity of persons who furnish information of 

violations of law to officers charged with enforcement of that law.”36  The Supreme 

Court explained that “no fixed rule with respect to disclosure is justifiable” and 

directed courts to balance the public interest against the defendant’s right to 

prepare his case, “taking into consideration the crime charged, the possible 

defenses, the possible significance of the informer’s testimony, and other relevant 

factors.”37  Courts have since applied this law enforcement privilege to 

investigative software like Torrential Downpour.38 

                                         
34 Docket 229 at 2:6–11. 

35 Docket 214 at 8–11. 

36 353 U.S. 53, 59 (1957). 

37 Roviaro v. United States, 353 U.S. 53, 62 (1957). 

38 See, e.g., United States v. Pirosko, 787 F.3d 358, 365–67 (6th Cir. 2015) (discussing 
the ShareazaLE software); United States v. Gonzalez, No. CR-17-01311-001-PHX-
DGC, 2019 WL 669813, at *8 (D. Ariz. Feb. 19, 2019) (discussing Torrential Downpour).  
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 In United States v. Gonzales, the U.S. District Court for the District of Arizona 

recently applied the Rovario balancing test to Torrential Downpour, concluding that 

disclosure of an installable copy of the software to the defense was not warranted: 

Child pornography is a scourge, victimizing the most innocent for the 
basest of reasons.  The government has a legitimate interest in 
preserving its ability to investigate and prosecute distribution of this 
material—distribution that creates the market and fuels the demand 
for creation of more child pornography.  Agent Daniels testified that 
the government’s investigative efforts would be severely hampered if 
a copy of Torrential Downpour got into the wrong hands.  
Countermeasures could be developed that would thwart law 
enforcement’s monitoring of the BitTorrent network for suspected 
child pornography.39 

The district court in Gonzalez did, however, allow the defense’s expert to conduct 

certain testing of Torrential Downpour in a controlled setting at a secure 

government facility.40   

The government presented similar evidence in this case, which the Court 

finds persuasive.  Robert Erdely—offered by the government as an expert—stated 

in his declaration that “child pornography distributors could find a way to avoid 

detection” if the workings of Torrential Downpour were made public, “render[ing] 

                                         
39 No. CR-17-01311-001-PHX-DGC, 2019 WL 669813, at *8 (D. Ariz. Feb. 19, 2019). 

40 Id.; see also United States v. Gonzalez, No. CR-17-01311-001-PHX-DGC, 2019 WL 
4040531, at *4–7, *10 (D. Ariz. Aug. 27, 2019) (specifying which tests the defense was 
permitted to run).  The government’s proposed validation protocol in this case tracks the 
August 2019 Gonzalez testing closely. See Docket 219 at 3 (comparing Gonzalez tests 
and government’s proposed validation protocol); see also Docket 219-1 (government’s 
proposed validation protocol). 
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that tool of law enforcement ineffective.”41  At the evidentiary hearing, Mr. Erdely 

testified that “to give [the defense] unfettered access to this software puts law 

enforcement and ten years of development at risk” because it would reveal certain 

aspects of Torrential Downpour’s operation.42   

Given the government’s strong interest in retaining control of Torrential 

Downpour, the Court finds that disclosure of the software itself is not warranted, at 

least as of this juncture.  The government has proposed to allow the defense to 

examine Torrential Downpour’s operation while it is run by a government expert in 

a controlled environment.43  Mr. Erdely testified that this validation process, which 

includes packet capture by a program called “Wireshark,” would address the 

defense’s questions about Torrential Downpour’s functionality, accuracy, and 

ability to exploit vulnerabilities in the BitTorrent protocol.44 

The Court acknowledges Mr. Schwier’s interest in understanding the 

operation of Torrential Downpour as it relates to his defense, and the Court 

concludes based on the present record that the validation process proposed by 

                                         
41 Docket 214-1 at 7, ¶ 23. 

42 Docket 230 at 8:25–9:2 (Excerpt of 10/18/2019 Evidentiary Hearing Tr.).  But see 
Docket 221 at 2–3 (defense argument that Mr. Fischbach is trustworthy and is “a 
firewall” that will prevent Torrential Downpour’s dissemination to the public). 

43 See Docket 219-1 (proposed validation process). 

44 Docket 230 at 9–17; see also Docket 230 at 10:24–11:5 (“[I]f there was a vulnerability 
and our software was designed to exploit these vulnerabilities, . . . it would be exposed 
in the Wireshark packet capture.”).   
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the government is sufficient to meet the defense’s needs.  Mr. Fischbach had 

multiple opportunities to identify specific deficiencies in the government’s proposed 

validation protocol, but was not able to do so in a way that persuaded the Court 

that additional or more extensive testing was necessary.45  Mr. Fischbach testified 

that the proposed testing would not show how two features of Torrential 

Downpour—single-source downloading and the inability to upload—affect the 

BitTorrent protocol, if at all.46  But when asked about the materiality of this 

information, Mr. Fischbach was only able to speak in vague generalities, claiming 

attorney-client privilege.47  And while the defense contends that it has begun to 

formulate tests for Torrential Downpour that may be helpful to the defense, it has 

not identified these tests or explained how they differ from the government’s 

                                         
45 Docket 230 at 2–8 (Mr. Fischbach discussing the government’s proposal).  Mr. 
Fischbach, in his first declaration, expressed a concern that Torrential Downpour was 
exploiting vulnerabilities in either BitTorrent itself or in BitTorrent clients, such as 
uTorrent.  Docket 200-1 at 7, ¶¶ 20–21.  But Mr. Erdely persuasively testified that the 
specific uTorrent exploit identified by Mr. Fischbach had been resolved in 2014, well 
before the events of this case.  Docket 214-1 at 12, ¶ 33.  Moreover, as explained 
above, Mr. Erdely also persuasively testified that the use of packet capture, as specified 
in the government’s proposed validation protocol, would reveal whether Torrential 
Downpour exploited any vulnerabilities.  Docket 230 at 10:24–11:5. 

46 Docket 230 at 3:20–4:2, 6:3–16. 

47 Docket 230 at 6:24–7:4 (“[T]he findings that we have, and, again, I’m being careful as 
far as privilege goes, the findings that we have have demonstrated some oddities 
possibly, but, again, they have to be tested to see if they are associated, but they 
certainly cause concern.”). 
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proposed validation protocol, claiming that the defense’s proposed testing ideas 

are confidential attorney work product and subject to the attorney-client privilege.48   

The Court cannot rule on the materiality of forensic tests that have not been 

disclosed to it.  But the Court will accord the defense one last opportunity to explain 

what additional testing it is seeking and why.  Accordingly, within seven days of 

this order, the defense may file a supplemental declaration of its expert that: (1) 

explains the specific hypotheses the defense seeks to test; (2) describes with 

particularity the test(s) the defense seeks to conduct; and (3) identifies the specific 

hardware and configurations necessary to complete that testing.  The declaration 

shall also clearly explain why the government’s proposed validation testing would 

not be adequate.  This declaration may be filed ex parte or redacted, but only to 

the extent necessary to protect confidential attorney work product and/or privileged 

attorney-client communications. 

CONCLUSION 

In light of the foregoing, the motion at Docket 199 is GRANTED IN PART 

and DENIED IN PART.  

IT IS HEREBY ORDERED that the validation process described at Docket 

219-1 shall be carried out for versions 1.15 and 1.23 of the Torrential Downpour 

                                         
48 Docket 221 at 5–6; see also Docket 221 at 4 (“The defense in this case wants to run 
a specific examination to test for a particular hypothesis, a particular condition that the 
defense believes it may have uncovered.”). 
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software on November 4, 2019, and on November 5, 2019 as necessary.  The 

validation shall take place in a secure setting at a government location in 

Anchorage, Alaska that is selected by the government.  Defense counsel and Mr. 

Fischbach may be present and may observe the validation process.   

As discussed on the record,49 the Court further enters a protective order with 

regard to the validation process as follows: 

1. Defense counsel and defense expert may not disclose their notes, the 

information contained in the notes, or any other information relating to 

their observation of the Torrential Downpour validation process or 

subsequent forensic examination of the computers involved therein to 

any person other than each other.  Any information, data, and notes 

derived from the defense’s observation of the validation process or its 

subsequent forensic examination shall be used solely for the purpose 

of conducting proceedings in this case and for no other purpose 

whatsoever.  It shall not be disseminated to any other person without 

prior order of the Court. 

2. Nothing herein shall prevent either the government or the defendant 

from referencing the technical specifications of the software or any 

other materials in connection with pleadings or motions filed in this 

                                         
49 Docket 230 at 8:14–20. 
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case, provided the materials are filed under seal and/or submitted to 

the Court for in camera inspection. 

3. Violation of this protective order may be punishable by contempt of 

court, whatever other sanction the Court deems just, and/or any other 

sanctions which are legally available. 

In the event a timely supplemental expert declaration is filed by the defense, 

the Court may amend this order as warranted after the government has had an 

opportunity to respond. 

  

DATED this 24th day of October, 2019, at Anchorage, Alaska. 

/s/ Sharon L. Gleason 
UNITED STATES DISTRICT 
JUDGE 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 
UNITED STATES OF AMERICA, 
 

Plaintiff, 
 

v. 
 

MATTHEW WILLIAM SCHWIER, 
 

Defendant. 
 

 
 
 
 
 

    Case No. 3:17-cr-00095-SLG 

 

ORDER RE MOTIONS FOR RECONSIDERATION 
 

 Before the Court at Docket 255 and Docket 256 are the government and the 

defense’s respective Motions for Partial Reconsideration of the Court’s order at 

Docket 254. 

BACKGROUND 

The factual background of this case is well known to the parties and is 

condensed here as relevant to the pending motions.  On September 12, 2019, the 

defense filed a motion seeking the production of the Torrential Downpour 

software.1  On October 17 and 18, 2019, the Court heard extensive testimony 

from government and defense experts regarding the materiality of independent 

defense testing of the Torrential Downpour software.  On October 24, 2019, the 

Court entered an order that granted in part and denied in part the defense’s motion 

                                                 
1 Docket 199.  

Case 3:17-cr-00095-SLG-DMS   Document 304   Filed 01/14/20   Page 1 of 19



 
Case No. 3:17-cr-95-SLG, United States v. Schwier 
Order re Motions for Reconsideration 
Page 2 of 19 
 

to compel production of Torrential Downpour.2  The Court there found that the 

functionality, reliability, and accuracy of Torrential Downpour were material to Mr. 

Schwier’s defense,3 but that a validation test performed by the government would 

be “sufficient to meet the defense’s needs” under the balancing test set forth in 

Roviaro v. United States, 353 U.S. 53 (1957).4  

 However, the Court’s October 24, 2019, order allowed the defense to file a 

supplemental declaration of its expert to explain why it believed that additional 

testing was necessary, and the Court notified the parties that it may amend its 

order in light of that declaration.5  On October 31, 2019, the defense filed a 

supplemental ex parte declaration of Jeffrey M. Fischbach, which described four 

additional tests he sought to conduct with the Torrential Downpour software.6  The 

defense filed a redacted copy of Mr. Fischbach’s declaration on the same day, 

from which it had removed all information claimed as privileged, including the entire 

                                                 
2 Docket 231; see also Docket 199 (motion). 

3 Docket 231 at 7–8. 

4 Docket 231 at 10–11.  Roviaro directs courts determining whether to apply the law 
enforcement privilege to balance the public interest against the defendant’s right to prepare his 
defense, “taking into consideration the crime charged, the possible defenses, the possible 
significance of the informer’s testimony, and other relevant factors.”  353 U.S. at 62. 

5 Docket 231 at 12, 14. 

6 Docket 233. 
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description of the four tests.7   

On the government’s motion,8 the Court held a brief status conference on 

November 4, 2019, after which the parties conducted validation testing of 

Torrential Downpour pursuant to the October 24, 2019 order.9  The Court held a 

second status conference the next day, and on November 8, 2019, ordered the 

production of Torrential Downpour for defense testing at the Orange County 

Regional Computer Forensics Lab (“OCRCFL”), “limited to the four tests described 

in Mr. Fischbach’s October 31, 2019 declaration.”10 

The Court’s November 8, 2019, order allowed the government to “propose 

additional terms to the protective order entered at Docket 231 as warranted.”11  

The government did so on November 15, 2019,12 and after yet more briefing, on 

November 22, 2019, the Court entered a supplemental protective order to govern 

the defense’s testing of the Torrential Downpour software.13  The order required 

                                                 
7 Docket 234. 

8 Docket 235. 

9 Docket 243 at 2. 

10 Docket 243 at 2, 7–8. 

11 Docket 243 at 8. 

12 Docket 244.  The defense’s Response in Opposition is at Docket 248, and the government’s 
Reply is at Docket 253. 

13 Docket 254.  The original protective order is at Docket 244. 
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the government to provide a computer to run Torrential Downpour (the “TD 

Computer”), while the defense could bring its own computers to connect to the TD 

Computer with an internet hotspot.14  Paragraph 6 of the order provided that 

“[g]overnment personnel will have access to the TD Computer only for the 

purposes of starting the TD Computer, entering the password for the defense, and 

keeping the TD [C]omputer secure consistently with OCRFCL standard operating 

procedures.”15  Paragraph 7 required Mr. Fischbach to install Torrential Downpour 

onto the TD Computer in the presence of an “FBI agent or Task Force Officer.”16  

Paragraph 9 provided that “[t]he TD Computer will contain one network card,” and 

that “[t]he defense will not make any connections to the TD Computer other than 

through the network card.”17  The November 22, 2019 order did not require the 

defense to use the packet capture program WireShark during its testing of 

Torrential Downpour.18  

The government filed a Motion for Partial Reconsideration at Docket 255, 

                                                 
14 Docket 254 at 3, 5. 

15 Docket 254 at 4. 

16 Docket 254 at 4. 

17 Docket 254 at 5.  Paragraph 8 of the November 22, 2019, Protective Order specified that the 
defense would be required to connect to the TD Computer using an internet hotspot “that is 
compatible to connect to the TD Computer via the network card.”  Docket 254 at 5. 

18 Docket 254 at 2. 
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requesting that the Court require the defense’s use of “Wireshark or another 

appropriate packet-capture software” to detect whether Torrential Downpour had 

been copied from the TD Computer.19   

The defense filed its own Motion for Partial Reconsideration at Docket 256, 

requesting that the Court amend the November 22, 2019, order to allow Mr. 

Fischbach to enter the password on the TD Computer himself, install Torrential 

Downpour without supervision, and to “connect to the TD . . . Computer as 

necessary to complete its testing.”20  

The Court held a hearing on the parties’ cross-motions for partial 

reconsideration on November 26, 2019.  At the hearing, the Court ordered the 

government to file a response to the defense’s motion after it had consulted with 

the FBI.21  The Court emphasized at that hearing that it was “not asking the 

government to propose additional testing,” but rather was asking the government 

“to respond to the defense motion for reconsideration . . . and tell [the Court] what 

you disagree with and agree with.”22  The Court further explained it sought for the 

                                                 
19 Docket 255 at 2–4. 

20 Docket 256; Docket 256-1 at 2–3 (proposed order). 

21 Docket 302 at 6:22–9:9. 

22 Docket 302 at 7:15–19. 
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government “to respond to this issue of WiFi versus Ethernet, the issue of how 

many access . . . ports into the computer, the issue of the copying as articulated 

here, and tell me what the government’s position is on those.”23  The government 

responded that the “subject matter experts at the [FBI] . . . [would] need until 

December 13th to come up with that.”24 

The Court’s instructions notwithstanding, the government on December 20, 

2019, filed a status report that attached an entirely new proposed testing 

protocol.25  As correctly observed by the defense, in filing this proposed new 

protocol, some three months after the defense motion was filed, and two months 

after the evidentiary hearing, “[t]he government has seemingly repudiated the 

testing protocol as provided for in the Court’s orders at 231, 243, and 254 the terms 

of which the government previously had agreed to.”26  The author of the proposed 

new protocol is not identified; it appears to have been created by one or more 

                                                 
23 Docket 302 at 8:7–11.   

24 Docket 302 at 8:14–17.  

25 Docket 288.  The government’s filing incorrectly states “[a]t the hearing on November 26, 
2019, the Court ordered the government to submit a revised protective protocol.”  Docket 288 
at 2.  By filing a new proposed testing protocol with its response to the defense’s Motion for 
Partial Reconsideration, a full two months after the initial evidentiary hearing regarding defense 
testing of Torrential Downpour, the government disregarded the Court’s clear instruction on the 
record to restrict its filing to a direct response to the defense’s reconsideration motion. 

26 Docket 296 at 2.  
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unidentified FBI agents.27  The government states that it is willing to provide 

testimony from unidentified person(s) to explain its new proposal.28  The defense 

filed a response to the government’s filing at Docket 296 and an accompanying 

Supplemental Declaration of Mr. Fischbach at Docket 297.  Given this record, the 

Court declines to consider the government’s newest proposed protocol. 

Separately, December 19, 2020, the government filed a Fourth Superseding 

Indictment in the case.29  The new indictment adds a fourth count to the charges 

against Mr. Schwier: receipt of child pornography on or about November 18, 

2015.30  

DISCUSSION 

The Court will address the parties’ respective motions for reconsideration 

separately, beginning with the defense’s motion at Docket 256. 

 1.  Defense’s Motion at Docket 256 

 The defense contends that the November 22, 2019, Protective Order 

                                                 
27 See Docket 288-1 at 1 (“[T]he FBI determined the following test conditions are necessary to 
sufficiently protect the software from unauthorized disclosure.”). 

28 Docket 288 at 2.  In a January 13, 2020, Status Report, the government clarified that it would 
present Detective Erdely “to provide expert testimony regarding the [proposed] Test 
Environment.”  Docket 303 at 2. 

29 Docket 279. 

30 Docket 279 at 3. 
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contains three “manifest error[s] of fact.”31  The defense argues that the first of 

these is “paragraph 9[,] which limits the defense to the use of one port and network 

connection” on the TD Computer.32  The defense maintains that this paragraph 

prohibitively limits Mr. Fischbach’s ability to complete his testing of the software by 

“prevent[ing] him from installing industry accepted software and hardware as well 

as well as prevent[ing] him from removing his test results from the [TD Computer] 

for further examination and analysis on his own equipment.”33  And Mr. Fischbach 

states in his declaration that he “need[s] access to multiple computer ports and 

network connections to run [his] tests.”34  The government does not meaningfully 

respond to the defense’s argument.  It contends only that the defense’s argument 

is moot in light of the government’s new proposed testing protocol, which would 

allow the defense “to use screens, keyboards, and mice.”35   

Mr. Fischbach, in his declaration, persuasively explains why he requires 

access to multiple ports on the TD Computer in order to complete the testing 

                                                 
31 Docket 256 at 1–3; see L. R. Civ. P. 7.3(h)(1)(A) (“A court will ordinarily deny a motion for 
reconsideration absent a showing of . . . [a] manifest error of the law or fact.”). 

32 Docket 256 at 2. 

33 Docket 256 at 2. 

34 Docket 257 at 8, ¶ 5(e); see also id. at 2, ¶ 2. 

35 Docket 288 at 3–4.  As noted above, the Court declines to address the new protocol, which it 
considers to be improperly filed.   
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authorized by previous order of this Court. 36   And the government has not 

explained how restricting the defense’s access to ports on the TD Computer is 

necessary to protect Torrential Downpour’s integrity as a law enforcement tool.  

The Court will therefore grant the defense’s motion to reconsider with respect to 

paragraph 9 of the November 22, 2019, protective order. 

The defense next argues that “Paragraphs 6 and 7 of the . . . [November 22, 

2019,] order . . . compromise attorney-client privilege and attorney work product 

by intruding upon the confidential and independent defense testing process.”37  

The defense contends that Paragraph 6’s provision that government personnel 

start and enter the password on the TD Computer “inserts the government into the 

defense chain of custody and also makes it impossible for Mr. Fischbach to be 

held accountable for securing either the [Torrential Downpour] software or his own 

results as the government now has access to defense work product.”38  The 

defense maintains that “the only person who should have sole access to defense 

work product is Mr. Fischbach, and as such he should have sole and exclusive 

                                                 
36 Docket 257 at 8, ¶ 5(e); see also id. at 2, ¶ 2. 

37 Docket 256 at 3.  “The work-product doctrine protects ‘from discovery documents and 
tangible things prepared by a party or his representative in anticipation of litigation.’”  United 
States v. Richey, 632 F.3d 559, 567 (9th Cir. 2011) (quoting Admiral Ins. Co. v. U.S. Dist. Ct., 
881 F.2d 1486, 1494 (9th Cir. 1989)). 

38 Docket 256 at 3. 
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possession of any passwords.”39  In his declaration, Mr. Fischbach explains that 

under the terms of Paragraph 6, the personnel responsible for powering on and 

logging into the TD Computer “would be able to see my examination progress each 

time they have to log me back into the system . . . , as well as hold exclusive 

possession of the password to access it while I am away.”40 

The defense further maintains that the way that Mr. Fischbach configures 

the TD Computer would reveal to a knowledgeable observer information about the 

type of testing he plans to conduct. 41   The defense therefore contends that 

Paragraph 7’s provision that an FBI agent may observe Mr. Fischbach install 

Torrential Downpour onto the TD Computer risks divulging privileged information.42  

Mr. Fischbach states in his declaration that “[a] technically knowledgeable Agent 

can learn a lot simply from the hardware configuration and setup and the software 

I am using to perform the tests I need to conduct.”43 

The government argues in its response that the defense’s assertion of 

                                                 
39 Docket 256 at 3. 

40 Docket 257 at 4, ¶ 5(a). 

41 Docket 256 at 3. 

42 Docket 256 at 3–4. 

43 Docket 257 at 4, ¶ 5(a); see also id. at 6, ¶ 5(b) (Mr. Fischbach explaining that configuration 
of TD Computer would occur before installation of Torrential Downpour and “necessarily make 
the observing agent privy to attorney client privilege”). 
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privilege is deficient because “Torrential Downpour is the government’s software”; 

because “the presence of the computers and software at the OCRCFL [and] Mr. 

Fischbach’s use of them to prepare for trial . . . are not privileged information”; and 

because Mr. Fischbach had previously referred to his testing methods as adhering 

to the “industry standard.”44  The government’s argument misses the mark.  The 

defense does not claim that Torrential Downpour itself or the mere use of 

computers or software at OCRCFL constitute privileged work product.  Rather, 

the defense asserts privilege regarding the tests Mr. Fischbach will perform on 

Torrential Downpour using that hardware and software.45  The nature of the tests 

that Mr. Fischbach intends to conduct on Torrential Downpour and the results 

thereof are clearly privileged. 46   As the government itself notes, “[t]he work-

product doctrine covers documents or the compilations of materials prepared by 

agents of the attorney in preparation for litigation.”47   

                                                 
44 Docket 288 at 6–7. 

45 Docket 296 at 8–9. 

46 The Court does not understand Mr. Fischbach to have asserted that the tests themselves 
were standard, but rather that they complied with industry-accepted standards.  See Docket 
296 at 9. 

47 Docket 288 at 4 (quoting United States v. Richey, 632 F.3d 559, 567 (9th Cir. 2011)); see 
also Hernandez v. Tanninen, 604 F.3d 1095, 1100 (9th Cir. 2010) (“The work product doctrine is 
a qualified privilege that protects certain materials prepared by an attorney acting for his client in 
anticipation of litigation.”). 
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Mr. Fischbach has persuasively explained that granting the government 

exclusive password access to the TD Computer and allowing government agents 

to observe his configuration of that computer would compromise privileged 

attorney work-product.  The government has not introduced evidence to the 

contrary and maintains only that password-protection is necessary to prevent “the 

defense from bypassing certain,” unspecified, “protections by powering down the 

computer and then restarting testing without the protections being activated.”48  

The Court finds this vague and unsupported assertion unconvincing and will grant 

the defense’s motion with respect to Paragraphs 6 and 7 of the November 22, 

2019, Protective Order. 

Finally, the defense contends that Paragraph 8’s requirement that Mr. 

Fischbach utilize “an internet hotspot . . . that is compatible to connect to the TD 

Computer via the network card,” is erroneous because “[t]here is no valid basis to 

restricting the defense to a wired Ethernet connection.”49  The defense requests 

an amendment allowing Mr. Fischbach to connect to the TD Computer using a 

standard WiFi connection.50  The government explained at the November 26, 

                                                 
48 Docket 288 at 2–3. 

49 Docket 256 at 4. 

50 Docket 256 at 4. 
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2019, hearing that the term requiring an ethernet connection had been proposed 

“because [the government’s] understanding is it would not be possible for [Mr. 

Fischbach] to use WiFi at the RCFL,” and that “[t]he intent was to identify for him 

what he would need to do to connect.”51  The Court concludes from this that 

Paragraph 8’s Ethernet requirement serves no valid security purpose, and will 

therefore grant the defense’s motion with respect to the use of WiFi to connect to 

the TD Computer, to the extent that it is possible to establish a WiFi connection 

under the OCRCFL’s normal operating procedures. 

2. Government’s Motion at Docket 255 

The November 22, 2019, Protective Order did not require the defense to use 

WireShark during its testing of Torrential Downpour.  The Court there explained: 

The government proposes that the protective order contain a term 
providing that “[a]ll communications with the Torrential Downpour 
computer will be preserved via Wireshark.”  The defense objects, 
contending that “[t]he [C]ourt has no more authority under Criminal 
Rule 16 to impose a duty on the defense to create evidence than it 
has to impose such a duty on the government.”  The Court agrees 
with the defense on this point, and will not order the defense to use 
WireShark during its testing of Torrential Downpour.52 

In its Motion for Partial Reconsideration, the government argues that the protective 

order “overlooked, and did not address, an important reason the government seeks 

                                                 
51 Docket 302 at 6:13–18. 

52 Docket 254 at 2 (internal citations omitted). 
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a protective order with Wireshark or another appropriate packet-capture software: 

i.e. detecting digital copying of Torrential Downpour from the TD Computer.”53 

 The Court recognizes the government’s concern that “the defense could 

inadvertently copy Torrential Downpour” onto their own equipment but will not 

grant the government’s motion on this basis.  However, the Court finds Mr. 

Fischbach to be responsible and in possession of technical expertise such that he 

would be unlikely to unwittingly copy Torrential Downpour and remove it from the 

OCRCFL. 54   And the Court has expressly ordered the defense not to copy 

Torrential Downpour and expects compliance with that order.  The Court sees no 

reason to revisit its decision regarding WireShark and will therefore deny the 

government’s Motion for Partial Reconsideration. 

 3. Miscellaneous Issues Raised in the Government’s Response 

 In addition to responding to the defense’s motion for partial reconsideration, 

the government’s response at Docket 288 raises several additional issues.  For 

reasons set out above, the Court will not here consider the government’s new 

                                                 
53 Docket 255 at 2. 

54 A supplemental declaration filed by Mr. Fischbach indicates that the government, itself, 
believes him to be trustworthy.  Mr. Fischbach states that the government inadvertently 
included two copies of Torrential Downpour on a thumb drive it provided to him on December 6, 
2019.  Docket 297 at 2, ¶ 2.  Mr. Fischbach states that the government, upon realizing this, 
took no action besides reminding him not to copy the software from the thumb drive.  Docket 
297 at 2–3, ¶¶ 4–5. 
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testing protocol, which it proposed a full two months after the Court’s first 

evidentiary hearing regarding the proper environment for defense testing of 

Torrential Downpour; the Court will, however, address the remaining issues here. 

  a. Specifications of TD Computer 

 The November 22, 2019, Protective Order clearly outlines the procedure by 

which the specifications for the TD Computer would be established.  The order 

first requires the government to provide the defense with “all applicable TD 

software documentation for versions 1.15 and 1.23, including installation 

instructions and minimum operating requirements.”55  The order next requires the 

defense to “provide the specifications for the computer that it is seeking for TD 

testing.”56  Finally, the order requires the government to “provide a government-

owned computer . . . that is configured to specifications that were timely provided 

by the defense.” 57   Only “[i]f the defense fails to timely provide such 

specifications,” may “the government . . . select the computer it will provide.”58 

 On November 25, 2019, the government provided the defense with a 

                                                 
55 Docket 254 at 2.  

56 Docket 254 at 2–3. 

57 Docket 254 at 3. 

58 Docket 254 at 3. 
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redacted user manual for Torrential Downpour version 1.23. 59   Despite the 

defense’s arguments to the contrary, 60  the Court finds that this user manual 

fulfilled the government’s obligation to provide the defense with Torrential 

Downpour’s minimum operating requirements. 61   On December 6, 2019, the 

Defense timely complied with its obligation to provide the government with system 

specifications for the TD Computer.62  Under the terms of the November 22, 2019, 

Protective Order, the government is now required to provide the defense with a 

computer that is configured to the specifications supplied by the defense.63 

 The government nevertheless objects to the defense’s technical 

specifications, maintaining that at the November 26, 2019, hearing, “the Court 

ordered the government to respond to the defense’s objections to the computer 

                                                 
59 See Docket 259 (Government’s Notice Regarding Partial Compliance with Order (Dkt 254 
and Correction of Record).  The parties dispute the appropriateness of the government’s 
redactions, see Docket 282 (Defense’s C-5 Motion to Compel), an issue which the Court will 
address in a separate order after reviewing the relevant materials in camera. 

60 See Docket 296 at 12 n.9 (“The government’s claim that it provided software specifications 
seems disingenuous at best.”). 

61 Docket 299-1 at 8 (identifying operating system and programming model required to run 
Torrential Downpour). 

62 Docket 281-2 at 4.  At the November 26, 2019, hearing, the Court extended the deadline to 
provide these specifications from November 27, 2019, to December 6, 2019.  Docket 302 at 
10:1–13. 

63 Docket 254 at 3. 
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the government will provide for testing.”64  The Court disagrees, but has reviewed 

the transcript for that hearing and understands how the government reached that 

conclusion. 65   It will therefore address the government’s arguments.  The 

government contends that the defense’s specifications “are not necessary to 

operate Torrential Downpour or uTorrent software and to conduct the types of 

industry-standard tests that the government expects the defense will perform.”66  

The government therefore asserts that the defense’s specifications “are 

unreasonable.” 67   The government provides no evidence, in the form of a 

declaration or otherwise, to support its contentions. 

 As the defense notes, the purpose of the TD Computer is to test Torrential 

Downpour, not to operate it.68  It is therefore understandable that Mr. Fischbach 

would require more computing power than is necessary to simply operate the 

                                                 
64 Docket 288 at 9. 

65 Docket 302 at 2:5–5:20. 

66 Docket 288 at 11. 

67 Docket 288 at 10.  The government further maintains that “[b]ecause the defense has 
withheld from the government the specific characteristics of its proposed testing, the 
government cannot know with certainty what the defense’s actual requirements are.”  Docket 
288 at 10.  This argument misunderstands the November 22, 2019 order; that order requires 
the government to provide a computer consistent with the specifications supplied by the 
defense, not consistent with what the government determines “the defense’s actual 
requirements are.”  Docket 254 at 2–3. 

68 Docket 296 at 12–13. 
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software.  Mr. Fischbach explains in his declaration that he “specifically chose[]” 

the specifications to “accommodate the forensic hardware and software [he] 

need[s] to install in order to both complete [his] testing and assure the [C]ourt that 

the machine has in no way been compromised during [his] testing, and that no 

software has been lost, stolen, or compromised.”69  On this record, the Court finds 

that the specifications provided by the defense on December 6, 2019, are not only 

necessary for Mr. Fischbach to conduct his testing of Torrential Downpour, but also 

promote the government’s interest in ensuring that the testing is secure.   

The Court will therefore order the government to provide the defense with a 

computer that is configured to the specifications identified at Docket 280-1 page 1, 

pursuant to the November 22, 2019, Protective Order. 

b. Location of Testing 

At the November 26, 2019, hearing, the Court directed the government to 

address whether the defense’s testing of Torrential Downpour could occur at the 

Sensitive Compartmented Information Facility (“SCIF”) at the federal building and 

courthouse in Los Angeles instead of the OCRCFL. 70   Having reviewed the 

                                                 
69 Docket 261 at 7, ¶ 8. 

70 Docket 302 at 9:13–18. 
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parties’ briefing on this issue,71 the Court finds that it would not be appropriate to 

relocate testing to the SCIF.  The defense notes that “the government has not 

raised any objection to moving the testing location to the FBI-Wilshire office,” which 

it asserts “would be a more secure location than the RCFL.”72  If the parties can 

agree to relocate testing to the FBI-Wilshire office, they can notify the Court and 

the Court will so order.  Unless and until such an agreement is reached, testing 

will be at the OCRCFL. 

CONCLUSION 

In light of the foregoing, the government’s Motion for Partial Reconsideration 

at Docket 255 is DENIED.  The defense’s Motion for Partial Reconsideration at 

Docket 256 is GRANTED. 

The Court will separately issue an amended protective order consistent with 

this decision. 

DATED this 13th day of January, 2020, at Anchorage, Alaska. 

s/ Sharon L. Gleason 
UNITED STATES DISTRICT JUDGE 

71 See Docket 288 at 7–9; Docket 296 at 9–10. 

72 Docket 296 at 10. 
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v. 
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Case No. 3:17-cr-00095-SLG 

 

SUPPLEMENTAL ORDER REGARDING C-3 MOTION TO COMPEL 
DISCOVERY AND PRODUCTION OF EVIDENCE: TORRENTIAL DOWNPOUR 

SOFTWARE 

On October 24, 2019, after an evidentiary hearing, the Court entered an 

order at Docket 231 that granted in part and denied in part Defendant Matthew 

William Schwier’s C-3 Motion to Compel Discovery and Production of Evidence: 

Torrential Downpour Software at Docket 199.  The Court directed the government 

to conduct certain validation testing of the Torrential Downpour software in the 

presence of the defense.1  The October 24, 2019 order set out the factual 

background relevant to this issue and it is not repeated here.2 

The Court’s October 24, 2019 order allowed the defense to file a 

supplemental declaration of its expert to explain why it believed additional testing 

was necessary, and the Court notified the parties that it may amend its order as 

                                         
1 Docket 231 at 12–14. 

2 See Docket 231 at 1–12.  
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warranted in light of that declaration.3  On October 31, 2019, the defense timely 

filed a supplemental ex parte declaration of Jeffrey M. Fischbach, offered as a 

computer forensics expert.4  The defense filed a redacted copy of Mr. Fischbach’s 

declaration on the same day, from which it had removed all information it claimed 

as privileged.5   

On November 1, 2019, the government filed a motion responding to Mr. 

Fischbach’s redacted declaration, asking the Court to either hold an immediate 

status hearing or issue an order finding that the defense had not shown that 

additional tests were material.6   

The Court granted the government’s motion and held a brief status 

conference on November 4, 2019,7 after which the parties conducted validation 

testing of the Torrential Downpour software pursuant to the Court’s October 24, 

2019 order.8  The Court held a second status conference after the completion of 

the validation process, on November 5, 2019, at which it notified the parties that it 

                                         
3 Docket 231 at 12, 14. 

4 Docket 233. 

5 Docket 234. 

6 Docket 235. 

7 Docket 240. 

8 See Docket 231 at 12–13 (ordering government to conduct “the validation process 
described at Docket 219-1”). 
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would issue a written order that would address whether additional testing would be 

ordered in light of Mr. Fischbach’s October 31, 2019 declaration.  

DISCUSSION 

 Pursuant to Federal Rule of Criminal Procedure 16(a)(1)(E)(i), the 

government must disclose any “books, papers, documents, data . . . or copies or 

portions” thereof upon the defendant’s request, provided that the item is in the 

government’s control and is “material to preparing the defense.”  “A defendant 

must make a ‘threshold showing of materiality’ in order to compel discovery 

pursuant” to this rule.9  “Neither a general description of the information sought nor 

conclusory allegations of materiality suffice; a defendant must present facts which 

would tend to show that the Government is in possession of information helpful to 

the defense.”10 

In United States v. Budziak, the Ninth Circuit held that a district court had 

erroneously denied the defense’s request for discovery of EP2P, a piece of 

investigative software similar to Torrential Downpour.11  The Circuit concluded that 

the defendant had demonstrated materiality by “identif[ying] specific defenses to 

                                         
9 United States v. Budziak, 697 F.3d 1105, 1111 (9th Cir. 2012) (citing United States v. 
Santiago, 46 F.3d 885, 894 (9th Cir. 1995)). 

10 Id. (quoting United States v. Mandel, 914 F.2d 1215, 1219 (9th Cir. 1990)). 

11 Id. at 1111–12. 
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the distribution charge that discovery on the EP2P program could potentially help 

him develop.”12  The Circuit cautioned: 

In cases where the defendant has demonstrated materiality, the 
district court should not merely defer to government assertions that 
discovery would be fruitless[,] . . . especially . . . where . . . a charge 
against the defendant is predicated largely on computer software 
functioning in the manner described by the government, and the 
government is the only party with access to that software.13 

It explained that “[a] party seeking to impeach the reliability of computer evidence 

should have sufficient opportunity to ascertain by pretrial discovery whether both 

the machine and those who supply it with data input and information have 

performed their tasks accurately.”14  In its October 24, 2019 order, the Court found 

that the functionality, reliability, and accuracy of Torrential Downpour were material 

to Mr. Schwier’s defense.15   

However, the government asserted that production of the software was 

precluded by the law enforcement privilege recognized in Roviaro v. United States, 

                                         
12 Id. at 1112.  The defendant in Budziak “presented evidence suggesting that the FBI 
may have only downloaded fragments of child pornography files from his ‘incomplete’ 
folder, making it ‘more likely’ that he did not knowingly distribute any complete child 
pornography files to [federal] [a]gents.”  Id.  He also “submitted evidence suggesting 
that the FBI agents could have used the EP2P software to override his sharing 
settings.”  Id. 

13 Id. at 1112–13. 

14 Id. at 12 (quoting United States v. Leibert, 519 F.2d 542, 547–48 (3rd Cir. 1975). 

15 Docket 231 at 7–8. 
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353 U.S. 53 (1957).16  Balancing the government’s interest against the 

defendant’s,17 the Court found in its October 24, 2019 order that based on the 

record then before it, “the validation process proposed by the government [was] 

sufficient to meet the defense’s needs.”18  The Court noted that Mr. Fischbach had 

spoken only in generalities at the evidentiary hearing about why production of the 

software for additional testing by him was necessary to the defense.19  Mr. 

Fischbach claimed that the defense’s proposed testing ideas were confidential 

attorney work product and subject to the attorney-client privilege.20  The Court 

concluded that it could not “rule on the materiality of forensic tests that have not 

been disclosed to it.”21 

In the ex parte portion of his subsequent October 31, 2019 declaration, Mr. 

Fischbach described four additional tests of the Torrential Downpour software that 

                                         
16 Docket 214 at 8–11. 

17 See Roviaro, 353 U.S. at 62 (directing courts to balance public interest in protecting 
flow of information to government against defendant’s right to prepare his case, “taking 
into consideration the crime charged, the possible defenses, the possible significance of 
the informer’s testimony, and other relevant factors”). 

18 Docket 231 at 10–11. 

19 Docket 231 at 11. 

20 See, e.g., Docket 230 at 6:24–7:4 (Excerpt of October 18, 2019 Hearing Transcript) 
(“[T]he findings that we have, and again, I’m being careful as far as privilege goes, the 
findings that we have have demonstrated some oddities possibly, but, again, they have 
to be tested to see if they are associated, but they certainly cause concern.”). 

21 Docket 231 at 12. 
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he seeks to conduct at the Regional Computer Forensics Lab (“RCFL”) in 

Anaheim, California.22  Mr. Fischbach explained that these four tests are necessary 

to either develop or rule out specific defense strategies related to Counts 1 and 2 

of the Third Superseding Indictment, both of which are premised on the FBI’s use 

of the Torrential Downpour software.23   

In the redacted copy of Mr. Fischbach’s declaration, the entire description of 

these four tests and their relevance to the defense are blacked out.24  The 

government argues that “[b]y redacting the tests themselves, the defense has 

withheld from the government any opportunity to contest the tests, or to agree with 

them.”25  The Court acknowledges the government’s concerns and recognizes that 

in United States v. Gonzales, the defense disclosed the actual tests it wanted to 

run on Torrential Downpour in a way that permitted the government to argue 

against the testing.26  Nevertheless, the Court is prepared to balance the defense’s 

need for the additional testing of Torrential Downpour against the government’s 

interest in restricting further access to the software. 

                                         
22 Docket 233-1 at 7–10, ¶ 23; Docket 234-1 at 7–10, ¶ 23 (redacted). 

23 Docket 233-1 at 7–10, 11 ¶¶ 23, 28; Docket 234-1 at 7–10, 11 ¶¶ 23, 28 (redacted); 
see also Docket 231 at 4 (describing basis of counts in indictment). 

24 Docket 234-1 at 7–10, ¶¶ 23, 28. 

25 Docket 235 at 3. 

26 No. CR-17-01311-001-PHX-DGC, 2019 WL 4040531, at *4–7 (D. Ariz. Aug. 27, 2019) 
(describing six tests and government’s objections to their materiality). 
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Upon review of Mr. Fischbach’s October 31, 2019 declaration, the Court 

concludes that requiring the Torrential Downpour software to be accessible to Mr. 

Fischbach for the additional testing at the Anaheim RCFL is warranted.  In reaching 

this conclusion, the Court has considered that the government’s interest in 

prosecuting Mr. Schwier for child pornography is not eviscerated by ordering the 

software’s production.  The government may opt to dismiss Counts 1 and 2; if it 

does so, it is not required to further produce the Torrential Downpour software to 

the defense.  In that event, the government may still proceed on Count 3.27  The 

Court also notes that the government would have the opportunity to assert that the 

conduct alleged in Counts 1 and 2 constitutes relevant conduct for sentencing 

purposes in the event Mr. Schwier is adjudged guilty on Count 3. 

CONCLUSION 

In light of the foregoing, the Court supplements its order at Docket 231 as 

follows: 

(1) Within seven days of the date of this order, the government shall 

make the Torrential Downpour software available to Mr. Fischbach and defense 

counsel at the Regional Computer Forensics Lab in Anaheim, California, for a 

                                         
27 United States v. Gonzales, No. CR-17-01311-001-PHX-DGC, 2019 WL 669813, at *8 
(D. Ariz. Feb. 19, 2019) (“When the two interests come squarely into conflict, the 
defendant’s right to a fair trial should prevail because the government can always 
choose to protect its investigative technique by dropping the prosecution and due 
process dictates that a citizen should never be convicted in an unfair trial.” (citing United 
States v. Turi, 143 F. Supp. 3d 916, 921 (D. Ariz. 2015))). 
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period of 21 consecutive days for additional testing.  This testing shall be limited 

to the four tests described in Mr. Fischbach’s October 31, 2019 declaration. 

(2)  The government may propose additional terms to the protective order 

entered at Docket 231 as warranted. 

 

DATED this 8th day of November, 2019, at Anchorage, Alaska. 

/s/ Sharon L. Gleason 
           UNITED STATES DISTRICT JUDGE 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 

 

United States of America,  ) 

      ) 

   Plaintiff,  )   Case No. 3:17-cr-0095 SLG-DMS   

      ) 

vs.     ) 

      ) 

Matthew Schwier,        ) 

      )             

   Defendant.  ) 

      ) 

____________________________________) 

SUPPLEMENTAL DECLARATION OF JEFFREY M. FISCHBACH IN 

SUPPORT OF DEFENDANT’S MOTION FOR PARTIAL 

RECONSIDERATION AT DOC.256  

I, Jeffrey M. Fischbach, declare as follows: 

1. In its most recent motion at Doc. 255, the government continues to attempt 

to impose its self-serving protocols on the defense. This motion, in one stroke, 

serves to limit the defense to only being able to conduct Mr. Erdely’s own 

“validation”, and prevents the defense from completing its own tests, which the 

court has already ruled are material.  The government’s sole assertion justifying 

its purported need for Wireshark is to prevent the accidental copying or 

distribution of its TD software.  Implementing the use of WireShark does nothing 

to actually prevent the accidental or intentional distribution of its proprietary 

software. I would also note that, here again, the government makes no effort to 

even feign concern for potential harm to children -- commensurate with the 

charges. As such, the government continues to allow me unfettered access to 

Case 3:17-cr-00095-SLG   Document 261   Filed 11/26/19   Page 1 of 9



 

DECLARATION OF JEFFREY M. FISCHBACH 

reb2 

alleged child pornography faciliated by AUSA Jonas Walker, without so much as 

a protective order, while he continues to urge the court to impose arbitrary 

limitations on my ability to conduct tests, which even Walker himself, admits do 

not actually serve to prevent its software from “escaping into the wild”. 

2. Specifically, I agree that Wireshark is a very useful tool to observe any nefarious 

or legitimate use of any computer computer IO (input-output) port, including 

wireless. Since I agree to this premise, it would seem the government’s need to 

call a witness is unnecessary just to testify to this fact. The government makes no 

assertion that Wireshark does anything to prevent the copying of its software. The 

fact is that it does not.  Its only function is to record the transmission and receipt 

of data on the host device. According to Wireshark’s own website: “What is 

Wireshark? Wireshark® is a network protocol analyzer. It lets you capture and 

interactively browse the traffic running on a computer network.” 

(https://www.wireshark.org/faq.html#_what_is_wireshark). I agree that Wireshark 

-- if configured to do so, and if started, and if it is left uninterrupted, by me -- will 

record the [accidental] copying of TD. But only if all those things happen, and 

only if I allow that action to be recorded. What it will also record is every single 

element of my testing, as data is transmitted for testing purposes, moment-by-

moment, in exhaustive detail. And the only way Mr. Walker will have the ability 

to even make the accusation that TD has been “released to the wild”, intentionally 

or accidentally, will be for him, or more likely, someone working for him, to 

decrypt and analyze my detailed recorded work product -- if so ordered by the 

court. And in doing so the government will have accessed attorney-client 

privileged data and obtained protected attorney work product information. 

3. I am arguably one of the best equipped people on the planet to steal this software 

without anyone ever being the wiser. And I can do it while Wireshark is running. 

Now after questioning my credentials for almost two hours on the stand, Mr. 

Walker has pivoted to his “concern” that I might “accidentally” copy the 
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software. Perhaps Mr. Walker is prone to accidentally copying or deleting files on 

his own computer, but I have been working with sensitive files for a quarter-

century. Many of the procedures used by the FBI today were first used and 

instructed by me. So long as I have complete and unfettered access to properly 

determine and configure the equipment I use for these tests, I will take all the 

agressive file containment protocols that I always use when examining sensitive 

material. This however, will necessarily require me to configure all equipment 

myself, and have access to add and remove all necessary software as my time-

tested and industry-accepted protocols dictate, which means I will need access to 

more than one port on the government provided computer. If I am allowed to do 

this I can safely guarantee the TD software will not be accidentally copied or 

distributed while under my control. Should I be required to use the computer as 

dictated by the government, without the ability to install or connect any 

previously tested and industry accepted software (much of which is specifically 

designed to protect data from any unintended use) or hardware to any port or 

connector on the computer, as needed, then not only can I not complete my tests, I 

would not be able to assure the court that all standard precautions had been taken. 

4. Mr. Walker brings to the court’s attention the theft of a hard drive I left in 

the government’s custody, care, and control.  In what can only be referred to as an 

opportunistic loose association with truth,  Mr. Walker makes the unsubstantiated 

and false claim that “Mr. Fischbach has, already, lost a hard drive at the OCRCFL 

in this case.” Mr. Walker is well aware, via his intrusive interrogation of my 

assigned RCFL liaison, Joseph Monroe, that Mr. Monroe did not describe my 

hard drive as being “lost”. He described it as “missing” from the Defense Review 

room, where I am required to keep it, in order to allow me to continue processing 

data overnight or over the course of several days. Which, in order to complete my 

work for trial, without delay, is both necessary, and facilitated by the RCFL. Mr. 

Monroe has documented by email, dated July 2, 2019, his knowledge that the 
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processing (long periods of time the computer works without examiner input) of 

my examinations were ongoing, in my absence. He specifically requested my 

permission to allow someone to disconnect the equipment, in order for another 

examiner to use some of it. In an email from Mr. Monroe, solicited by Mr. 

Walker, documenting his observation of my examination, Mr. Monroe wrote the 

following: “Only Fischbach and Herz came back on 25th. Fischbach advised he 

was missing an external hard drive that he left in the Defense Review room, 

during his last visit. We were unable to locate the missing external hard drive.” 

As Mr. Monroe was aware, that drive was connected to the government’s work 

station -- as it was when the work-station was in Anchorage, supervised by Kyle 

Reardon. 

5. Despite my request to use two significantly more secure private exam sites 

-- FBI Wilshire, and Roybal Federal Court’s SCIF, both of which I have 

successfully used many times without incident, and both of which are 

significantly shorter drives for me -- it is Mr. Walker who has insisted that I use 

the OCRCFL, where he is, apparently, able to maintain a closer watch on my 

work, and with whom I work.  Mr. Walker should know, however, that unlike the 

FBI and LA SCIF, the OCRCFL offers only a shared work space where many 

different civilians and RCFL personnel come and go and even share much of the 

same equipment. I would agree that the OCRCFL is a location that does risk the 

possible theft, not only of TD, but of the entire computer upon which it is 

installed. Frankly I am surprised, given the government’s purported concern about 

the security of its TD software that it has not readily accepted my offer for the 

defense testing to occur in the federal court SCIF.  Not only can the OCRCFL not 

guarantee that items will not be stolen from its own Defense Exam room, it 

apparently does not take seriously its role in protecting details concerning the use 

of its defense work environment from the government. What Mr. Walker does not 

know from his heretofore unjustified intrusion into my RCFL work is whether the 
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missing drive, taken from the RCFL Defense Review room, when I was not 

present, was encrypted to secure its contents so that only I could personally 

decrypt them, or whether that encryption was set to wipe the drive upon 

unauthorized attempts to open it, or whether the drive had tracking measures 

installed, or whether that drive has since been found and returned to me thanks to 

any of the above measures. While Mr. Walker does not have an explanation for 

how Wireshark in any way prevents the theft or accidental copying of its software, 

(which it emphatically does not,) I can assure that court, given unfettered access 

to all testing equipment, that I will guarantee that, in my hands, the software will 

not escape the OCRCFL. I cannot, however, make the same guarantee for the TD 

copy the court’s order requires be left with FBI or OCRCFL personnel. 

6. Much like Mr. Walker knew that Internet access was required to test 

Torrential Downpour, he also knows that it was the RCFL that “lost” a hard drive 

left in their care. He also knows that in order for Wireshark to be used in the way 

he proposes, I would have to be trusted, unmonitored, by myself, to actually 

configure it the way he wants me to, and to use it, without interruption or log file 

alteration, to record all of my activity on the computer the government will 

provide. Moreover, like the TD secrets already accidentally exposed to me, and 

the missing hard drive I reported to the OCRCFL, the only way that the 

government would even know that their software escaped the RCFL lab is either 

if I can be trusted to report it to them, or if they actually plan on arbitrarily 

demanding the examination of the Wireshark recording they trusted me to make. 

By which time, given their self-imposed requirements, the software would be 

irretrievably lost to “the wild”. On the other hand, examination of these Wireshark 

logs by the government would give them a very complete reenactment of my 

tests; tests protected by attorney-client privilege and attorney work product 

doctrine.      

7. As noted by the government, the court ordered, “On or before Monday, 

Case 3:17-cr-00095-SLG   Document 261   Filed 11/26/19   Page 5 of 9



 

DECLARATION OF JEFFREY M. FISCHBACH 

reb6 

November 25, 2019, the government will provide the defense with all applicable 

TD software documentation for versions 1.15 and 1.23, including installation 

instructions and minimum operating requirements.” And that, “Not later than 

Wednesday, November 27, 2019, the defense shall provide to the government the 

specifications for the computer that it is seeking for TD testing.”  The court 

clearly understands my limited ability to determine appropriate specifications for 

the hardware and equipment I need to test the software, without first being 

provided any documentation or specifications relating to the software to be tested. 

In its motion at Dkt. 255 the government has instead chosen to ignore the court’s 

order to provide complete documentation and equipment specifications, and 

ignores, as well, the equipment specifications I already provided without the 

benefit of the materials now ordered by the court. Mr. Walker instead has 

seemingly made the arbitrary decision to provide a piece of used equipment, 

similar to the vintage equipment it has already provided to the OCRCFL without 

any reference to the specifications provided to him by the defense already. Mr. 

Walker has nowhere in Dkt. 255 explained why the court’s order to provide TD 

documentation and equipment specifications is unreasonable or untenable. He 

simply seems to believe that his judgment of what I need to complete my tests 

supersedes either the court’s or mine.  

8. As such, the government has not provided installation instructions or 

minimum operating requirements, (per my previous requests, or the court's order), 

with its heavily redacted TD User Manual for version 1.23. At Mr. Walkers 

request (November 19, 2019 email), the following equipment estimates were 

provided: Apple Macbook Pro Laptop, 2.8GHz quad-core Intel Core i7 
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processor, 64GB memory,, 512GB SSD storage, Thunderbolt / USB-

C, WiFi/RJ45. (Updated and summarized here.) While outwardly similar to the 

equipment Det. Erdely used to perform his "validations", this equipment was 

specifically chosen, with the expectation that, while accommodating the operating 

system and software I was able to observe Erdely using for his "validations", it 

should also provide an environment that will accommodate the forensic hardware 

and software I need to install in order to both complete my testing and assure the 

court that the machine has in no way been compromised during my testing, and 

that no software or data has been lost, stolen, or compromised. This hardware has 

some other very specific capabilities which are routinely utilized by forensic 

technologists, that are both necessary to complete my tests in time for trial, as 

well as to secure the equipment, software, and data from theft, intercept or 

alteration. While it is my usual practice to consult software specifications before 

choosing hardware, in the absence of court-ordered specifications, this hardware 

is suited to accommodate my anticipated needs for TD testing, as described 

previously to the court, while allowing me to use industry-standard practices to 

protect the software, data, and equipment. The equipment Mr. Walker has 

described in Dkt. 255, is not. 

9. The court’s order for documentation materials, quoted above, is in no way 

ambiguous or silent to its documentary requests, nor does it speak to any 

redactions. Mr. Walker previously claimed, while on record, that no such 

documents exist, but now he says they need to be redacted. Similarly, after 

affirming to the court that software change logs did not exist, they suddenly do. 

10.  The court order to “provide the defense with all applicable TD software 

documentation for versions 1.15 and 1.23, including installation instructions and 
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minimum operating requirements,” is clear and unambiguous.  However, as he 

has done previously in this case, Mr.Walker is again opportunistically interpreting 

the court’s lack of granular specificity to mean “redacted” material, as the 

government sees fit to define “privileged information”. Again, I remind the court 

that Mr. Erdely stated under oath that TD’s secret identity was it’s only secret. Yet 

the government continues to claim that there are other things which the defense 

should not be able to see. One of those things may be responsible for the reason 

that TD investigations across the nation have, on several occasions, been 

inconsistent with the findings of well-tested, industry accepted software and 

hardware. As is the case herein.  

11. Given the necessary access I need to complete my testing on the 

equipment provided by the government, I will take all necessary software and 

hardware precautions to restrict copy or dissemination of TD, and to secure my 

forensic work environment, as has been my standard practice for 25 years. 

12. The foregoing statements are true and correct to the best of my 

knowledge, and I hereby reserve the right to amend them should additional 

information be made available to me at a later date. 

 / / /   

/ / /  

/ / /  
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  I declare under penalty of perjury under the laws of the United States and the State 

of California that the foregoing is true and correct, and that I execute this 

Declaration in Los Angeles, California, on November 25, 2019. 

 

      

          

      Jeffrey M. Fischbach 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ALASKA 

 

United States of America,                       ) 

 ) 

 Plaintiff, ) 

  ) 

 vs.  ) Case No. 3:17-cr-00095 SLG 

      ) 

Matthew Schwier,    )  

      )  

    Defendant. )  

 
A period of excludable delay under 18 U.S.C. 3161(h)(1)(F) may occur as a result of the filing/granting/denying 

of this motion/pleading.  As of the date of this filing 36 days remain before trial must commence pursuant to the 

Speedy Trial Act 

 

SUPPLEMENT TO   

C-3 MOTION TO COMPEL DISCOVERY AND PRODUCTION OF EVIDENCE: 

TORRENTIAL DOWNPOUR SOFTWARE 

 

 Comes now, Matthew Schwier, by and through counsel, Robert M. Herz of the Law 

Offices of Robert Herz, P.C. hereby files this supplement pursuant to this court’s oral order from 

October 3, 2019 at the Final Pre-Trial Conference regarding the testing and protocols discussed in 

the U.S. v. Gonzalez, 2:17-cr-001311-DGC. 

There is no law enforcement privilege that precludes disclosure of material evidence. 

The government argues that Roviaro v. United States, 353 U.S. 53 (1957), gives it a  

“privilege” not to disclose material evidence to Mr. Schwier. To the contrary, the Roviaro 

Court reversed the defendant’s conviction, finding prejudicial error in the government’s refusal 

not to disclose the name of its informer who “was the only witness in a position to amplify or 

contradict testimony of government witnesses.” Id. at 64. 

 The U.S. Supreme Court and the Ninth Circuit have yet to recognize or reject 

a “law enforcement privilege.” Shah v. Dept. of Justice,714 Fed. Appx. 657, 659 n.1 (9
th

 Cir. 

2017). No such privilege exists in Roviaro, which instead recognized a 
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limited “informer’s privilege” that allows the government “to withhold from disclosure the 

identity of persons who furnish information of violations of law to officers charged with 

enforcement of that law.” 353 U.S. at 59. 

Shah does not consider whether such a privilegewould comport with the sixth amend-

ment rights of confrontation and compulsory process and the fifth amendment right to due 

process. Even in United States v. Pirosko, 787 F.3d 358 (6th Cir. 2015),  where the defendant 

did not show materiality and the court upheld non-disclosure, the court cautioned that “this 

conclusion should not be read as giving the government a blank check to operate its file-sharing 

detection software sans scrutiny. As a general matter, it is important that the government’s 

investigative methods be reliable, both for individual defendants like Pirosko and for the public 

at large.” 787 F.3d at 366.  

 In Roviaro,  the Supreme Court noted that:“[t]he scope of the privilege is limited by its 

underlying purpose.” 353 U.S. at 60. Defense counsel does not intend to share the disclosed 

material with anybody other than his trial team, who often work under  

protective orders. Thus,there is no danger that child pornography distributors could find a way  

to avoid detection and thus render that tool of law enforcement ineffective, as the government 

claims.  The government’s argument presumes that somehow there will be wide disemintion of 

the software to the public.  Mr. Fischbach is the firewall.  He has previously been granted 

National Security clearance and no one has suggested he ever violated his oath to maintain those 

national security secrets.  He has been subject to many non-disclsoure agreements and protective 

orders.  No one has ever accused him of violating any.  Balancing the government’s concerns 

which do not rise to level of a recognized privilege with those of the defendant which are 

grounded in the fifth and sixth amendment, the so-called “law enforcement” privilege must give 

way. 

The Court in Roviaro also ruled that “[a] further limitation on the applicability of the 
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privilege arises from the fundamental requirements of fairness. Where the disclosure of an 

informer’s identity, or the contents of his communication, is relevant and helpful to the defense 

of an accused, or is essential to a fair determination of a cause, the privilege must give way.” 

353 U.S. at 60-61. “In these situations the trial court may require disclosure and, if the 

Government withholds the information, dismiss the action.” Id. Thus, in Roviaro, the Court 

held that the privilege must give way. Because the informer, John Doe, was the person to  

whomRoviaro was accused of selling heroin,“his identity and testimony [were] highly material” 

and should have been disclosed. Id. at 62-63.  The informer was “the sole participant, other than 

the accused, in the transaction charged” and “the only witness in a position to amplify or 

contradict the testimmony of government witnesses”. Id. at 64.   

The Torrential Downpour software and its associated materials plays the same role in 

this case that John Doe played in Roviaro. The program and its materials constitute “the only 

witness in a position to amplify or contradict the testimony” of SA Allison, the person who 

(according to the search warrant affidavit) downloaded child pornography from a remotely 

located computer on November 22, 2016. Not one scrap of contemporaneous evidence aside 

from date generated by Torrential Downpour software supports his claim.  

This case is different from Gonzalez, and thus the test(s) that the defense wants to run are 

different. 

 

 The tests in Gonzalez as designed by the defense retained forensic examiner appeared 

aimed at answering specific questions pertinent to the facts of that case.  In this case there are no 

.torrents on Mr. Schwier’s alleged media that are relevant, and there is no data on the source 

computer or media that is relevant, unlike in the Gonzalez case.  The Gonzalez defense identified 

nine tests it wanted to conduct  in that case. See, U.S. v. Gonzalez, 2:17-cr-1311, at Doc. 86, Order 

of Court, August 27, 2019 at pg.3-4.  And while these tests are of some interest, they do not 

address the specific issues identified in this case by the defense. As to the Gonzalez  tests, tests 1 

& 2 would not need to be run in this case if the government makes the same concessions it made 
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in Gonzalez. as described by the court.  See, U.S. v. Gonzalez, 2:17-cr-1311, at Doc. 86, Order of 

Court, August 27, 2019 at pg. 8 lines 6-17 and pg.10 lines 6-10.  The court also granted the 

defense request to conduct tests 3 & 4, and the parties agreed to tests 7, 8, & 9.  The Gonzalez 

court noted that the main point of contention between the parties was whether the defense could 

have access to the ICAC COPS database.  Id. at pg 3 line 19-21. The defense in this case does not 

need access to the ICAC COPS database.   

 The Gonzalez tests largely test the functionality of the software.  The defense in this case 

wants to run a specific examination to test for a particular hypothesis, a particular condition that 

the defense believes it may have uncovered.  And while the defense in this case does not need 

access to the ICAC COPS database, it does howeve r require that the government provide the 

.torrents that Torrentail Downpour Receptor identified as being files of interest and that were 

relied upon by SA Allison in conducting his Torrential Downpour searches in October and 

November of 2016.  

To date no independent third party testing of Torrential Downpour has been done.  And the 

testing done to date does not appear to meet basic scientific standards. 

  

 Mr. Schwier is not aware of any independent third party testing that has been done to date 

on Torrential Downpour.  So far it appears that testing, to the limited extent that it exists, has been 

conducted by Detective Erdely.  He is co-developer of the software and it appears he may have a 

financial interest and  is a beneficairy of financial support provided by DOJ for  the software.  

This appears to include as much as $4.4 million dollars in the last ten years in grants from the 

Department of Justice and does not include separate licensing fees received for the software.  He 

has a clear bias and interest to show that the software works, and a clear interest in not releasing 

the program to anyone who wants to prove it may not work as intended.  Indeed, testing by the 

software’s co-developer engenders problems with confirmation bias.  This is not how the scietific 

method works.  Erdeley’s hypothesis is that his software works as advertised.  To test this 

hypothesis the scientific method requires testing the null hypothesis--- testing designed to prove 
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that the software does not work.  If one is using the scientific method one does not design and run 

tests to show the software works rather you test for failure. Indeed, none of the reported testing 

appears to comply the the ISO/IEC/IEEE 29119 Software Testing-4: Testing Techniques.  This 

standard is recognized by the National Institute of Standards and Technology (NIST) and by the 

Department of Justice. See also, National Institute of Standards and Technology, 

"Methodology Overview," published February 22, 2018 at 

[https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-  

tool-testing-program-cftt/cftt-general-0.].  The Erdely testing is designed to prove the 

functionality of the software, whereas the defense proposed testing will be designed to see it 

causes one particular or a set of particular circumstances. 

The proposed defense test(s) is subject to attorney-client privilege and attorney work 

product doctrine.  The defense will agree to disclose the particulars to the court in an ex 

parte proceeding only. 

 

 The circumstances to be tested by the defense team were identified by and during the 

defense forensic computer examination that has been on-going and largely conducted at the 

Orange County RCFL since May.  It is also based upon information provided by Mr. Schwier 

to counsel.  This examination has allowed Mr. Fischbach to identify specific data and files 

that are relevant to the proposed testing.  Revealing the proposed test(s), and what data it is 

based upon would reveal attorney work product and attorney client privileged 

communications.  Mr. Schwier will not disclose this information in court to the government, 

nor is he required to.     

 In other contexts, such as the issuance of Rule 17 subpoenas, the courts recognize that 

the defense need not disclose information that reveals attorney-client communications or work 

product or defense trial strategy.  See, e.g., United States v. McClure, 2009 W.L. 937502 

(E.D. Cal. 2009); United States v. Crutchfield ( 2014 W.L. 2569058 (N.D.Cal. 2014).   The 

McClure and Crutchfield decisions both find that revealing defense trial strategy constitutes 

good cause for accepting the subpoena application ex parte. Local rules in other Districts 
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within the Ninth Circuit specifically authorize seeking a 17(c) subpoena ex parte for good 

cause and “good cause” is defined as, among other matters, avoiding the revelation of defense 

trial strategy.  Even the trial court’s protective order in Budziak (see attached) protected the 

testing and data generated by the defense tests from disclosure to the government. 

 In no other forensic field is the defense required to tell the government what 

independent tests it wants to run on any particular evidence.  Whether the evidence is a 

controlled substance, or a hair, or DNA, so long as the evidence is material to the defense, the 

defense has a right to test and determine for itself what tests to run. If the results are not 

favorable the defense is not required to share that information with the government and need 

not use the results at trial.  If the results are favorable the defense has the option of revealing 

the results and relying on those test results at trial.  Of course, here the defense has no way to 

know in advance what the test results will show and whether the defense will intend to rely 

upon those results at trial.  Mr. Schwier should not be required to disclose that information 

unless the defense intends to rely upon the evidence at trial. The test results could influence 

what type of defense Mr. Schwier intends to mount, and could affect his decision to proceed 

to trial or rather seek some sort of plea agreement. The data being relied upon and the test 

results are all matters that affect defense strategy, and thus pursuant to the fifth amendment 

and sixth amendment this information is privileged and not subject to disclosure.  

 Moreover, in no other defense testing of evidence is the defense required to conduct 

tests at a government facility.  Here, the contraband evidence (actual images of child 

pornography) is subject to the restrictions imposed by the Adam Walsh act, and that evidence 

by statute must remain in government custody.  The Torrential Downpour software is not 

contraband and not subject to those strictures. Moreover, the software is not classified as 

“Confidential Information” covered by the Confidential Information Procedures Act (CIPA) 

18 U.S.C. App. 3 et seq.  The defense has concerns whether the FBI offices can properly 

accommodate defense testing without the defense revealing privileged information, due to the 
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circumstances of the tests proceeding in a government facility.  Moreover, Mr. Fischbach will 

require specific hardware and network configurations to conduct his tests and again the FBI 

may not be able to accommodate those needs.  Mr. Fischbach’s laboratory is already 

configured and set up to accommodate the testing contemplated.   

 Nevertheless, attached to   Mr. Schwier’s supplement brief, is a copy of the protective 

order issued by Judge Whyte in the Budizak case after the Ninth Circuit remand. This order 

fullly addresses the government’s concern about protecting the software from public disclosure.  

Mr. Schweir respectfully suggests the court largely adopt the terms of this order, with notable 

exceptions,  rather than the one utilized by the court in Gonzalez.   Paragraph #3 is not 

applicable to this case and the defense sees no justifiable reason to conduct the testiing at a 

government facility.  But the defense does agree with those terms of the Budziak Order holding 

that testing should not occur under the supervision or participation of the government, and that 

testing and results should remain confidential until the defense indicates that it intends to rely 

upon the tests and results at trial.   

 DATED at Anchorage, Alaska, this 15th day of October 2019. 

     THE LAW OFFICES OF ROBERT HERZ, PC 

 

     s/ Robert M. Herz 

     431 W. 7th Avenue, Suite 107 

     Anchorage, Alaska 99501 

     Phone 907-277-7171 

     Fax 907-277-0281 

     rmherz@gci.net 

     AK Bar No. 8706023 

 

 

 

 

 

 

 

 

 

 

CERTIFICATE OF SERVICE 

I hereby certify that on Oct 15, 2019, a copy of the foregoing Supp to C-3 Motion to Compel was served electronically on Assistant United States 

Attorney’s Office     s/ Robert Herz 
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() *+,-  ./+0+1, 2,23445 3 6++078976++0 :4;+<8 ,9=8>30+ ;<?94?+@-  A) B3< 592 +C643;< >/38 96+< ,920:+ ,9=8>30+ >924@ D+ ?+0,2, <98 96+< ,920:+E  () F20+-  F9=8>30+ ;, @+?+496+@ D5 609G03HH+0,-  I<@ 609G03HH+0, >0;8+ ;< 3 :9H628+0 43<G23G+-  F9J =90 +C3H64+J B 90 K3?3-  I<@ 8/38 43<G23G+ ;, :9H6;4+@ 77 8/+ B 90 K3?3 :9@+ ;8,+4= ;, <98 >/38 8/+ :9H628+0 02<,-  L81, :9H6;4+@ 3<@ G+<+038+@ ;<89 3< +C+:283D4+ 609G03H =90 8/+ :9H628+0-  M28 8/38 :9@+ 8/38 8/+ 609G03HH+0, >0;8+ ;, :344+@ 8/+ ,920:+ :9@+-  B49,+@ ,920:+ ,9=8>30+ H+3<, ;81, <98 62D4;:45 3::+,,;D4+-  N6+< ,920:+ ,9=8>30+ H+3<, 8/38 8/+ ,920:+ :9@+ ;, 3?3;43D4+ =90 98/+0, 89 0+?;+> 90 698+<8;3445 26@38+ 3<@ H9@;=5-  A) F9 >924@ H9,8 9= 8/+,+ 6++078976++0 609G03H, D+ 96+< ,920:+ ,9=8>30+E  () ./+0+1, 3 ?30;+85-  ./+0+ 30+ 77 ,9J =90 +C3H64+J 38 ;,,2+ ;< 8/;, :3,+ ;, M;8.900+<8-  ./+0+ 30+ D98/ 96+< 3<@ :49,+@ ,920:+ M;8.900+<8 :4;+<8,-  A) NO35-  P9>J ;, ;8 5920 +C6+0;+<:+ 3<@ O<9>4+@G+ 8/38 344 ,9=8>30+ ;, ,2DQ+:8 89 /3?;<G D2G, 90 +0090, 90 H34=2<:8;9<, ;< ;8E  () *+,-  ./;, ;, 3 2<;?+0,34 8028/-  L H+3<J <98 344 ,9=8>30+ /3, 89<, 9= D2G,-  F9H+ ;, ,92<@+0 8/3< 98/+0,-  M28 ,908 9= 8/+ G94@ ,83<@30@ =90 ,9=8>30+ D2G780;HH;<G >924@ D+ 3?;9<;:, ,9=8>30+-  I<@ >+1?+ Q2,8 0+:+<845 ,++< 8/+ RSR T3C @;,3,8+0,-  
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)* +,-. /0,12 3,432541 -,67849/ :2 5;<128 <= </ -;1 >61/ ?2//<4? ;33211 /, /02 @5,?5;A ;48 4,/ /02 1,6532 3,82. 3,5523/B  C* D277. </ -,678 :2 7211 ,= ; 3,43254E  F/ -,678 1,5/ ,= 82@248 ,4 0,- /02 @5,?5;A ,@25;/21 ;48 -0;/ -298 :2 ;:72 /, ,:125G2 ;:,6/ </E  )* H;<5 24,6?0E  F 648251/;48. ;?;<4. I,6 ,:G<,617I 8,49/ 0;G2 ;33211 /, /02 @5,?5;A 1, I,6 3;49/ 1;I =,5 1652E  JK;IE  L48 F >61/ -;4/ /, 37;5<=I ,42 /0<4?E  D024 I,6 1;I M,648N@. I,6952 61<4? /0;/ <4/2530;4?2;:7I -</0 O,5524/<;7 P,-4@,65B C* Q21E  F ;A 1,55IE  O0;/91 ; 0;:</ /0;/ F 0;G2E  O02 <4G21/<?;/<G2 1,=/-;52. -0<30 <1 M,648N@R7<K2. -0<30 <1 6128 ,4 S</O,5524/. <1 3;7728 TO,5524/<;7 P,-4@,65T =5,A -0;/ F9G2 52;8E  )* JK;IE  U, ?,<4? :;3K /, @225R/,R@225 42/-,5K F ?6211 ;530</23/652E  U, </91 ; 82324/5;7<V28 42/-,5K. 3,5523/B  C* Q21E  )* L48 /0<1 -,678 :2 /, ;77,- 10;5<4? A,52 2==<3<24/7I ;48 =;1/25 /0;4 <= </ -;1 >61/ <4 ; 324/5;7<V28 42/-,5KB  C* M<?0/E  U, /02 @5,:72A /0;/ /02 821<?4251 -252 ;//2A@/<4? /, 1,7G2 -;1. 0,- 8, -2 2W30;4?2 7;5?2 =<721 /0;/ ;5249/ 0,1/28 ;/ 1,A2 ?<;4/ =<72 52@,1</,5I 7<K2 ; X,,?72 P,31 ,5 1,A2/0<4? 7<K2 /0;/B  Y,- 8, -2 >61/ /5;82 7;5?2 =<721 ,4 /02 <4/2542/B  L48 /02 <1162 <1 /0;/ -024 -2 @6530;12 ; 3,4423/<,4 /, /02 <4/2542/ =5,A ,65 <4/2542/ 125G<32 @5,G<825. -02/025 </91 LOZO ,5 [,A3;1/ ,5 -0;/2G25 </ <1. /02 3,4423/<,4 -2 ?2/ <1 



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  '(

)*+*,-../ 01-234 5-..*6 -4/77*2,85-.9  :*-+8+) 21-2 0* 5-+ 6;0+.;-6 218+)4 7<51 =-42*, 21-+ 0* 5-+ <>.;-6 21*79  ?*5-<4* 21* >*;>.* 01; >,;@848;+ 21;4* 58,5<824 ,*-.8A* 5;,,*52./ 21-2 =;, 7;42 >*;>.*34 ><,>;4*4 21-234 21* ,8)12 0-/ 2; 6; 829  :;42 >*;>.* -,* 7<51 7;,* 8+2*,*42*6 8+ 6;0+.;-68+) 218+)4 21-+ 21*/ -,* 8+ <>.;-68+) 218+)49  B; /;< 78)12 )*2C 4-/C =,;7 - B>*52,<7C D1-,2*, B>*52,<7 -55;<+2 /;< 78)12 )*2 EFF 7*)-G824 6;0+42,*-7 2; /;<, 1;<4* 4; 5-+ 0-251 H*2=.8I ;+ 4*@*,-. JK4 -2 ;+5*C G<2 /;< 78)12 ;+./ )*2C /;< L+;0C MF ;, NF 7*)-G824 <>42,*-79  B; 21* >,;G.*7 84 8= OO .*234 4-/ /;< -+6 P 0-+2 2; *I51-+)* - =8.* OO 0*..C P 0-+2 2; )*2 - =8.* =,;7 /;<9  P37 .8782*69  Q@*+ 21;<)1 P 5-+ 6;0+.;-6 218+)4 0821 G.-A8+) 4>**6C P37 .8782*6 2; )*228+) 21* =8.* G/ 21* =-42*42 4>**6 21-2 /;< 5-+ <>.;-69  R+6 4; 21-2 7-L*4 218+)4 5,-0. 2; - 1-.2C -+6 82 -.4; 7*-+4 /;< 5-+32 G* 41-,8+) 7<.28>.* =8.*4 -2 ;+5*C *2 5*2*,-9  B; 21* 8+48)12 ;= ?82J;,,*+2 84C 1*/C 01/ 6;+32 0* 51;> 21* =8.*4 <>9  S1/ 6;+32 0* 1-@* 21* =8.*4 42;,*6 ;+ 7<.28>.* 4/42*74 -,;<+6 21* 8+2*,+*2C ;, -2 .*-42 ,*-.8A* 21-2 21*/ -,* 42;,*6 8+ 7<.28>.* 4/42*74 -,;<+6 21* 8+2*,+*2C 51;> 21*7 <> 8+2; 4*)7*+24C -+6 P 5-+ ),-G ;+* 4*)7*+2 =,;7 4/42*7 RC ;+* 4*)7*+2 =,;7 4/42*7 ?C ;+* 4*)7*+2 =,;7 4/42*7 DC -+6 21*+ )*2 21* G*+*=82 ;= 7/ =-42 G-+608621 G/ G*8+) -G.* 2; 6;0+.;-6 =,;7 4*@*,-. 4;<,5*4 -2 ;+5* -+6 /;< )*2 21* =8.* =-42*, 21-2 0-/9  



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  '(

)* +,- ./0 12345672 756289. :/; 4/<=0>253 4/--24> >/ >:2 6->25-2> ,-1 <,.72 ,93/ 1634033 ;:,> ,- ?@ ,115233 63A  B* C052D  C/ /-2 /8 >:2 :,51 =5/792<3 6- 4/<=0>6-E 6- >:2 FGH3 ;,3 :/; 1/ ;2 E2> 4/<=0>253 >/ >,9I >/ 2,4: />:25D  J-1 ;:,> 4,<2 /0> /8 >:63K >:2 3/5> /8 3.3>2< >:,> 2<25E21 ,-1 >/;253 ,7/L2 ,99 />:253 >/1,. 63 ;:,>F3 4,9921 >:2 M6->25-2> =5/>/4/9DM  ?>F3 , 325623 /8 50923 /5 3>,-1,513 7. ;:64: /-2 4/<<0-64,>23 /- >:2 6->25-2>D  J-1 /-2 /8 >:2 4:,992-E23 >:,> 6> 3/9L23 63 :/; 1/ ;2 5/0>2 , <233,E2D  C/ 92>F3 3,. ;2 :,L2 , -2>;/5I >:,> 3=,-3 >:2 -,>6/- /5 2L2- >:2 ;/591K :/; 1/ ? E2> , <233,E2 85/< /-2 4/<=0>25 >/ ,-/>:25A  J-1 3/ >:2 ;,. >:63 63 ,44/<=963:21 63 L6, ?@ ,11523323 ,-1 5/0>6-E =5/>/4/93D  N0> 8/5 >:2 =05=/323 /8 >:63 4/-L253,>6/-K 2L25. <,4:6-2 >:,> 63 4/--24>21 >/ >:2 6->25-2> 63 ,336E-21 /5 ,33/46,>21 ;6>: ,> 92,3> /-2 ?@ ,115233D  J-1 ;:2- ;2 ,52 OO ./0 4,- >:6-I /8 OO ,3 >:2 <,4:6-2 32-13 <233,E23 ,45/33 >:2 6->25-2>K ./0 4,- >:6-I /8 >:63 ,3 726-E 96I2 >:2 32-1 ,-1 52>05- ,11523323 /- , <,69 2-L29/=2D  ?> :,3 , M123>6-,>6/-M ?@ ,115233K 2,4: <233,E2 1/23K ,-1 , M32-> 85/<M ?@ ,115233D  J-1 3/ >:,> ;:2- >:2 E0. ,> >:2 />:25 2-1 /8 >:2 4/--24>6/- E2>3 >:2 <233,E2K :2 I-/;3 ;:252 >/ 52=9. >/D  C/ ?@ ,11523323 ,52 163>5670>21 </52 /5 9233 E2/E5,=:64,99.D  C/ ;2 4,- OO 7. ?@ ,115233K ;2 4,- 15,; 3/<2 6-8252-423 ,7/0> ;:252 , 3.3>2< 63 9/4,>21 6- >:2 =:.364,9 ;/591 



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  '(

)*+ ,-./- .*012*10 3124./1 5264.+12 )776/)013 .08  9*+ 0-.3 .3 ,-)0 )776,3 .*4130.:)0623; ,-1* 0-1< =.*+ )* >? )++2133 0-)0 0-1< 0-.*@ .3 )336/.)01+ ,.0- ) /2.A1; 0-1< /)* :10 )* )+A.*.302)0.41 3BC561*) 62 36A1 60-12 A1/-)*.3A 0-)0 /6A5173 0-1 21714)*0 .*012*10 3124./1 5264.+12 06 +.3/7631 0-1 .+1*0.0< 6= 0-1 3BC3/2.C12 ,-6 ,)3 B3.*: 0-)0 >? )++2133 )0 0-1 0.A18  DE F@)<8  G6 >H+ 7.@1 06 0)7@ ) 7.0071 C.0 )C6B0 -6, I.0J6221*0H3 ) 7.0071 +.==121*0 0-)* A)<C1 512-)53 60-12 5112K06K5112 526:2)A38  G6 <6BH41 0)7@1+ )C6B0 0-131 7.0071 5.1/13 6= ) =.718  L6B7+ 0-631 C1 /)771+ M06221*03MN  OE G6 ) 06221*0 KK )0 71)30 0-1 ,)< > 0-.*@ 6= .0 .3; 0-121H3 ) 0-.*: /)771+ ) M06221*0 =.71M ,-./- .3 @.*+ 6= 7.@1 ) 21/.51 =62 6C0).*.*: )*+ )331AC7.*: ) :.41* 310 6= /6*01*038  G6; ):).*; 710H3 B31 0-1 1P)A571 6= 0-1 7)0130 G0)2 L)23 A64.18  >0 ,6B7+ 7.30 0-1 KK =62 1)/- 31:A1*0 6= 0-1 =.71 36A1 +.21/0.6*3 =62 ,-121 06 =.*+ 0-)0 )*+ -6, 06; 6*/1 <6BH41 :60 )77 0-1 31:A1*03; -6, 06 )331AC71 0-)0 .*06 0-1 =.*.3-1+ 526+B/08  DE 9*+ 0-1* KK 36 ) 06221*0 .3 C)3./)77< ) A)5 0-)0 0-1* -1753 0-1 /6A5B012 21/1.4.*: 0-131 +.==121*0 5.1/13 06 )331AC71 0-1A; /6221/0N  OE Q.:-08  >0 01773 <6B KK .0H3 @.*+) 7.@1 ) 21/.518  >0 01773 <6B ,-)0 .*:21+.1*03 06 :10 )*+ -6, 06 5B0 0-1A 06:10-128  DE F@)<8  9*+; ):).*; I.0J6221*0 .3 +1/1*02)7.R1+N  J-121H3 *6 /1*02)7 312412 62 -.12)2/-<; /6221/0N  
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��������	�
�����������������	�
����������

����
����
����
����
����

������������������� !"�#$ %

�� &'

() *+,-��.+/0+�1+234+5�66�7+118�29:;<2:=>211?-��@3+,9<2A1?�2�9,+3�1294>B+,�=:�=4=:=211?-��C;�=:/,�<2?A+�4;:�D911?�29:;<2:+5-��E9:�;4>+�=:/,�;48�=:�F9,:�,=:,�245�394,-��G:�394,�23;945�:B+�>1;>H8�942::+45+5-��I) J45�5;�7+�H4;7�B;7�:B2:�2>:9211?�=,�>233=+5�;9:�;3�7B2:�<+24,�23+�9,+5�:;�5;�:B2:8�;3�=,�:B2:�,;<+:B=4K8�2K2=48�:B2:�?;9�5;4/:�H4;7L��() G�<+248�G�M3+,9<+8�7=:B;9:�D=3,:B245�H4;71+5K+8�:B2:�=:�F9,:�,=:,�=4�2�12A�,;<+7B+3+�245�394,-��G:�K+:,�,+:�9M�245�1294>B+5�1=H+�24?�;:B+3�M3;>+,,�245�=:/,�1+D:�3944=4K�245�:B+4�M+;M1+�>B+>H�;4�=:�D3;<�:=<+�:;�:=<+�:;�,++�7B2:�=:/,�D;945-��I) NH2?-��O;+,�P;33+4:=21�O;74M;93�21,;�K+4+32:+�,M+>=21�52:2�1;K,L��() *+,8�=:�5;+,-��I) Q;78�B;7�7;915�7+�F95K+�:B+�3+1=2A=1=:?�;D�:B;,+�1;K,�:B2:/,�K+4+32:+5�A?�:B+�,2<+�M3;K32<�:B2:�7+�5;4/:�B20+�2>>+,,�:;L��() G�66�7+118�7=:B;9:�2>>+,,�G�B20+�4;�;AF+>:=0+�72?�;D�F95K=4K�:B+�2>>932>?�;D�:B+�1;K,-��C;8�D;3�+R2<M1+8�G/0+�,++4�1;K�D=1+,�245�:B+?�;D:+4:=<+,�7=11�5+,>3=A+�+0+4:,�:B2:�>24�A+�0+3=D=+5�0=2�;:B+3�<+24,S�D;3�+R2<M1+8�=4�:B+�>;4:+R:�;D�2�>3=<=421�>2,+-��E9:�7B2:�7+�5;4/:�H4;7�66�:B+3+/,�,;3:�;D�>;4D=3<2:=;4�A=2,�B+3+-��.B2:�7+�5;4/:�H4;7�=,�B;7�<24?�1;K�D=1+,�23+�K+4+32:+5�:B2:�5;4/:�3+,91:�=4�M3;,+>9:=;4,8�;3�B;7�<24?�723324:,�23+�+R+>9:+5�:B2:�5;4/:�3+,91:�66�A2,+5�;4�:B;,+�1;K�



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  ''

()*+, -./- 0123- 4+,5*- )2 641,+75-)12,8  9+ 0123- ./:+ /77+,, -1 -./- )2(14;/-)12 ,1 -.+4+3, << =+ 0123- ./:+ / =/> 1( +:/*5/-)2? =.+-.+4 -.+ ,>,-+; ), /7754/-+ )2 ?+2+4/* 14 21-8  @A B1+, -.), C)20 1( ;/>D+ );6*)7/-+ -./- >1530 ./:+ / (/*,+ 61,)-):+E  F, -.+4+ << 7/2 >15 0+,74)D+ =./- / (/*,+ 61,)-):+ ;)?.- D+ )2 71;65-+4 << GA H54+8  F2 -+,-)2? << )2 ?+2+4/*I /2> -);+ >15 ./:+ / -+,- -1 *11C (14 / 7120)-)12I -.+4+ /4+ -=1 C)20, 1( +4414, -./- >15 /4+ =144)+0 /D15-8  J2+ ), / (/*,+ 61,)-):+ 4+,5*-8  F2 1-.+4 =140,I -.+ ,>,-+;I =./-+:+4 )- ;/> D+I (/*,+*> 4+614-, -.+ 7120)-)12 +K),-,8  L.+ 1-.+4 12+ ), / (/*,+ 2+?/-):+8  L.+ 7120)-)12 (/*,+*> 4+614-, << 14I F3; ,144>I -.+ -+,- (/*,+*> 4+614-, -./- -.+ 7120)-)12 01+, 21- +K),-8  M20 -.+,+ /4+ -.)2?, =.)7. /4+ -4/7C+0 :+4> 7/4+(5**>8  N14 +K/;6*+I )2 ;+0)7/* -+,-)2?I >15 C21=I >15 ./:+ / -+,- =.)7. ), OO 6+47+2- /7754/-+ (14 ()20)2? -.), C)20 1( 7/27+48  9./- -.+> ;+/2 ), -.+4+3, P 6+47+2- -./- -.+>34+ ?+--)2? +)-.+4 (/*,+ 61,)-):+, 14 (/*,+ 2+?/-):+, /20I >15 C21=I ?):)2? / ;),0)/?21,), 61-+2-)/**> 12 -./- D/,),8  H1 .+4+ /, =+** =+ C21= 1( -);+, =.+2 -.+ ,>,-+; ./, ?):+2 61,)-):+ /*+4-,I D5- =+ 12*> C21= -.+ 12+, -./- 4+,5*-+0 )2 641,+75-)12,8  H1 =+ 0123- C21= -.+ (/*,+<61,)-):+ 4/-+ 14 -.+ (/*,+<2+?/-):+ 4/-+ 1( L144+2-)/* B1=261548  @A M20 -.+ *1?, -.+;,+*:+, /?/)2 0123- ,.+0 /2> *)?.- 12 -./-I 7144+7-E  



��������	�
�����������������	�
����������

����
����
����
����
����

�������������������� !�"#�$

�� %&

'( )*+,-.��/,01�22�-,01�30453-�6,7-�-,0�859-6730�30453-0:.��/,01;30�7�30<53:�59�6,7-�-,0�859-6730�30453-0:.��=>:�-,030;8�22�-,0�?5+8�-,0@80?A08B�15C�D>56B�4C3453-�-5�E0�7<<C37-0�30<53:8�59�0A0>-8�-,7-�-,0�859-6730�0>+7+0:�*>B�EC-�60�,7A0�>5�671�22�53�7-�?078-�F�,7A0�>5�671�59�A03*91*>+�-,0*3�7<<C37<1.��G-,03�-,7>B�F�6*??�871B�935@�-*@0�-5�-*@0�-,030�730�0A0>-8�*>�7�?5+�-,7-�<7>�7<-C7??1�E0�<5330?7-0:�6*-,�30<53:8�59�0A0>-8�0?806,030�53�5-,03�85C3<08�59�*>953@7-*5>.��H( I0??B�?0-;8�-7?D�7E5C-�-,*8�<780.��J5B�953�0K7@4?0B�5>0�671�-,7-�-,*8�8C44580:�8*>+?0285C3<0�:56>?57:�<5C?:�,7A0�E00>�A03*9*0:�678�-,7-�-,0�*@7+0�-,7-�-,0�435+37@�87*:�*-�:56>?57:0:�678�95C>:�?7-03�5>�L3.�G60>8;�<5@4C-03B�<5330<-M��'( N5330<-.��H( =>:�*>�-,*8�<780�:*:�-,7-�,7440>M��'( /,030�678�22�-5�@1�30<5??0<-*5>�-,030�678�7>�*@7+0�-,7-�-,0�/5330>-*7?�O56>45C3�30453-0:�7�8*>+?0�85C3<0�:56>?57:�59�7>:�-,7-�*@7+0�678�>5-�95C>:�5>�7>1�59�-,0�@0:*7�80*P0:.��H( F8�7>5-,03�:*99030><0�E0-600>�/5330>-*7?�O56>45C3�7>:�-,0�4CE?*<�A038*5>�59�-,0�435+37@�*8�-,7-�/5330>-*7?�O56>45C3�<7>�+0-�*>953@7-*5>�935@�-73+0-�<5@4C-038�?*D0B�953�0K7@4?0B�-,0�A038*5>�-,7-;8�E0*>+�3C>�59�-,0�435+37@M��'( /5330>-*7?�O56>45C3�*8�7�Q*-/5330>-�<?*0>-�*>�-,0�80>80�-,7-�*-�8407D8�-,0�Q*-/5330>-�435-5<5?B�EC-�*-;8�307??1�7�8C3A0*??7><0�-55?.��F-;8�:08*+>0:�953�+7-,03*>+�*>953@7-*5>�-5�



��������	�
�����������������	�
����������

����
����
����
����
����

������������������� !"�#$ %

�� &'

()�*+),�-.�/01+)2*3-1.4�5.,�+1�-3�657)+�0)210,+�18�599�7-.,+�18�-.810653-1.�3:53�;1*9,�()�18�.1�-.3)0)+3�31�3:)�5<)05=)�>-3?100).3�*+)0@��AB�5,,0)++)+4�+183;50)�<)0+-1.+4�+)=6).3+�18�8-9)+�5.,�+1�8103:C��D99�18�3:53�-.810653-1.�-+�*+),�31�5�=0)53)0�10�9)++)0�)E3).3�(F�5�>-3?100).3�29-).34�(*3�-3G+�.13�)E/1+),�31�3:)�*+)0C��?:)�*+)0�:5+�.1�7.1;9),=)�18�-3C��?:)�*+)0�H*+3�+5F+4�I5:4�6F�8-9)�=13�:)0)I�5.,�-+�:5//F�;-3:�3:53C��J1�3:53G+�KK�3:53G+�5�,-88)0).2)�()3;)).�?100).3-59�L1;./1*0�5.,�13:)0�>-3?100).3�+183;50)4�-+�3:53�3:)�13:)0�>-3?100).3�+183;50)�-+�,)+-=.),�810�305.+8)00-.=�8-9)+4�?100).3-59�L1;./1*0�-+�,)+-=.),�810�+*//103-.=�-.3)0,-23-1.C��MN O75FC��A+�3:)0)�5.F�13:)0�A�=*)++�65H10�,-88)0).2)+�F1*G0)�5;50)�18�3:53�?100).3-59�L1;./1*0�6-=:3�:5<)�3:53�3:)�/*(9-2�/01=056�,1)+.G3P��QN A�,1.G3�()9-)<)�-3G+�5.�-++*)�-.�3:-+�25+)4�(*3�A�:5<)�8016�3-6)�31�3-6)�-.�;5005.3�5//9-253-1.+�+)).�+353)6).3+�31�3:)�)88)23�3:53�?100).3-59�L1;./1*0�-+�25/5(9)�18�35==-.=�5�350=)3�+F+3)6C��J1�1.)�18�3:)�13:)0�/01(9)6+�3:53�25.�:5//).�-+�-.�+5F�5�:16)�.)3;107�3:)0)�6-=:3�()�6*93-/9)�,)<-2)+4�35(9)3+4�/:1.)+4�216/*3)0+4�3:)+)�,5F+�3:)061+353+4�59506�+F+3)6+4�)3�2)3)054�3:53�599�*+)�3:)�-.3)0.)3�810�2166*.-253-1.+C��D.,�+1�1.)�18�3:)�/01(9)6+�-+4�;)994�:1;�,1�;)�7.1;�;:-2:�18�3:)+)�,)<-2)+�;5+�3:)�1.)�3:53�;5+�1.�3:)�>-3?100).3�.)3;107P��



��������	�
�����������������	�
����������

����
����
����
����
����

�������������������� !�"#�$

�� %&

'()�*+�,-.*/01234�567*�7(8+38.*�56.�,319.0.(5�7(�1�3+:�;73.�*+0.<6.-.�+;�*+0.�,7.9.�+;�7(;+-0157+(�5615�<+/3)�2.�/(7=/.34�7).(57;47(:�56.�*4*5.0�1*�567*�7*�56.�+(.�5+�<6796�31<�.(;+-9.0.(5�9+((.95.)>��?/5�@A0�(+5�1<1-.�+;�5615�2.7(:�7(�,314�7(�567*�91*.>��BC D+/3)�1�51:E�7;�75�<1*�,319.)�+(�1�51-:.5�9+0,/5.-E�,+**7234�2.�7(�1�(+(*61-.)�,+-57+(�+;�56.�51-:.5�9+0,/5.-F��GC @5�<+/3)�,+**7234�2.�56.-.E�4.*>��@�)+(A5�H(+<�56.�.I195�0.961(7*0�+;�51::7(:>��?/5�37H.�@�*17)E�@�1**/0.�75A*�,-+21234�7(�1�3+:�;73.�*+0.<6.-.>��BC '()�1:17(E�<756+/5�199.**�5+�56.�,-+:-10�75A*�70,+**723.�5+�*14>��GC '�51:�07:65�2.�)7*9.-(723.E�2/5E�4.*E�75�<+/3)�2.�0/96�.1*7.-�5+�;7:/-.�75�+/5�7;�<.�61)�199.**�5+�56.�,-+:-10>��BC JH14>��JH14>��K+E�(+<E�7(�567*�91*.�4+/�<.-.�67-.)�24�0.E�9+--.95F��GC L+--.95>��BC '()�4+/�-.87.<.)�133�56.�)7:7513�.87).(9.�5615�<1*�01).�18173123.�24�31<�.(;+-9.0.(5>��GC M.*>��BC '()�*+�)7)�5615�7(93/).�1�07--+-N701:.�+;�56.�9+0,/5.-�61-)�)-78.�NN��GC M.*>BC NN�5615�<1*�*.7O.)�;-+0�56.�*.1-96�<1--1(5F��GC @5�)7)>��



��������	�
�����������������	�
����������

����
����
����
����
����

������������������� !"�#$ %

�� &'

() *+,�-./0�1-/�23454�/4645-.�23789�,5:64/;��<) =4/>��() ?@-A>��*+,�-B-:+C�A07�-./0�546:414,�D�23:+@�A07�/-:,�234�E.4-,:+B/C�.:@4�234�:+,:F284+2;��<) =4/>��() *+,�-./0�234�E0.:F4�54E052/>��<) =4/>��() *+,�234�/4-5F3�1-55-+2C�F0554F2;��<) =4/>��() ?@-A>��G01C�-H245�A07�546:414,�-..�0H�23:/�8-245:-.�,:,�A07�3-64�/4645-.�I74/2:0+/�23-2�F-7/4,�A07�F0+F45+;��<) ?+4�23-2�D�54F-..�1-/�23-2�-2�.4-/2�/084�0H�234�/:+B.4�/075F4�,01+.0-,/�/4484,�20�3-EE4+�I7:24�I7:F@.A>��D2J/�+02�5-54�20�/44�/:+B.4�/075F4�,01+.0-,/�05�.0B/�0H�/:+B.4�/075F4�,01+.0-,/�KK�DJ64�+4645�/44+�234�/:+B.4�/075F4�,01+.0-,�:2/4.H�KK�972�L0554+2:-.�M01+E075�.0B/�23-2�,4/F5:94�/:+B.4�,01+.0-,/�23-2�2-@4�3075/C�05�464+�8-A94�/E-+�8054�23-+�-�,-A>��N454�-2�.4-/2�/084�0H�2348�KK�-+,�D�,0+J2�54F-..�234�4O-F2�2:84H5-84/�1:23072�54H54/3:+B�8A�54F0..4F2:0+C�972�/084�0H�2348�1454�I7:24�I7:F@C�0+�234�05,45�0H�.4//�23-+�-�8:+724�05�8-A94�464+�/4F0+,/>��() *+,�13A�107.,�23-2�94�7+7/7-.;��<) P4..C�-B-:+C�234�+-2754�0H�234�/:+B.4�/075F4�,01+.0-,�:/�23-2�94F-7/4�A07J54�,01+.0-,:+B�H508�-�/:+B.4�/075F4C�A07�-54�/79Q4F2�20�13-24645�234�7E/254-8�9-+,1:,23�.:8:2-2:0+/�0H�23-2�



��������	�
�����������������	�
����������

����
����
����
����
����

�������������������� !�"#�$

�� %&

'()*+,�-*,.��/(�01-02'�314�50�'(6,056,'�0-7,'�-�3158,�0(�9,0�:58,';�<,+-)',�4()2*,�=)885>9�50�:*(6�-�'4'0,6�01-02'�(>84�)=8(-?5>9�@,*4�,::5+5,>084.��A02'�6-4<,�>(0�01,�(>84�+(>')6,*�(:�01-0�)='0*,-6�<->?35?01�->?;�5>�->4�+-',;�502'�85650,?�<4�01-0�=5=,�'5B,.��CD E-'�->(01,*�(>,�(:�4()*�+(>+,*>'�-<()0�31-0�01,�',-*+1�3-**->0�6,->0�31,>�50�'-5?�01-0�8-3�,>:(*+,6,>02'�5>@,'059-05@,�:(+)'�3-'�?5*,+0,?�0(�F*.�G3,>'2�AH�-??*,''I��JD K5910.��/(�',-*+1�3-**->0�-==85+-05(>'�?,*5@,?�:*(6�L(**,>05-8�M(3>=()*�5>:(*6-05(>�-*,�9,>,*-884�3(*?,?�=*,004�(<85N),84;�A�-'')6,�5>�(*?,*�0(�-@(5?�?5@)895>9�',>'505@,�5>:(*6-05(>�-<()0�01,�'(:03-*,.��/(�A�?(>20�1-@,�->4�5?,-�31-0�50�6,->'�0(�0)*>�(>,2'�5>@,'059-05@,�:(+)';�31-0�-+05(>'�01-0�56=85,'.��A�6,->;�=*,')6-<84�-0�->4�=(5>0�5>�->�5>@,'059-05(>�(>,2'�:(+)'�5'�'(6,31,*,;�<)0�A�?(>20�7>(3�31-0�50�6,->'�0(�0)*>�(>,2'�5>@,'059-05@,�:(+)'�0(3-*?'�-�+,*0-5>�AH�-??*,''.��A�6,->;�(<@5()'84�50�6,->'�A2@,�',,>�->�-8,*0�->?�'(�A26�0-75>9�->�5>0,*,'0�5>�01,�AH�-??*,'';�<)0�A�?(>20�7>(3�31-0�-+05(>'�01,�5>@,'059-0(*�0-7,'.��A�-8'(�?(>20�7>(3�+(>+*,0,84;�4()�7>(3;�5>�0,+1>5+-8�0,*6'�31-0�50�6,->'�0(�<,�-''(+5-0,?�3501�-�+,*0-5>�1-'1�@-8),.��L1-0�3()8?�<,�->(01,*�OO�4()�7>(3;�3,�P)'0�?(>20�7>(3�=*,+5',84�31-0�50�5'�01-0�L(**,>05-8�M(3>=()*�5'�<-'5>9�50'�-8,*0'�(>.��E,�7>(3�01,�75>?�(:�'0)::�50�5';�<)0�>(0�,Q-+084�31-0.��



��������	�
�����������������	�
����������

����
����
����
����
����

������������������� !"�#$ %

�� &'

() *+,-�./.0+-�12�34�564.7-�1809�52:6,�8.;4�344+�184�<72/7.=�3>�01946?�7:++0+/�.:12=.14,�18.1-�>2:�@+2A-�?25:94,�019�0+;4910/.102+�27-�>2:�@+2A-�182:/81�18.1�1809�1.7/41�52=<:147�A.9�.99250.14,�A018�.�12774+1-�+21�+45499.706>�.�<4792+�90110+/�18474�622@0+/�2;47�01-�5277451B��C) D4.8E��F.94,�2+�A8.1�G�8.;4�74.,�0+�1809�5.94�.+,�0+�218479-�G�180+@�01H9�7.74�?27�92=42+4�12�I:91�901�18474�A.1580+/�J2774+10.6�K2A+<2:7E��L8.1�8.<<4+9�09�184>�/41�.�3:+58�2?�MM�184>�52=4�3.5@�0+�184�=27+0+/-�<723.36>�944�.�3:+58�2?�62/�?0649�.+,�184+�91.71�,0//0+/�2+�18294E��() N2�0+�.�94+94-�.9�?.7�.9�184�.51:.6�17.+9.5102+9�18.1�255:7�341A44+�J2774+10.6�K2A+<2:7�.+,�184�74=214�5604+1�27�184�1.7/41�52=<:147-�A2:6,�01�34�?.07�12�9.>�18.1�74.66>�184�<72/7.=H9�184�2+6>�A01+499�12�A8.1�8.<<4+4,�.1�18.1�<20+1E��C) D4.8-�G�180+@�18.1H9�.�/22,�.+.62/>E��J84�<725499�2?�0,4+10?>0+/�GO�.,,749949�0+�184�6.+/:./4�2?�184�A.77.+1�.99250.14,�A018�.�<0454�2?�52+17.3.+,�.+,�52+,:510+/�184�90+/64�92:754�,2A+62.,�09�<723.36>�4+10746>�.:12=.14,�.+,-�>2:�@+2A-�A.9�,2+4�:+.114+,4,�3>�.�8:=.+E��() P2:6,�184�147=�Q.99250.14,�A018�.�12774+1Q�I:91�=4.+9�18.1�184�1.7/41�52=<:147�9.>9-�84>-�G�8.;4�1809�12774+1�27�1809�=.<�12�.�?064�.+,�+21�+45499.706>�184�?064�01946?B��C) G�.99:=4�01�=4.+9�401847�G�8.;4�01�27�G�A.+1�01-�.+,�G�,2+H1�@+2A�?27�9:74�A8058E��() F:1-�./.0+-�52:6,�01�34�18.1�01�,249+H1�+45499.706>�8.;4�184�



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  '(





��������	�
�����������������	�
����������

����
����
����
����
����

������������������� !"�#$ %

�� &'

()*+�,-�.*/,01/2�3*-�0//�)4�0�4,/*�4.)5�0�+,63/*�+)7.8*�9:*6�,-�.*;).-+�-:0-�,-<+�(),63�+)=��>? @6(�-:,+�9)7/(�1*�,5;).-06-�1*807+*�9:*-:*.�).�6)-�-:*�*6-,.*�4,/*�805*�4.)5�A.=�B9*6+<�8)5;7-*.�C*.+7+�4.)5�57/-,;/*�8)5;7-*.+D�9)7/(�)1C,)7+/2�1*0.�)6�:,+�,6-*6-�).�:,+�E6)9/*(3*�)4�9:0-�)887..*(D�8)..*8-F��G? H�()6<-�E6)9�+)�578:�E6)9/*(3*�0+�I7+-�08-70/�;)++*++,)6=��H4�+)5*)6*�:0+�0�;,*8*�)4�0�4,/*D�-:0-<+�(,44*.*6-�4.)5�:0C,63�-:*�9:)/*�4,/*=��>? @6(D�030,6D�-:0-<+D�030,6D�0/+)�5021*�(,44*.*6-�4.)5�:0C,63�I7+-�-:*�-)..*6-�4).�-:*�4,/*=��G? J)..*8-=��>? BE02=��K*807+*D�030,6D�6).50/�;**.L-)L;**.�;.)-)8)/�9)7/(�1*�0�()96/)0(�4.)5�57/-,;/*�+)7.8*+D�6)-�I7+-�)6*=��M)�-:0-�9)7/(�1*�;.*--2�8.78,0/�-)�-.2�-)�4,37.*�)7-=��G? N,3:-=��M)�;.*+7501/2�-:*�07-:).+�)4�O)..*6-,0/�P)96;)7.�)C*..)(*�-:0-�(*407/-�1*:0C,).�)4�-:*�K,-O)..*6-�+)4-90.*=��@6(�-:*�Q7*+-,)6�,+D�(,(�-:*2�()�0�;*.4*8-�I)1�)4�-:0-�).�6)-=��>? BE02=��@.*�2)7�0/+)�,6-*.*+-*(�,6�E6)9,63�9:0-�6*-9).E�-.044,8�,+�5)6,-).*(�-)�,(*6-,42�;)-*6-,0/�-0.3*-�8)5;7-*.+F��G? R*+=��H�9)7/(�1*�,6-*.*+-*(�-)�E6)9�-:*�+;*8,4,8�+).-+�)4�5*++03*+�-:0-�O)..*6-,0/�P)96;)7.�,6+;*8-+=��S*�E6)9�-:0-�,-�(,+8.,5,60-*+�1*-9**6�6*-9).E�5*++03*+�-:0-�,6C)/C*�:0+:�C0/7*+�-:0-�0.*�.*/0-*(�-)�8)6-.0106(=��H6�).(*.�-)�()�-:0-D�,-<+�3)--0�1*�/))E,63�0-�-:*�;))/�)4�5*++03*+�



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  '(

)* +,*,-./ .*0 12,* )1 ./,-13 4* 12, 4*,3 12.1 .-, 5-,367.8/9 :: 12,)- 2.32 ;./6,3 .-, )* . 0.1.8.3, 4< =*4>* 8.0 <)/,3?  @61A 34 )1B3 :: ,<<,C1);,/9 )1B3 /44=)*+ .1 .// 4< 12, 1-.<<)C .*0 12,* 0)3C-)7)*.1)*+?  D1B3 4*/9 ./,-1)*+ 4* 347, 4< )1?  EF G4 C4--,C1 7, )< DB7 >-4*+A 861 )1 346*03 /)=, )1 C46/0 8, 04)*+ /)=, . 0-.+*,1 3,.-C2 4< .// 1-.<<)C .C-433 . 5,,-:14:5,,- *,1>4-=A .1 /,.31 )* 7.98, . C,-1.)* +,4+-.52)C .-,.A 14 12,* *.--4> 04>* 14 >2.1 )1 12)*=3 )3 C4*1-.8.*0 )7.+,3 4- ;)0,43H  IF J)+21?  D* 4-0,- 14 0)3C-)7)*.1, 8,1>,,* C4*1-.8.*0 .*0 *4*C4*1-.8.*0A )1 2.3 14 +,1 .// 4< 12, 7,33.+,3?  D1 04,3*B1 3,, .// 4< 12, @)1K4--,*1 1-.<<)C )* 12, ,*1)-, >4-/0A 861 )1 C,-1.)*/9 3,,3 >2.1,;,- )3 )* )13 *,)+284-2440 .*0 >2.1 )1 :: 946 =*4>A >2.1,;,- )13 5,,-3 .-, )*1,-.C1)*+ >)12?  L*0 )1 12,* 3)<13 12-46+2 12.1 14 /44= <4- 4*,3 12.1 .-,A 946 =*4>A 541,*1).//9 8.0?  EF L*0 12)3 C46/0 7.98, 8, )754-1.*1A <4- ,M.75/,A <4- -.)3)*+ N46-12 L7,*07,*1 C4*C,-*3H  IF O,//A 4*, )*1,-,31)*+ P6,31)4* )3A 4=.9A 12,-,B3 12)3 0.1.8.3, 4< :: 4< =*4>* 2.32 ;./6,3?  Q4> 04 12)*+3 +,1 :: >2.1B3 12, 5-4C,33 <4- .00)*+ 12)*+3 14 12.1 0.1.8.3,H  Q4> -)+4-463/9 .-, 12,9 ;,11,0H  D3 12, 0.1.8.3, :: D 7,.*A )1B3 ./34 ,.3)/9 5433)8/, 14 )7.+)*, 12)3 0.1.8.3, 8,)*+ 63,0 <4- 0)3C4;,-)*+ 12)*+3 412,- 12.* C2)/0 54-*4+-.529?  R46 C46/0 63, )1 14 /44= <4- 2.32,3 12.1 .-, 



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  '(





��������	�
�����������������	�
����������

����
����
����
����
����

��������������������� �!"�#

�� $$

%&'�()*�)+,-&*,.�/)--,/*012��3(.�%,�4&5,�()�%&1�)6�7()%8(9�%4&*�:;,'*8)('�*)�,5,(�&'7�4,-,<�=,/&;',�%,�.)(>*�7()%�4)%�*4,�')6*%&-,�8'�',*�;+<�4)%�*4,�')6*%&-,�8'�8('*&00,.<�%4&*�*4,�/)--,/*�%&1�)6�)+,-&*8(9�*4,�')6*%&-,�8'2��?4)',�&-,�&00�*48(9'�*4&*�&-,�)+&:;,�*)�;'2��3(.�')�%,�.)(>*�4&5,�&(1�%&1�)6�,5&0;&*8(9�)-�,5,(�+-)+,-01�:;,'*8)(8(9�&�+-)',/;*8)(�%8*(,''�&=);*�%4,*4,-�*4&*�*))7�+0&/,�8(�*48'�/&',�)-�()*2��@A B);0.�1);�C;'*�.,'/-8=,�=-8,601�6)-�*4,�B);-*<�86�1);�%,-,�&=0,�*)�9,*�&//,''�*)�*4,�+-)9-&D<�087,�%4&*�&-,�')D,�)6�*4,�*48(9'�*4&*�1);�D894*�*-1�*)�.)�)-�*-1�*)�EE�1);�7()%<�%4&*�78(.�)6�*,'*'�D894*�1);�-;(F��GA H,00<�)(,�)6�*4,D�%);0.�=,�C;'*�%4&*>'�/&00,.�+&/7,*�/&+*;-8(9�)-�+&/7,*�'(8668(92��I�%);0.�&**,D+*�*)�%&*/4�6-)D�&�(,&-=1�+0&/,�)(�*4,�(,*%)-7�&�'8(90,�');-/,�.)%(0)&.�&(.�',,�86�8(.,,.�8*�&00�/&D,�6-)D�&�'8(90,�');-/,2��J-)=&=01�.)�*4&*�&�6,%�*8D,'�C;'*�*)�5,-861�*4&*�8*�.),'(>*�,5,-1�')�)6*,(�9-&=�&�+8,/,�6-)D�,0',%4,-,2��I�%);0.�&0')�%&*/4�%4,(�*4,�')6*%&-,�9,(,-&*,'�&(�&0,-*�%4&*�*-&668/�/&;',.�8*�*)�.)�*4&*2��?4&*�%);0.�EE�*4)',�%);0.�=,�*48(9'�*4&*�%);0.�4,0+�D,�;(.,-'*&(.�%4&*�8*>'�.)8(9�;(.,-�*4,�4)).2��3(.�*4&*>'�78(.�)6�*4,�9)&0�4,-,2��@A K)%<�%);0.�8*�D&**,-�%4,-,�1);�.8.�*48'�*,'*8(9�)-�-,58,%<�%4,*4,-�8*�%&'�&*<�1);�7()%<�1);-�)%(�6&/808*1<�1);-�)668/,�5,-';'�+,-4&+'�8(�&�0&%�,(6)-/,D,(*�)668/,F��



��������	�
�����������������	�
����������

����
����
����
����
����

������������������� !"�#$ %

�� &'

() *�+,-.�/01�203�4/05�66�78�5039:�;.�<0=.�>0/-./7./8�,8�<2�0??7>.1�;38�*�+,-.�/01�203�4/051�@=7/>7@9.:�0;A.>870/�80�:07/B�78�.9C.5+.=.D��*�5039:�C,2�8+,8�7?�78�5.=.�,8�,/08+.=�?,>797821�*E:�@=0;,;92�5,/8�80�C>+.:39.�<0=.�8+,/�0/.�-7C78�;.>,3C.�*�,CC3<.�*�5039:�C@./:�,�?,7=�,<03/8�0?�87<.�B.887/B�3@�80�C@..:�0/�A3C8�5+,8�66�+05�*�5039:�:0�8+.�8.C8C�8+.=.D��F03�4/051�5+,8EC�,-,79,;9.�80�<.�7/�8.=<C�0?�/.850=4�@0=8C�0=1�203�4/051�@05.=�0389.8C1�203�4/051�C0=8�0?�<3/:,/.�8+7/BC�974.�8+,8D��G9C01�A3C8�9.,=/7/B�+05�80�66�*E-.�/.-.=�C../�8+.�C0?85,=.D��*�:0/E8�4/05�5+,8�78�9004C�974.D��*�:0/E8�4/05�8+.�?7=C8�8+7/B�,;038�+05�80�9,3/>+�78�0=�:0�,/28+7/B�974.�8+,8D��H0�*E:�/..:�,�97889.�87<.�80�A3C8�B.8�0=7./8.:1�,/:�8+./�*E:�,9C0�/..:�87<.�80�:0�8+.�8.C8CD�� H0�:07/B�78�,8�<2�9.7C3=.�,8�<2�05/�?,>79782�5039:�<,4.�8+,8�.,C7.=1�;38�78EC�/08�7<@0CC7;9.�80�:0�78�.9C.5+.=.D��*E:�A3C8�/..:�8+.�=.I37C78.�:.B=..�0?�,>>.CCD��J) K051�5039:�203�-7.5�78�,C�,�@=0;9.<�7?�8+7C�5,C�:0/.�@3=C3,/8�80�,�@=08.>87-.�0=:.=�5+.=.�203�>,/E8�:7CC.<7/,8.�0=�:7C>3CC�0=�08+.=57C.�:7C>90C.�8+.�@=0B=,<�80�,/2;0:2�.9C.�.L>.@8�?0=�<.M��() K01�*�;.97.-.�5.E-.�.-./�@=0@0C.:�8+,8D��J) H0�203�5039:�0;-703C92�66�*�<.,/1�203E=.�,�@=,>87>7/B�9,52.=�7/�N7C>0/C7/1�>0==.>8M��() *�,<D��



��������	�
�����������������	�
����������

����
����
����
����
����

��������������������� �!"�#

�� $%

&' ()*�+,-*.�/)*0�-,1�-23.45.6��()*�1)*-7489�7)�,4/9:24;�9)�+2)-,9.�,4�)07.0<�02;:9=��>' ?87�7)�@/�A.59�9)�,+)27�9:,96��&' BC,/6��D4)9:.0�0.,5)4�9:,9�/)*�@2;:9�1,49�,33.55�9)�9:.�E0);0,@�1)*-7�A.<�,;,24<�9)�.45*0.�9:,9�29�FF�1:.4�29�27.492G2.5�,�3)@E*9.0�,5�G-,;;.7�G)0�E)55.5524;�,�9)00.49<�)C,/=��H:,9�9:,9�25�@,/A.�72GG.0.49�9:,4�,4�,39*,-�3:2-7�E)04);0,E:/�2@,;.�)0�+27.)<�02;:9=��>' I2;:96��J)1<�9:25�1)*-7�A.�E0)A,A-/�,�723./�9:24;�9)�9.59<�5243.�?�7)489�E)55.55�,4/�3:2-7�E)04);0,E:/�,47�:,+.�4)�249.492)4�)G�7)24;�5)<�5)�1.87�E0)A,A-/�:,+.�9)�5.9�*E�5)@.�1,/�)G�:,+24;�,�C4)14<�/)*�C4)1<�5,G.�G2-.<�/)*�C4)1<�5)@.�7*@@/�G2-.�9:,9�1.�3)*-7�E0.9.47�1,5�5)@.9:24;<�/)*�C4)1<�9:,9�H)00.492,-�K)14E)*0�1)*-7�,-.09�)46��L)�1.87�1,49�9)�5..�1:.4�9:,9�G2-.�;.95�5:,0.7�1:,9�25�29�9:,9�902;;.05�H)00.492,-�K)14E)*0�9)�,-.09�,47�7)�9:.�-);�.4902.5�9:,9�29�30.,9.5�,33*0,9.-/�0.G-.39�9:.�3)47292)4�9:,9�1,5�E0.5.49�)4�9:.�4.91)0C6��&' ()*�@.492)4.7�.,0-2.0<�A*9�?�M*59�1,49�9)�@,/A.�3-,02G/�9:25�,�-299-.�A29�@)0.6��L)�2985�+209*,--/�2@E)552A-.�G)0�*5�,5�9:.�7.G.45.�9)�E0.E,0.�,4/�5)09�)G�30)55F.N,@24,92)4�)G�;)+.04@.49�1294.55.5�,A)*9�:)1�9:25�E0);0,@�25�*5.7�)0�1:.9:.0�29�1,5�*5.7�3)00.39-/�)0�129:24�9:.�02;:9�E,0,@.9.05<�02;:9=��>' H:.�A.59�1.�:,+.�02;:9�4)1�25�1:,985�24�1,00,49�,EE-23,92)45�,47�9:.4�,�G.1�24G.0.43.5�1.�3,4�70,1�G0)@�9:.0.6��



��������	�
�����������������	�
����������

����
����
����
����
����

�������������������� !�"#�$

�� %&

'()*)+,�-�./00.)�1/0�23�./0)*-04*)5�624�78295�:*),)80-0/28,�0(-0�28)�;-8�<298.2-<5�140�0()*)+,�*)-..6�820�=4;(�>>�9)�<28+0�(-?)�-;;),,�02�<2;4=)80-0/28�-1240�0()�,6,0)=@��A)�;)*0-/8.6�<28+0�(-?)�0()�,24*;)�;2<)@��B2�28)�240,/<)�23�.-9�)832*;)=)80�02�=6�7829.)<C)�(-,�,))8�-�92*7/8C�;2:6�23�0()�,2309-*)@��A)�C)0�;28;):04-..6�9(-0�/0�/,5�-8<�9)�48<)*,0-8<�0(-0�-�,6,0)=�;24.<�1)�14/.0�02�<2�9(-0�/0�;.-/=,�/0�<2),5�9)�D4,0�(-?)�82�9-6�23�?)*/36/8C�/0@��E8<�0(-0�=-7),�/0�(-*<�02�7829�9(-0�F4),0/28,�02�-,75�-C-/85�-1240�9()0()*�0()�,6,0)=�9-,�:*2:)*.6�/8,0-..)<5�9-,�/0�:*2:)*.6�2:)*-0)<5�9(-0�8)092*7�)8?/*28=)80�<2),�/0�*)F4/*)�/8�2*<)*�02�348;0/28�;2**);0.65�</<�/0�(-?)�0(-0�-0�0()�0/=)@��'(),)�-*)�-..�F4),0/28,�9)�<28+0�>>�,/8;)�9)�<28+0�7829�/832*=-0/28�-1240�0()�C40,�23�0()�,6,0)=5�9)�<28+0�7829�9(-0�F4),0/28,�02�-,7@��E8<�9)�;24.<�-,7�-�F4),0/285�140�9)�924.<8+0�7829�9()0()*�0()�-8,9)*�9-,�().:34.�2*�820@��GH I2�924.<�/0�1)�3-/*�02�,-6�0(-0�624*�2:/8/28�/,�9)�-*)�1-,/;-..6�-0�0()�=)*;6�23�0()�C2?)*8=)80�*/C(0�829�23�9(-0�0()6�,-6�/0�<2),�-8<�<2),8+0�<2�9/0(240�/8<):)8<)80.6�?)*/36/8C�/0J��KH L)*6�=4;(�,2@��'()�>>�9)�(-?)�820(/8C�>>�9)�D4,0�-*)�>>�9)�)/0()*�0-7)�28�3-/0(�9(-0+,�/8�0()�9-**-80�-::./;-0/28�2*�9)�<28+0@��GH E8<�,2�0()*)+,�*)-..6�1))8�82�>>�-C-/85�-,�3-*�-,�624+*)�-9-*)5�-8<�0(/,�/,�-869()*)�/8�0()�;2480*6�>>�-86�-<?)*,-*/-.�0),0/8C�23�0(/,�:*2C*-=@��



��������	�
�����������������	�
����������

����
����
����
����
����

������������������ !"# $%!&

  '(
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*+,-*.!-*/-012!3+4-*56-5.!78.5-992!/:01!97+*5!!!/8*-;.!-<=685=.8+5,1!6*>!?:6,0-@!AB 6C>!-CDEFG2!8HI!JKLM!NOPQN!MO!RSQD!GOK!TRSMHL!UEEQ!ISCVED!SL!-WRPUPM!X2!YSQ!GOK!JKLM!MEFF!IE!TRSM!MRSM!PLZ!![B 8MHL!S!YO\G!O]!IG!;4>!!.̂*=59;*8,-*!5+.-@!!6C>!?KIUFE!QOM!QESC!S!IPYCO\ROQE>_AB 8̀QDPLYECQPUFEaZ!![B 8!DPD>!!6*>!?:6,0-@!!̀8QDPLYECQPUFEa>!!6*>!/+5+4=5@!!5O!OUJEYMPOQ>!!.?-!;+:*.@!!X!PL!CEYEPbED>!-̂WRPUPM!X!CEYEPbED!PQ!EbPDEQYE>_!!,1!6*>!?:6,0-@AB 8]!GOK!YOKFD!NO!SRESD!SQD!JKLM!PQ]OCI!MRE!;OKCM2!TRSM!PL!GOKC!USYVNCOKQD2!TRO!PL!GOKC!EI\FOGEC2!ROT!FOQN!RSbE!GOK!UEEQ!EI\FOGED2!MRSM!VPQD!O]!MRPQNZ!![B 8!TOCVED!]OC!MRE!cEQQLGFbSQPS!9MSME!cOFPYE!KQMPF!8!CEMPCED!PQ!deXd>!!.RE!FSLM!]PbE!GESCL!O]!MRSM!YSCEEC!8!LK\ECbPLED!MRE!;OI\KMEC!;CPIE!:QPM>!!=QD!PM!TSL!DKCPQN!IG!MPIE!TPMR!;OI\KMEC!;CPIE!:QPM!MRSM!8!TOCVED!OQ!MRE!DEbEFO\IEQM!O]!MRELE!MOOFL!TPMR!MRE!:QPbECLPMG>!!=QD2!=\CPF!deXd!8!CEMPCED!SQD!MRE!bECG!QEWM!DSG!8!LMSCMED!TPMR!MRE!8QDPSQS!;OKQMG!/EMEYMPbEL!,KCESK!TRECE!8!VE\M!MRE!LSIE!COFE!f!YOI\KMEC!YCPIE!PQbELMPNSMPOQL2!TRPYR!PL!UOMR!MRE!
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)*+), +- ./00 +- )*/ +1)2+0 34536352+0 )/-)347 89 )*/ -89).+:/ ;/98:/ 3)<- 5/=08>/5?  @A BC+>?  D8 9+3: )8 -+> >82<:/ 6/:> 9+E303+: .3)* F8::/4)3+0 G8.4=82:?  HA I/-?  @A BC+>?  J45 F8::/4)3+0 G8.4=82: K/1/=)8:L  HA I/-, -3:?  F*8-/ +:/ ).8 -/=+:+)/ =:87:+E-?  J45 )*3- 1+-/ :/0+)/- )8 84/, .*31* 3- F8::/4)3+0 G8.4=82: K/1/=)8:, -=/13931+00> 6/:-384 M?NO?  @A BC+>?  P/<6/ */+:5 +;82) )*/ ;+-31- 89 Q3)F8::/4) 9:8E )*/ 5/9/4-/ /R=/:)?  S- )*/:/ +4>)*347 )*+) >82 .+4) )8 10+:39> 8: =2) + 03))0/ E8:/ 9812- 84 98: )*/ T82:) .3)* :/7+:5 )8 *8. )*+) 8=/:+)/-L  HA U2-) V231C0> + *37*W0/6/0 WW S X2-) .+4) )8 E+C/ -2:/ )*/ T82:) *+- + 7885 245/:-)+45347 +- )8 *8. )*347- .8:C/5?  Q3)F8::/4) 3- 5399/:/4) +- .+- +0:/+5> 5/-1:3;/5?  B4/ 89 )*/ E+X8: 5399/:/41/- 3- )*+) )*/ )8::/4) 930/ )*+) ./<6/ */+:5 +;82) 3- + -/) 89 34-):21)384- 84 *8. )8 7/) )*/ +1)2+0 930/- )*+) )*/> 5/-1:3;/?  P/00, >82 *+6/ )8 -/+:1* 82)-35/ ./;-3)/- 8: 7/) )*/E 9:8E 8)*/: =/8=0/?  F*/ Q3)F8::/4) -89).+:/, +0)*827* 3) 736/- >82 + E/1*+43-E )8 )>=/ +45 -/+:1* +- 5/-1:3;/5, S X2-) .+4)/5 )8 10+:39> )*/ Q3)F8::/4) 930/ -*+:347 4/).8:C 58/-4<) *+6/ + -/+:1*347 18E=84/4) ;230) 34?  P*/4 S )>=/ 34 )*/ 03))0/ -/+:1* 93/05 34 )*3- =:87:+E, .*31* 3- E> Q3)F8::/4) -89).+:/, 
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)*+,-.//* 01.) 1.++234 ,4 . 025 5670426 894) +7+4 9+ .3: 4).6)4 ;,<,3; *79 *796 42.6-1 6249/)4=  >2//? *79 -79/: 1.<2 4@,++2: )1.) 017/2 4)2+ .3: 894) 023) )7 *796 025 5670426? 7+232: 9+ A77;/2? .3: 4).6)2: 42.6-1,3; )1.) 0.*=  B7 C 894) 0.3)2: )7 52 -/2.6 )1.) )1262 ,4 37 D2-1.3,4D )7 42.6-1 5* E,/2 3.D2 0,)1,3 )12 F,)G76623) E,/2 41.6,3; 32)076@=  B7 )1.) 0.4 . /,))/2 5,) :,EE2623)=  G12 42-73: HH 47 .E)26 C ;2) )12 ,34)69-),734 C 42.6-1 )12 ,3)2632) .3: C E,3: . )76623) E,/2 )1.) :24-6,524 )12 -73)23) CID /77@,3; E76=  G123 *79 /7.: )1.) )76623) HH JK L.3 C 894) 4)7+ *79 )1262M  NK O24=  JK >2I62 )./@,3; ,3 )12 .54)6.-)=  >1.) D,;1) 732 +9) ,3)7 )1,4 )7 E,3: )12 )*+2 7E D7<,2 76 ,D.;2 )12* .62 /77@,3; E76M  NK PQ96.44,- R.6@ D7<,2 )76623)=P  JK S@.*=  NK CE C 894) 942 )1742 E796 @2* 076:4 C 079/: 52 +62423)2: 0,)1 /7)4 7E 4,)24 )1.) 1.<2 )1242 ,34)69-),73 E,/24? )1242 )76623) E,/24 )1.) 079/: 23.5/2 D2 )7 :703/7.: Q96.44,- >76/: 76 .3* 7E )12 7)126 320 D7<,24 )1.) .62 79) )1262=  F9) *79 1.<2 )7 4).6) 5* E,3:,3; )1242 ,34)69-),734 79)4,:2 7E )12 F,)G76623) E,/2 41.6,3; 32)076@ ,4 D* +7,3)=  JK S@.*=  B7 370 C E793: )1242 0254,)24? .3: CID .449D,3; )12 4.D2 17/:4 E76 267),-. 76 -1,/: +7637;6.+1* 76 .3* )*+2 7E 7)126 E,/2M  
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)* +,-.!-/01!!2* 3!45678!9:/-.!3!45678!;:<9!3!;<79.!:5;!85!3!=5!<>569!=,99/7=!/9!;/9:!9:,!?/9@500,79A!!)* B5!75;!;:<9!:<CC,7-!/-!D56!E5<8!9:<9!9500,79!4/E,!/795!D560!?/9@500,79!C05=0<F1!!G6H:!E/I,!/4!D56!;<79,8!95!5C,7!6C!<!J508!85H6F,791!!+56!H<7!,/9:,0!856>E,KHE/HI!/9!<78!/9!;/EE!E<67H:!9:,!C05=0<F!<78!E5<8!9:,!J508!4/E,!D56!;,0,!90D/7=!95!L/,;1!!J,EE.!;/9:!?/9@500,79!/9M-!-/F/E<0.!3!H<7!856>E,KHE/HI!9:,!9500,79!4/E,!<78.!<--6F/7=!9:,0,M-!<7!<--5H/<9/57!>,9;,,7!9:5-,!9;5.!/9!N6-9!5C,7-!6C!FD!?/9@500,79!C05=0<F!<78!-9<09-!;50I/7=1!!O0!D56!H56E8!:<L,!/9!<E0,<8D!5C,7!<78!H:55-,!9:,!805CK85;7!4/E,.!5C,7.!<78!D56!N6-9!7<L/=<9,!95!9:<9!9500,79!4/E,!;:/H:!<0,!9:,!/7-906H9/57-1!!?69!/7!,/9:,0!H<-,.!57H,!9:,!9500,79!4/E,.!9:,!/7-906H9/57!=,9-!E5<8,8!/795!9:,!C05=0<F.!-,<0H:/7=!85,-!:<CC,71!!P78!;:<9!-,<0H:/7=!:<CC,7-!/-.!9:<9!75;!FD!H5FC69,0.!0677/7=!<!?/9@500,79!C/,H,!54!-549;<0,!9:<9!:<-!/7-906H9/57-!E5<8,8.!/9!=5,-!569!95!9:,!?/9@500,79!7,9;50I1!!@:,0,M-!/78,Q/7=!9:<9!:<CC,7-1!!B5!9:,!?/9@500,79!7,9;50I!I,,C-!90<HI!54!;:5!/-!<--5H/<9,8!;/9:!;:/H:!9500,791!!?,H<6-,!/4!3!E5<8!<!9500,79.!3!7,,8!95!4/78!59:,0!C,5CE,!9:<9!:<L,!-5F,!50!<EE!54!9:<9!F<9,0/<E!95!-:<0,!;/9:!F,1!!3!N6-9!-9<09,8.!3!:<L,!759:/7=!95!-:<0,1!!B5!9:,!?/9@500,79!7,9;50I!85,-!9:<9!<EE!>D!/9-,E41!!P78!/9M-!N6-9!<!-,<0H:!450!<!9500,79!9:<9!3ML,!75;!E5<8,8!/795!FD!C05=0<F!;:/H:!/-!8/44,0,79!9:<7!/7/9/<EED!4/78/7=!9:<9!
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)*++,-).  /0,1 2+, )3* 4,52+2), )06-74.  89 :* 30,- 1*; 421 6) <*,4 6) 2== >1 6)4,=? @@ A 7;,44 )02) 324 2 B*+-1 B*CC,+B62= 30,+, )0,1 426< D4,) 6) 2-< ?*+7,) 6)DE  A C,2-F 64 )02) 302) 3,G+, )2=H6-7 2>*;)E  I*;GJ, 2=+,2<1 )*=< 6) 302) 1*; 32-) 2-< 1*; B2- K;4) 32=H 2321 2-< 6)G4 7*6-7 )* 24H 2== *? )0, 5,*5=, 2== *J,+ )0, 3*+=< )0+*;70 )0, 6-),+-,) )* 76J, 1*; 56,B,4 *? 302) 1*; 32-)E  L9 M*++,B).  A =*2< 6) 6-)* C1 5+*7+2CF 244;C6-7 )02) 2== )0, NA-<64B,+-6>=,O 2+, 6- 5=2B,F 6)G4 7*6-7 )* =,2+- 2 =64) *? AP 2<<+,44,4 )02) 5*),-)62==1 @@ )02) 02J, 40*3- )064 244*B62)6*-F )0,1GJ, B*CC;-6B2),< *- )0, Q6)/*++,-) -,)3*+H 24H6-7 2>*;) )0, 42C, )*++,-) ?6=,.  :* )0,1 >246B2==1 2+, C2)B0C2H,+4 2) )064 5*6-).  /0, Q6)/*++,-) -,)3*+H 4214 )064 64 )0, )*++,-) 1*;G+, =**H6-7 ?*+F A ;-<,+4)2-< )02)F 0,+,G4 2 =64) *? RS *+ TS AP 2<<+,44,4 )02) 2=4* 40*3 )02) 244*B62)6*-.  U,==F 2) )0, 5*6-) @@ 2-< )064 64 J,+1 6C5*+)2-) @@ 2) )0, 5*6-) 6- )6C, 30,+, C1 B*C5;),+ 024 6-),+2B),< 36)0 )0, Q6)/*++,-) ?6=, 402+6-7 -,)3*+H 2-< ,V5+,44,< 6-),+,4) 6- )064 )*++,-) ?6=,F 306B0 64 6<,-)6?6,< )0+*;70 B2B06-7 =6H, )0, M*;+) 024 2=+,2<1 0,2+<F 2 J,+1 ;-6W;, 321 )* 6<,-)6?1 B*-),-).  :* 6) 36== H,,5 )+2BH *? )0, ?2B) )02) A 24H,< )02) W;,4)6*-.  :* C1 B*C5;),+ 02< @@ C1 Q6)/*++,-) 4*?)32+,F A =*2<,< 2 )*++,-) ?6=, 6-)* 6)F AGJ, C2<, 2- 6-W;6+1 )* )0, -,)3*+HF -*3 )0, -,)3*+H H-*34 2>*;) C,.  A 02J, 2- 244*B62)6*-.  X-< 6) B*;=< >, C,F Y*> Z+<,=1 )0, =23 ,-?*+B,C,-) *??6B,+F *+ 
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)* +,-.)- )/01 +*22-+)0*3 *4 5.). )* 1/.,-6 3* *3- -21- 03 )/- 7*,25 /.1 0)8  9:; +,-.)03< )/01 =30>=- +*22-+)0*3 *4 402-18  ?* )/-,-:1 . @,*+-11 70)/03 A*=, B0)C*,,-3) 1*4)7.,- )* +,-.)- )/.) 031),=+)0*3 402-6 )/.) )*,,-3) 402-8  ?* 7/-3 9 1).,) 1/.,03< )/.) )*,,-3) 402- *=) .35 @-*@2- 7.3) )* 1).,) 5*732*.503< 0)6 )/-,-:1 *32A *3- @-,1*3 03 )/- 7*,25 )/.) /.1 )/.) +*22-+)0*3 *4 402-16 ;-6 )/- +,-.)*,6 =3)02 9 1).,) 1/.,03< 0) *=)8  ?* ;A @*03) 016 )/- 4.+) )/.) 2.7 -34*,+-;-3) 5*-1 . 5*732*.5 4,*; . 103<2- 1/.,03< 9D .55,-11 01 3*) =30>=- )* 2.7 -34*,+-;-3)8  9) /.@@-31 3.)=,.22A *3 )/- B0)C*,,-3) 402- 1/.,- 3-)7*,E *3 . 5.02A F.1018  ?*8888 GH ?* 01 )/.) )/- +*3+2=10*3 *4 A*=, *I-,I0-7 *4 B0)C*,,-3)J  KH L*8  ?* )/-3 9 M=1) 2-.,3-5 )* <* . 1)-@ 4=,)/-,8  C/-,- 7.1 .2,-.5A . 5-4030)0*3 <0I-3 4*, 1--503< .35 9 M=1) 7.3) )* ;.E- 1=,- )/- N*=,) =35-,1).351 -O.+)2A 7/.) 1--503< 018  ?* 04 9 2*.5-5 . )*,,-3) 03)* ;A B0)C*,,-3) 1*4)7.,- .35 9 5*732*.5-5 -I-,A)/03<6 3*7 9 /.I- .22 )/- 402-1 )/.) .,- 5-1+,0F-5 FA )/.) )*,,-3) 402-8  9 3--5 3*)/03< ;*,-8  C/.):1 )/- ;*;-3) 03 )0;- A*= F-+*;- . 1--58  94 A*= .,- 1--503< . )*,,-3)6 A*=:,- 03 . @*10)0*3 7/-,- A*=:I- PP A*= @*11-11 0) .228  Q35 A*=:,- 1).A03< *3203- 4*, )/- @=,@*1- *4 +*3)03=03< )* 1--5 )/- 5.).6 20E- . 4.,;-, 03 . 40-25 )/,*703< 1--51 )* <,*7 /01 +,*@18  B-+.=1- . )*,,-3) .35 0)1 .11*+0.)-5 5.). 7022 *32A F- .I.02.F2- .11=;03< )/-,-:1 -3*=</ B0)C*,,-3) @,*<,.;1 *3203- .,*=35 )/- 7*,25 )/.) /.I- )/*1- @0-+-1 )* 1/.,-8  
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)*+ , -../0 1233 4567268,339 :8.;9 7<. 6.715;= 355=26> ?5; 6.1 )@ ,//;.--.- 7<,7 ,;. 26 6../ 5? /,7,A  B6/ )*+ >526> 75 /.32C.; 27 75 7<.+A  )*+ >526> 75 =654= 56 7<. /55; ,6/ -,90 D) <.,;/ 958 6../ -5+. 5? 7<2- /,7,D ,6/ 5??.; 27 8E 75 7<.+A  F5 27 +,=.- 587G586/ 4566.47256- 75 45+E87.;- ,33 ,;586/ 7<. 15;3/ ,6/ 27 4567268.- 75 -<,;.0 ,6/ 27 /2/6*7 ;.:82;. 7<,7 45+E87.; 75 ;.,4< 2675 +9 H27I5;;.67 -5?71,;. ,6/ +,=. 7<. ;.:8.-7A  )*+ /.32C.;26> 27 75 958A  )7*- <5+. /.32C.;9 -5 75 -E.,=A   JK L=,9A  F5 1<.6 ,33 7<2- 2- <,EE.626>0 7<2- <,EE.6- ,875+,724,339 2? 7<. 45+E87.; 2- 56 ,6/ 4566.47./ 75 7<. 267.;6.7M  NK O5;;.47A  B- 356> ,- 27*- 4566.47./ 75 7<. 267.;6.7 ,6/ 27*- ;86626> 7<. H27I5;;.67 -5?71,;. ,6/ 86723 7<. E.;-56 4<55-.- 75 -75E 7<. -<,;26> 5; -../26> E;54.--0 27 1583/ 4567268. 5E.;,726> 7<,7 G,74<A  JK B6/ 7<. <,6/-<,=.0 7<. <,6/-<,=. 7,=.- E3,4. +878,3390 ?5; 3,4= 5? , G.77.; 2+,>.0 587-2/. 5? .,4< 45+E87.;M  ) +.,60 65 56.*- 267;8/26> .,4< 57<.;*- 45+E87.; 75 >5 ,<.,/ ,6/ /5 7<,70 2- 27M  NK P50 27*- .QE.47./A  I<. 715 45+E87.;- <,C. -5+.7<26> 4,33./ , IO@ 4566.47256A  )7 R8-7 SS 7<26= 5? 27 32=. , 7866.3A  I<.;. 2-6*7 , 4566.47256 .-7,G32-<./ 5; .C.6 , E<56. 4,33A  ) E24= 8E 7<. E<56. ,6/ ) /2,3 958; 68+G.; ,6/ 958 <,C. , E<56.0 1. <,C. ,6 .-7,G32-<./ 4566.472560 ) 4,6 7,3= 75 958 ,6/ 958 4,6 7,3= 75 
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)*+  ,-./01 2-./ -.33*41 54 67/,588*4/+  95 *7/-*8 : ;544*;/ /5 /-* ;5)3</*8 58 /-* ;5)3</*8 ;544*;/1 /5 )*= ></ ./ /-./ 3574/ 2* -.?* /-71 53*4 @74* 5A ;5))<47;./754+  B4C .D.74= /-* A781/ /-74D /-./01 D544. -.33*4 71= 2*08* D574D /5 .D8** /-./ 2* >5/- .8* /.@E74D .>5</ /-* 1.)* /588*4/+  6*;.<1* 7A 2*08* 45/= /-* ;54?*81./75401 5?*8+  F* ;5<@C -.?* 1/533*C 1-.874D+  F* ;5<@C -.?* 1/53 G:4C71;*847>@*H 1**C74D G:4C71;*847>@*H+  ,-* 4*I/ /-74D /-./ -.33*41 71 -.4C1-.E*+  B4C /-./01 2-*8* 54* 67/,588*4/ 385D8.) ;.4 /.@E /5 /-* 5/-*8 67/,588*4/ 385D8.) .4C /*@@ *.;- 5/-*8J  :0) 8<4474D . 67/,588*4/ 385D8.) ;.@@*C 67/K5)*/= .4C : ;5<@C 8*1354C :0) 8<4474D . 67/,588*4/ 385D8.) ;.@@*C L,588*4/+  ,-51* .8* >5/- 8*.@ ;@7*4/1+  95 /-./01 3.8/ 5A /-* -.4C1-.E*+  :/01 .?.7@.>@* /5 .4M 385D8.)+  B1 . ).//*8 5A A.;/= /-* 5AAN/-*N1-*@A= 15 /5 13*.E= ;@7*4/1 /*@@ M5< /-./+  O8 7A /-*8*01 . /.> /-./ 1.M1 3**81 .4C M5< ;.4 1** /-*78 :P .CC8*11= M5< ;.4 1** /-* ?*81754 5A 15A/2.8* /-./ /-*M /5@C <1 /-./ /-*M 2*8* 8<4474D+  :/01 3.8/ 5A /-* 458).@ *?*8MC.M ;5))<47;./754= /-./ -.4C1-.E74D+  :/ /*@@1 <1 2-./ 4*/258E74D 358/ /-*M @71/*C 54= .@@ /-51* 158/1 5A 74A58)./754+  QR OE.M+  95 ,588*4/7.@ S52435<8 T*;*3/58= 2-7;- 71 /-* 385D8.) 2*08* /.@E74D .>5</ -*8* 27/- 8*D.8C /5 U8+ O2*41= -52 C5*1 /-./ C7AA*8 A85) /-* 67/,588*4/ NN 58 C5*1 7/ C7AA*8 A85) /-* 67/,588*4/ /-./ M5< V<1/ C*1;87>*CW  
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)* +,--. /012 32/45 6320 07, 83490/:42 ; 6320 <,29=/>,<?  @>A/:32-B C,1=, -DC ,48:=9,E,40. 07D012 4:0 D 23=F=/2,?  G30 07, CDB G/0H:==,40 II ;1E 2:==B. H:==,40/D- J:C4F:3= K,9,F0:= C:=L2 /2 07D0 /0 2,D=97,2 8:= 0:==,402 8/-,2. 07, /420=390/:42. 07D0 D=, L4:C4 0: -DC ,48:=9,E,40?  M4< C7: /2 07, F,=2:4 07D0 <,9/<,2 C7,07,= /0 /2 2:E,07/45 C, 2,D=97 8:= := 4:0N  ;012 E,?  M4< C, -,D=4 07D0 07=:357 07, 7D27/45 :8 07, 8/-,2 D4< 9:EFD=/45 /0 0: :07,= O;4</29,=4/>-,P -:9D0/:4 :8 8/-,2 C, L4:C D>:30. := D0 0/E,2 ; D903D--B 7DA, 0: F7B2/9D--B <:C4-:D< 07, 8/-, D4< -::L D0 07,E D4< 2DB 07D012 D4 ,/570IB,D=I:-<. /012 D 2,Q :88,42,. C,1=, 5:/45 0: /49-3<, 07/2 :4 07, 0:==,402 07D0 C, /4A,20/5D0,?  +, <: 4:0 -/20,4 /4 II -/20,4 := E:4/0:= := 0=B 0: </29,=4 :4, 0BF, :8 0=D88/9 8=:E D4:07,=?  +, 2/EF-B 2,D=97 8:= D 0:==,40 0: -,D=4 07, ;R D<<=,22,2 :8 :07,= II :07,=2 C7: 7DA, 27:C4 D4 D22:9/D0/:4 C/07 07D0 0:==,40. D4< C, =,9,/A, 07, 2,D=97 =,23-02 =,-D0/45 0: C7D0 ;R2 D=, F=,2,40?  +, <: 4:0 II ; <:410 ,A,4 L4:C 7:C B:3 C:3-< <: 07D0 II 2/0 07,=, D4< 2:E,7:C 24/88 :30 := E:4/0:= D-- G/0H:==,40 0=D88/9?  ;012 D <,9,40=D- II <,9,40=D-/S,< 4,0C:=L?  H7D0 C:3-< >, D4 /49=,</>-B </88/93-0 07/45 0: <: /8 /012 F:22/>-, D0 D--?  +, D=, 6320 <:/45 07, 2DE, E,22D5,2 :30 07D0 D4B G/0H:==,40 F=:5=DE C:3-< 5/A, D4< =,9,/A/45 =,2F:42,2 >D9L?  O;4</29,=4/>-,P =,9,F0:=2 B:3 4,,<. >,9D32, D-- C,1=, <:/45 /2 2,D=97/45 8:= 0:==,402 07D0 =,-D0, 0: 97/-< ,QF-:/0D0/:4 D4< 
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()*+,�-.-*�/0.-�,)�12-3��4/-5�067�86�9/0,�:2-;-6�9-�/0.-�,)�6/0<-=�9-�605�>-<)3��?-�/0.-�*)*-3��4/0,+6�0�;)@:1-,-15�0;;-:,0A1-�@-660B-�)*�,/-�C2,4)<<-*,�D21-�6/0<2*B�*-,9)<73��E*(�,/-*�,/-�6/0<2*B�;)@:8,-<�9211�,-11�86�9/0,�:2-;-6�,/-5�/0.-�,)�6/0<-3�� F)�/-<-+6�9/0,�/0::-*-(�2*�,/26�;06-�06�GH*(26;-<*2A1-I�<-0(2*B�,/-�1093��4/-�686:-;,�;)@:8,-<�906�6--(2*B3��4/-5�/0(�011�,/-�:2-;-63��4/-5�(2(*+,�*--(�0*5,/2*B�D<)@�109�-*D)<;-@-*,3��4/-5�;)**-;,-(�,)�86�,/<)8B/�,/-�).-<15�/-1:D81�2@0B-�6/0<2*B=�127-�H�:<-.2)8615�(-6;<2A-(=�0*(�)*;-�9-�9-<-�;)**-;,-(�9-�J86,�6,0<,-(�0672*B�D)<�,/-�:2-;-6�)D�,/-�(0,0�,/0,�,/-�6/0<2*B�;12-*,�906�@072*B�0.0210A1-3��E*(�011�,/0,�B-,6�@-@)<2012>-(�2*�0�1)B�D21-�A5�4)<<-*,201�K)9*:)8<�L-;-:,)<3��MN O7053��E*(�5)8+.-�<-.2-9-(�,/)6-�1)B�D21-6�:<2)<�,)�5)8<�,-6,2@)*5�/-<-�,)(05P��QN R-6=�H�/0.-3��MN E*(�9-+.-�A<)8B/,�0�;)8:1-�92,/�86P��QN R-63��4/-�,9)�2*�S8-6,2)*�,/0,�9-<-�,9)�()9*1)0(6�)D�,/-�60@-�D21-�6:0**2*B�,9)�(2DD-<-*,�(0563��MN O7053��TL3�UVTCWXY��T05�H�0::<)0;/=�R)8<�U)*)<P��4UX�ZOVL4Y��R)8�@053��TL3�UVTCWXY��E*(�;)8*6-1�/06�,/-6-3��CR�TL3�UVTCWXYMN U0*(2*B�5)8�9/0,+6�A--*�@0<7-(�X[/2A2,6�\�0*(�]=�,/-5�6--@�
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̂ K?1!F*/;F!)*!<3;7!8*.!,936)!7.:2/63),0!*@!><3)!8*.!<3E,!)<,4,!0*!)<,!=*.4)!<30!3!6*:8!3;7!_K;7/06,4;/+2,̀G!!
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̂4_̂!-.;!E2//>E=>7!=2!3;4Y!!6@.:/F!=->?>C;!=D2!G2;;:8:<:=:>;!D-1!;2K>!̀:=,2??>/=!E2KG3=>?!D23<7!E2//>E=!=2!3;4!!,-.=C;!>:=->?F!6F!->C;!;>>0:/@!=2!J:/7!G:>E>;!->C;!1>=!K:;;:/@F!83=!->C7!;=:<<!;-.?>!D-.=!->!-.7F!2?!->C;!;>>7:/@4!!B!-.9>!:=!.<<F!B!D./=!=2!8>!29>?<1!-><GJ3<F!BCK!@2:/@!=2!@:9>!=-:;!7.=.!J?>><1!=2!./12/>!2/!=->!̀:=,2??>/=!J:<>!;-.?>4!!
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()*+,-./(+)0��1+23�24�5)+2�/64�/+,,4)/�/6./�/647�8+))48/49�/+�:;�.<+:/3�<:/�()�/64�4=/4)949�6.)9;6.54�(/>;�/4??()@�:;�/6()@;�?(54�/647>,4�?(;/4)()@�A+,/0��B+�(*�24�4C4,�2.)/49�/+�8+))48/�<.85�/+�/64-3�7+:�)449�/+�5)+2�)+/�+)?7�D:;/�.)�EF�.99,4;;�<:/�.?;+�.�)4/2+,5()@�A+,/0��B+�F�4G:.?;�.)9�/64)�7+:�;44�.�):-<4,3�/6./>;�/64(,�)4/2+,5()@�A+,/0��HIJJ3�/6./�;.)9;�*+,�,4G:4;/�J;0��E/�/4??;�:;�6+2�-.)7�A(484;�.,4�24�KK�E>-�;+,,73�6+2�-.)7�A.854/;�.,4�24�A4,-(//49�/+�.;5�*+,�./�.)7�@(C4)�-+-4)/�()�/(-40��E*�(/>;�()8?:9493�24>,4�;:AA+;49�/+�.<(94�<7�/6./�C.?:4�.)9�24�9+0��L)9�7+:>??�;44�/6./�64,4�()�.�-():/40��E/�/4??;�:;�/64�C4,;(+)�+*�;+*/2.,4�/647>,4�,:))()@0��M6(;�(;�;+-4/6()@�/647�+**4,49�/+�:;�()�/64�4=/4)949�6.)9;6.540��E/>;�@(C4)�/+�.)7�N(/M+,,4)/�8?(4)/3�)+/�D:;/�:;0��L)9�/64)�(/�.8/:.??7�/4??;�:;�+:,�EF�.99,4;;3�7+:,�EF0��M6./�-4.);�/647>,4�94/.(?()@�()�/64�6.)9;6.54�26+�/647�8+))48/49�/+0��O:;/�;+�/64,4>;�)+�-(;:)94,;/.)9()@3�E�-4.)/�/+�8+))48/�/+�KK�26./4C4,�EF�.99,4;;�2.;�?(;/490��M6./�2+:?9�6.C4�<44)�/64�?.2�4)*+,84-4)/�+**(84,0��L)9�/64)�/64�)4=/�6(@6?(@6/49�A+,/(+)�(;�267�E�5)+2�(/�2.;�;449()@�.)9�)44949�)+�9./.�*,+-�?.2�4)*+,84-4)/�+,�(/�2+:?9�4C4)�/6()5�/+�.;5�*+,�.)7�9./.�*,+-�?.2�4)*+,84-4)/�+,�.)7�+/64,�N(/M+,,4)/�8?(4)/3�<48.:;4�/64�)4=/�;48/(+)�;.7;�,4-+/4�8?(4)/�6.;�.??�PPQ�A(484;0��R+:�6.C4�/+�9+2)?+.9�PPQ�A(484;�+*�9./.�
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()*+,��-./0�1+23)1+4,��5).673.�8�.711+9.�()*+:�;73�<89/.�47=9*784�79�.6+�>).?711+9.�9+.=71@,��A73�<89/.�B30.:�;73�@97=:�=894+1�817394�79�07C+79+/0�<7CD3.+1�894�08;�-�.6)9@�-�=89.�.7�47=9*784�.68.,��-.�B30.�47+09/.�=71@�.68.�=8;,��-.�79*;�=71@0�E+<830+�=+�68F+�.6+�08C+�)90.13<.)790�()*+,��G94�8*07�)9<*34+4�HH�I7:�=+**:�*+.�C+�E8<@�3D,��I7�(71�.6+�HH�(71�.6+�0681)9J�<7CD3.+1�.7�08;�-�68F+�D)+<+�K+17�.6173J6�D)+<+�LLM:�=6)<6�)0�LLN�D)+<+0:�.+**0�C+�1)J6.�8=8;�6+/0�J7.�.6+�.711+9.:�6+�680�.7�68F+�.6+�.711+9.:�E+<830+�-�68F+�C;�<7D;�894�031+�+973J6:�.6+1+/0�LLN�D)+<+0,��O).6+1�.68.�71�).�=80�8�1+8**;�J774�J3+00,�� >3.�97=�-�98C+4�.6+�()*+�*)@+�.6+�)90.13<.)790�08;0:�E3.�-/F+�47=9*784+4�.670+�LLN�D)+<+0,��G94�=6+1+�-/C�J7)9J�)0:�79�D8J+�PP�=6+1+�.68.�6)J6*)J6.)9J�Q-94)0<+19)E*+R:�.68./0�8�6806)9J�.68.�68DD+90�79�+F+1;�D)+<+�7(�48.8�0681+4,��G94�).�<7C+0�3D�=).6�.68.�()9J+1D1)9.:�4)J).8*�()9J+1D1)9.�80�.6+�4+(+90+�+SD+1.�4+0<1)E+4,��-./0�8<.38**;�8�ITGHP�6806,��I+<31+�6806)9J�8*J71).6C�F+10)79�P�6806�)0�=68.�>).?711+9.�30+0,��G94�).�<8*<3*8.+0�.6+�6806�F8*3+:�.6+�0)J98.31+�(71�8**�LLN�D)+<+0,��G94�07�97=�=68.�68DD+90�)0:�=+�81+�J7)9J�.7�<7CD81+�.670+�6806�F8*3+0�894�C8@+�031+�).�C8.<6+0�=68.�)0�)9�.6+�)90.13<.)79�()*+�7(�.6+�.711+9.,��5+�684�48.8�0+.:�=+�<8*<3*8.+4�.6+�()9J+1D1)9.:�=+�*77@�)90)4+�.6+�.711+9.�894�).�C8.<6+0,��-�J7.�.6+�1)J6.�D)+<+�
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)* +,-,.  /- 0,1 -) 23 -03 4560- 75383 )* +,-,.  9) *)4 5- -) :)- ;; *)4 -03 8)<7=-34 -0,- 8)::38-3+ -) =1 )**345:6 -) 10,43 -051 -)443:- *5>3 -) 0,?3 6=3113+ -0,- 5-@1 AAB 753831 ,:+ 4317):+3+ -) )=4 AAB 43C=31-1 *)4 +,-,D 0,?3 -0,- 8)<7=-34 65?3 =1 -0,- +,-, ,:+ -03: <,-80 AAB 9EF;G 0,10 ?,>=31 51 5:8):835?,2>3.  H03 8)<7=-34 0,+ -) 23 5: 7)113115): )* -0,- *5>3 ,:+ -03 5:1-4=8-5): *5>3D -03 -)443:- *5>3D *)4 I0,- / +3184523+ -) 0,?3 J=1- 0,773:3+.  /-@1 ,: 5<7)11525>5-K.  H03 8)<7=-34 0,+ -) 0,?3 0,+ 5-.  LM F:+ -) 23 8>3,4D -0,- 8)<7=-34 8,<3 -) K)=.  9) N4. OI3:1 8,<3 -) K)=.  PM Q)4438-.  F:+ I03: K)= 1,K RK)=DR K)= <3,: -03 5:?31-56,-)4 ;; LM / <3,: -03 5:?31-56,-)4D /@< 1)44K.  PM S=-D K31D -03 5:?31-56,-)4 4=::5:6 )=4 1)*-I,43 ;; J=1- 238,=13 I3 13,4803+ *)4 -03 -)443:-D >5T3 ,:K )-034 S5-H)443:- 74)64,< 13,48031 *)4 +)I:>),+ 8,:+5+,-31D -0,- I,1 3:)=60 -) <,T3 =1 ,11)85,-3+ I5-0 -03 -)443:- -0,- 1=1738-1 I343 ,:K 8)<7=-34 ): -03 S5-H)443:- :3-I)4T 8)<31 -) >,I 3:*)483<3:-@1 ?3415): J=1- -03 1,<3 I,K -03K I)=>+ 6) -) ,:K )-034 S5-H)443:- 74)64,< U/:+51834:52>3VW  S5-8)<D =H)443:-D 9034,X3> Y70):3-58ZD -0343@1 , -): )* -03< )=- -0343.  LM F:+ -0,- I,1 [\0525- A.  [\0525- ] I3 +):@- 43,>>K 74)2,2>K :33+ K)= -) I,>T -04)=60D 2=- I0K ,43 -0343 -I) 3\0525-1̂  H051 ):3 43*>38-1 , +,-3 )* N,K AA:+.  
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)* +,-.  /0 12- 33 04, 5677,8092: ;618<6=7 >,?,<067 9- ?68@9A=7,B CD 04, ,8B3=-,7 28B D6= ?28 -<,?9@D 1420 /E- D6=FB :9G, 06 98H,-09A20,.  I67 98-028?,J 9@ / 12- 2 :21 ,8@67?,K,80 6@@9?,7 20 2 =89H,7-90D 28B / G8,1 2:: 6@ 04, L89H,7-90DF- /E 2BB7,--,-J / ?6=:B -2D M=-0 33 / 1280 06 98H,-09A20, 28D 6@ 04,-, /E-.  N8B 1904 5677,8092: ;618<6=7 >,?,<067J 9@ 28D ?6K<=0,7 42H98A 0420 /E 2BB7,-- ?6K,- 06 K, 6@@,798A 06 -,:: K, B7=A- 98 KD 282:6ADJ 67 A9H, K, ?49:B <6786A72<4DJ 04,8 / 16=:B 2??,<0 0420 ?688,?0968.  / B68F0 ?27, 2C6=0 <,6<:, 98 >=--92 67 O<298 67 I728?, ?6K98A 06 KD ?6K<=0,7J / ?27, 2C6=0 <,6<:, 98 KD M=79-B9?0968.  P7J 04, 604,7 <6--9C9:90D 98 04, ?68@9A=720968J 9- / -<,?9@D CD A,6A72<49? 7,A968.  N8B / 0498G 04, Q6=70F- 2:7,2BD 4,27B -6K, 6@ 0420 0476=A4 04, B,@,8-, ,R<,70.  S=0 90F- <=C:9?:D 2H29:2C:,.  +6= ?28 A6 06 :60- 6@ <:2?,- 68 04, 980,78,0 28B D6= <=8?4 98 28 /E 2BB7,-- 28B 90 19:: 2<<76R9K20, 1420 ?90D 28B -020, 0420 0420 /E 9- C,98A =-,B 98.  N8B 0420F- M=-0 28 ,@@670 @67 :21 ,8@67?,K,80 06 07D 06 B6 98H,-09A20968- 98 04,97 <79K27D M=79-B9?0968 28B 860 <62?498A 98 -6K,68, ,:-,F-J -6 06 -<,2G.  T* N8B -6 D6= 7,H9,1,B 04, B,@,8-, ,R<,70F- 2@@9B2H90.  )* +,-.  T* N8B 98 04,7,J 98 <272A72<4 UV ,--,8092::D 4, 2-G,B 1420 B6,- 90 K,28 06 B97,?0 98H,-09A209H, @6?=-.  /- 0420 1420 D6=F7, 
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+,-./01"23.+"45605,7"8.59:2+"239"./;9+2.0,2.;9"<6:=+">-"+,-./0"?"@,/2"26"86"23.+"./"A.+:6/+./1"65"?"@,/2"26"86".2"./"/65239,+2"A.+:6/+./1"65"23.+"4,52.:=B,5"+95.9+"6<"?C",8859++9+D""EF G9+H""?2I+"=+95":6/<.0=5,>B9H""J/8".2"869+"5=/"KK"?":6/<.0=59".21"?"B,=/:3".21",/8".2I+"+92"26"./;9+2.0,29"4964B9"./"A.+:6/+./H""J/8".2I+".0/65./0",BB"239"62395":6//9:2.6/",229742+"26"=+H"" ?<"?"3,;9",":6//9:2.6/",229742"<567",/"?C",8859++",/8".2",4456L.7,29+"239"B6:,2.6/",+">9./0"./"M4,./1"?"N=+2"59<=+9"23,2":6//9:2.6/H""?I7"6/B-",::942./0":6//9:2.6/+"<567"239"A.+:6/+./",59,1".<"23,2I+"36@"?":6/<.0=598".2H""J/8"23,2I+"36@"-6="8.59:2"-6=5"./;9+2.0,2.;9"<6:=+"26","4,52.:=B,5"590.6/1">-"239.5"?C",8859++9+1"65"+25,.032"=4"@.23"239.5"?C",8859++".<"?"O/9@"23,2"5,/09"6<<"239"P?/8.+:95/.>B9QH""RF J/8",59"236+9"239"+922./0+"23,2"239"./;9+2.0,265"@6=B8">9",>B9"26"9++9/2.,BB-"./4=2D""EF S3,21","B.:9/+91"239.5"/,79H""S3./0+"6<"23,2"/,2=59H""T=2"23959".+"/6"+922./0"23,2"@6=B8"9/,>B9"2397"26"KK"9/,>B9","<9,2=59"23,2"@6=B8">9"3,57<=B"65"@6=B8"7,O9"239"+6<2@,59"/62"@65O"456495B-H""RF U5"?"@,/2"26"06",<295"23.+"4,52.:=B,5"495+6/"65"N=+2"@3.29"7,B9+"./",":952,./",59,1"236+9",59/I2";,5.,>B9+"23,2"23.+"45605,7",BB6@+D""EF V61".2I+"09605,43.:"590.6/"65"?C",8859++H""J/8"239/"-6=":,/"<=52395"59+25.:2".2H""JB236=03"?I7"+652"6<"239"0,29O99495",+".2"
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